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2.1Ericom Blaze

I 211 H—nEH

Ericom Access Server
0S

e Windows 7°! | 8.1, 10

e Windows Server 20082, 2008R2*2, 2012R2. 2016,

2019*4

1 PR DT Windows 7 ESU ADHFE— k
1. BEED Microsoft #: & Windows 7 ESU 02 HLTE D, #tIh T2 ESU OFFMEHEHHALTWS Z L
2. YR MK 1 X
% Microsoft #:H /& Windows 7 ESU % 1 FEEH & U T WA ZDREEUEY R— M350 1 E1RET 20112, BEMK
D=—XEMERLTHDTHW (24EH (2021 4£ 1 H-20224F 1 AET) 2O2WTHEHE-1I)
*4 Windows Server 2016 LAk & Windows 10 D BV —E A F v 2V EEMF ¥ 2L DH K— bz 2 WTid, SA— b F—
Web £ U< 12 AWSC OBERHRZE L O {RERIZ XY v o— NnWizZ &, T30,
*2 Windows Server 2008 R2 ESU ADH H— M zDWT
Windows Server 2008 R2 ESU IZMA FOLMHTHR—heRb 9,
BERD Microsoft f: £ Windows Server 2008 R2 ESU 02 G L TH ., fiExhTWwd ESU OfE#ik &AL T\
52 &, Y- MERIX 1 E X
% Microsoft £ EH &4 Windows Server 2008 R2 ESU % 1 £HHi & L TWA = OIREE LAY R— N9 200 1 F058850E 7
BRI, BERO=— X ZMEERL TROTHWT (2 4£H (2021 4£ 1 A-2022 4 1 HET) 2V THYKR—1), AL, Windows
Server 2008 (ZEFZDEARIRICHELR.Net Framework D/N\— 3 Y AR ED 726, 2020 F 1 A 14 BUBEIEHR—

MRS &2 ET,
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Ericom Secure Gateway ™
0S
e Windows Server 2008*°, 2008R2*°, 2012R2. 2016,
2019*4

BEINY D) WROEY Y3V ERRT 2EE
CPU 4 Core 2L I

XEY 8GBIE
HDD 80 GB AL

I 212 9547V +EH

Windows T v FA V9 —Tx1—R5FT BT/ R
Ry FAVR—Tz—ADBERREET DT NI AIBVWTY 7 bV =T F—F—
RTOANEHR— I FEEA,
72720, TS A2 NEOYEEN R ¥ — R — N, £721%, USBEF Tkl 7z
VX —FR— 2T 588V T. Xy FEex OS LTkl TRA
W72 2 T F—KR— R TOAHEYR— NHRETT,
Ky FHEE BT L EMERCHATE 20AS T3V E A, "R
PR—-FOBRTER Y FREOHNRETCOMHZEEY K- Frf e €T
W WTED T,

ik
O

| Blaze 754 7> h0iéa

*3 iGN SSL 7 — Y x4 £ LT ZHHWAEZIT £3, Windows D AD X,
*5 Windows Server 2008 R2 ESU ADH# K — MZDWT
Windows Server 2008 R2 ESU IZMA FOLMHTHR—heRb 9,
BERD Microsoft f: £ Windows Server 2008 R2 ESU O Z2 G L TH 1, f#iE¥hTWwd ESU OfE#ik &AL T\
52 &, Y- MERIX 1 E X
% Microsoft #£ EH &4 Windows Server 2008 R2 ESU % 1 £HHi & L TWB = OIREE LAY R— N9 200 1 F058856 7
BRI, BERO=— X ZMEERL TROTHWT (2 4£H (2021 4£ 1 A-2022 4 1 HET) 2V THYKR—1), AL, Windows
Server 2008 (ZEFZDEARIRICHELR.Net Framework D/N\— 3 Y AR ED 726, 2020 F 1 A 14 BUBEIEHR—
MERA LD £,
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Microsoft Windows
0S
e Windows 79, 8.1, 10*°
e Windows Embedded Standard 7*%
o Windows Server 2008R2*'", 2012R2. 2016, 2019*6
Apple macOS £HE— b
Linux Linux Ubuntu 16.04 LTS, 18.04 LTS*"

B =10V 2547 2 b (AccessToGo) DA

Apple i0S*!!
0Ss
e i0S 11.x, 12.x*13, 13.x., 14.x*!*
iPadOS
iPadOS
o 13x., l4.x*
Google Android*!?
0S
e Android 6.x. 7.x. 8x. 9.0*!3

*9 BUF D&M T Windows 7 ESU AQ ¥ R — b
1. BZHED Microsoft ft& Windows 7 ESU 02 H L THbh, #ixh T\ ESU O EZ#EHLTWs Z &
2. YR — MYREIE 1 A%
% Microsoft £ &4 Windows 7 ESU % 1 4EE#H & LT\ A 72DWAEE LY R— 32003 1 EL2RB T D112, BER
D=—XEHMEAL THO THIE (2 4£H (2021 4 1 H-2022 £ 1 HET) DWW THYHE—1)
*6 Windows Server 2016 Bl & Windows 10 D EHIH — Y A F ¥ 2L &R F ¥ 2L DOH KR— bR DOWTIER, /8= F—
Web £ U< & AWSC OBERHRER & D i GERIZ XY v a—RWizZ & T 230,
*8 Windowsl10 IoT 3R Y¥ K— b TT,
*10° Windows Server 2008 R2 ESU ADH# K — M ZDWT
Windows Server 2008 R2 ESU XA FORMETH R— MR £,
BED Microsoft £ & Windows Server 2008 R2 ESU &2 H L TH 0, i TWws ESU OEHikZ#EH L T
52 &, Y- MR 1 E X
% Microsoft #1:H &' Windows Server 2008 R2 ESU % 1 FHH & LTV S 2OUEE Y R— 9 2013 1 F25%58
TBHNC, BEHDO=—XEMHRL TR THM (248 H (2021 1 H-2022 1 HET) 220 THHKR—1)
*7 Ericom Blaze Client for Linux 9.0 (&£ Y — 2D 78, THHKIE ver.85 D7 54 7 M2 THHL W,
*11 Bluetooth ¥ — AR — N IZIEFERFI DAY FE— b
*13 30S11.x & 12.x, BE U Android7.x 1& ENA V2 547~ b+ (AccessToGo, Ericom Blaze Client, Ericom WebConnect
Mobile Client, Ericom Connect Mobile Client) 8.1.2 A ETO#AY K — 1, Android 8x 8LV 9.0 IZFENA VT T4 TV
b (AccessToGo, Ericom Blaze Client, Ericom WebConnect Mobile Client, Ericom Connect Mobile Client) 9.2 M E
TOHAYR— |k
*14 j0S13.x & iPadOS13.x $ & % i0S14.x & iPadOS14.x IZENA V2 54 7~ b (AccessToGo, Ericom Blaze Client,
Ericom WebConnect Mobile Client, Ericom Connect Mobile Client) 9.2.1 B\ ETOAY K — k
*12° Bluetooth ¥ —H&— RiZFEH K-k
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3.1Ericom Blaze 'J!)—X ./ —

I 311 Rvsr—ovy

B Ericom Blaze IZ&FNTWAIVER—F Y bDN=Y 3 v

(R r—oFS :b_9500001)

JVER—%V K

EVa-IE

Ericom Access Server A& > A k—F (32bit)

EricomAccessServer.msi

Ericom Access Server &K1 A b — 7 (64bit)

EricomAccessServer64.msi

Ericom Blaze 7 71 7 > b (Windows fi 32bit)

EricomBlazeClient.msi

Ericom Blaze 7 74 7 > b+ (Windows i 64bit)

EricomBlazeClient64.msi

Ericom Secure Gateway 1 YA h—3

EricomSecureGateway.exe

HP 2= X"—=%) 7Y ¥ & K F 43 (UPD) 64bit

upd-ps-x64-7.0.0.24832.exe

HP 2=1"—=H%)L 7Y & K F 1N (UPD) 32bit

upd-ps-x32-7.0.0.24832.exe

Lexmark L=/S—#)L 71 ¥ & K51 3 (UPD)

Lexmark Universal v2 UD1 Installation Package 02212020.exe

I 3.1.2 #FHEsSLVBESR

l Blaze Client 9.5.0.58607

(VY —2H :2021/9/3)
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e Blaze Client 9.5 T Windows 10 SAC 21H1 # ¥ — NGB LU £ L 7=,

[V Y —2H :2021/3/12)

AccessNow 9.5 & NN—V a VEEERRZ 572D, Blaze 95 LTV VYV —=ZALTWVWET,

B Ericom Access Server 9.5.0.58804

(VY —2H :2021/9/3]
HHsee

o Access Server 9.5 T Windows 10 SAC 21H1 Z¥% KR — bBHAL £ L7z,

(VY —2H :2021/3/12)

AccessNow 9.5 e N—Y a VvESERIZAS7-8, Blaze 9.5 2 LTV —ALTWVWE T,

I 313 #IREESLUCBEANOTES

| Blaze 7547+

ANER

o [ F—2HE EHEA,
o Ubuntu iZBWT [ 5h%/H—F /AR AF] F—& [ F—AEMTHD T A,

e Windows 10 T [Ctrl]+[Alt] +[End] DI ERx—2 a v F =2 & £ A,
VF4 Lo - EIRIBGR

e TV URVXAVL Y MEFMATIHG, 7747 METO61IUBEDON—Ya v EHHALTIZI W,
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o 7V RYXA VLY Ma [INH] THAT 254G, 7747~k PCIZ Acrobat Reader DC &2 A LT
I, £/, FHTIZ Adobe Reader DC % 1 JEEE L., 74 2 AHMIZ TRIKT L) A&x &M
FTUTELBEDRHD £7,

e EricomRDP Ti&. DynamicDrives B aE L ¥ A, ZOREIX, BE Ericom finT A AL —¥ 3
VHITT,

o Blaze EfEICHEWT, HPRARSAN\EFABAL TEYEHRIAEWEEIZ, Lexmark DZTFIEE TREFEETL,
% Lexmark |&. Ericom #F/NX—Y a v 8.5 D THATEETT,
TV —=avoA Y RoER&k
e JIAVY—VE—ROM., By arvhTd3E, RIMEBEEE I RLHEBEDHEE L <2 &P HYET,
STV Tr—=varvEHESLT, Yo N XE2FELET,

e Blaze vy Y avham/IMEEIhd &, ERTERVWIEDKHYET, T TV Tr—Taryzirl,
HEEL Ty Y a VICHEERLET,

o V— AL ART IV —varv IR ERIITEEAL-—RITHEELLEVWI DD £,
T4V RUDRS Y TBRENET T E CROADEHEENFRENE T,

e Ericom Connect 8.0 TH &R — k ZFBH#A L 7= EricomRDP i Ericom Blaze D ¥AFHTIZ Y R— h X
NTEHEHA,

e Windows Server 2008 R2 FC AccessPad(Blaze 2 71 7 >~ b)) ZFA L 72%&. Alt + Tab TV «
YROERGYOEZ b, KT TV = a VAOBHAIOXTRRET HREE DD T,

e Blaze Client for Linux TIX 7NV A2 ) —>TlEREILEZEy Y a vz )4 ALEGE. BOET7ILVAY
D—VIZRTZENTEERA, —Hryya 2L, BEERELTIEI Y,

e INFTAATVARAKIX, £8TOT 4 ATV A DK - M/NDOERIXE—TIHHIEZI W,
(Windows10 356, [7F A, 77V, ZOMOEHEHOY A X2 ZEHT 5] OFRELEHBOT + A
TUVATHUBEETIMAELZI WV, ) BRPRELZ5G. ELKART 7V =Y a voRRPI N
BNGERH D £,

¢ U3 DETOLXMTHHLTWSE T —ATIX, A7V r—a vBREEITELRVWGEELED D
Ec I

— BRIV FEZ R EFHLTWS
— Microsoft ¥ — AV AE—RZFHLTWS

— BEfise RDS ¥ — 3% Windows Server 2019 TH %

[\ & LT, Blaze Client B 27 Vi [Programs| 24 % [Hide Taskbar when remote program is in
Full Screen/Maximize mode] 1ZF = v 7% ANTEH LTI,
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e Blaze Bl TV E— bDEMEE 7Y v M A2V — Vv Z2HET 58541, [Ctrl+PrtSCl & T3 RENDH
D ET,

Z DAt

e Blaze 771 7> b & LT Windows 10 IoT XM H 572D K- I hF A,

o IHARDIAVE A —9ELHNAKRE (FTI/NNA KN) IZR>TWBIBE. AccessPad FiIC & 2 EHIFICTRRI S — I RET 2
Unable to connect to sca.sumple.com Ericom Secure Gateway error (4) WebSocket negotiation

with host failed.

e 77N —vavEMUTHEREY —ANErSYUF I -—F DRy v a VAW TES5E T,
Windows fllO X1 A7 W bDRY ¥ —7aE2RMHL, Yty arons 472 TSI W,

B Mobile Client(AccessToGo)

AHEER

e V7 YT F—R—FD [undo] & [redo] BRX VEnmWEENRDH D £7,
e iOS T Bluetooth ¥ —4R— N2 FHAT 2546, HERIMNOAPYRE—FEINET,
e Android {285 W Tl Bluetooth F—F— FOFHIFYR—FINTWERA,

e iOS T Bluetooth & —H&— FFAKFZ TAlt+Tabl] 02y Exr—YarvF—TVE—bDT Y r—
vavoynExETLE, RBICEFHLEZ2 007 7V r—yva vy LhifivExsIencE s
A,

o iPhone ICT VGA B ANARIV Y —%HEHRBIC, ENAIWNVIZTATY NeFARKBTEEERO—EHLIARTIEINEEA,
— [ E LT, EXNANVITA4T Vb EEEHRIZVGA H13 %2 X —% iPhone IZ8i#i L T
LI W,

e JE— D Windows8.1 U < I& Windows10 @ IME THEZAHBEMVRRIN TV AIRFIZ, RRS
NTWB A2 BN L THEE T 5 LEE XF DR A IZAD LI FhEmEhEd,

e i0S10 LARE & iPadOS IC& W T, Bluetooth F—iK— K% Smart Keyboard #FIf L 7215& 2. i0S BIOERBEFHAERR
— ENAILVT AT Y MEKEOCFEASIZIE, i0S © IME #F#HE9, VE— D Windows
o IME 2R LT ZE W,

e Bluetooth & —74&— F* Smart Keyboard ZFIFH L TWa54&, [HE (i) ASDOUOEXIZF—
R— K EDF—7TIZ%A <, lControl + Space] D> a— Ay bF—% ZFMHL I\, JIS FilsD
F—AR—FD THH (97] F—TRHELLYUYOIBEBEZIVTEZEEA,

e NV ATy Y aPRAAEELRY AT AT, HEEETREIANAYIAT v a2 ZHALEI Y, [
HFIFHTELRWGERDH D £ 7,
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e iOS ¥ Android TIEH—ANLV KT TDY XA L7 MITEEHA,

7FXUr—avoA4 Y RoBEER

e i0S X Android TIZ7 7V ABDOH/ER T EXE 7 7 A VDIBEDANTRETT, (NvF 771,
URL, FFaA Y MIEHTEEEA,)

AccessServer & D H il

o AccessToGo & & O Ericom Blaze Mobile Client 7.6.1 & Access Server 3.2 Z#l&hETHHT S ¥
IN

B2, Access Server WEER T T 25E08H O T, TDEEIX, Access Server 3.4 LA EIZNN—Y 3
V7w TUTIRHL XN,

o AccessToGo 9.2.0 M5 Access Server 7.3 A TDN—C a VICERT2ET7 T 2EEIT2 &y Y 3 v DUl E BiEk

— UFWghhoEEETHIc = BRWL T,

77 TanNTF 1 2EFEL Blaze FIi%E Off 1295

Access Server DX—Y a v E T3 EIIN—Ya v Ty ST5

Z DAt

e Andoroid/iOS &% (2. WRARDY A XD 55 1 Y FRBEDHEE AT 5 320MB DIFE. UTFDX v E—IHNHAEThe

Mg . S84 20 RAM 78 320MB Ri#ETIE 7 7V r—Y a v P TRT U DEL R 3548
S

B Access Server

e Access Server 85 LA ETIEIN =Y a VEHIZTIA BV AXF—DOHERIHBE LR £T, HHEADEGS
IR, R=Yarv7yTHBIEI 1 AXF—DOFFERBBRIEL LD X7,

e Access Server 8.5 L ETIEE Y b I - H—NOEEEIIFIHTE FHEA,

10
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BEHEAHA R

R Tl, Ericom £ TH 9.5 DY = a2 7IVIE RNz, EHME L1 RizonwTik
o 9.1 DIFEHRZEIHLTH D 7,

=
AR

4.1Ericom Blaze BIE&ZHA R

] 41.1 FEricom Blaze EBEAH1 R

I e

Ericom Blaze (&, f2#8E, 7u— NNV R, R EOREHOTA K-V 7 - 32w b7 —2 (WAN) k
T, BEENZVE—b - IV a—T 1 VIOERBEDY R —HICRMEL £9, Microsoft VE—F + T A
Zhw 773t (RDP) DT 77V —bEEMETIZEIZED, IOUMEBRINTVEY, T
b, BWI7L—A4 L=, WEUZNERME, &0 RAL-XREEOEFRI M SN E T, Ericom Blaze
3. BT OEMERZEITLET

e RDP &ML, €y by TREDT T 74y 7 ERZHMUEML 3, iz —% - =2
AR T Az g 272012, SEEEMOHEZREATETT,

¢ RAIN=RARX—h+ AZa—RYDXEERITSI T4y 7EERZBINL. 2EOREZREIZEDLS
I, BVWRBETENS ZEMLUET, Tk h, HEMZHEBEETDORZWIE—F - IV Ea—F 1
VIR Rt I N E T,

o WNT A=YV ADFIEMIAZ ML, RDP @fE2FzEML X9,

o xv MUY —IMHHOREME T —& - N7y FOEREEEEEDIZDIZ, NTY b vz EE
TLEY,

o HEHATO Y ZDHGETIIRL, 1 202y b LTEREND LD, 1TV Vo MZ7L—4
LRV IULET,

11
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Ericom Blaze 1Z. RDP IZH G LU TWVWATARTD x86 £7/21E x64 R—ZADKA R « VAT ALATHEL XTI,
Bz X, Windows x—3IF L - H =N, VE—PFDOYHI AT L, VDI R—ZADFRAZ by THETT,
Ericom Blaze ldA DV R—% Y M TR I N TWET:

e Ericom Access Server: 2DV R—%x > ME., RDP Ok 7727 —a vz RDP
Y=/ RAMNIA VA=V LET, UFOTIY b 74 =LY KR— b INTVET:

— Windows Server 2008 32 ¥'v b5 XU x64

— Windows Server 2008 R2

— Windows Server 2012 R2

— Windows Server 2016

— Windows 7 SP1. 8.1. #& 0 10 (x64 # &V 32-bit)

e Ericom Blaze 7547V b 2O A4T7 - aAVER=—3xY NI, 77271 —rIN7= RDP
ZFHA LT Access Server (2L 3, 72, ([EEDE®E RDP RS A MIEHKT LI N TEET,
UFRDOTZ7y NI A=Y R—bInTWET:

— Windows 7. Windows 8.1, Windows 10 LTSB. Windows Server 2008, 2008 R2. 2012 R2.
B X 2016 LTSB (32 €y b H XU x64)

— Windows 10 SAC 1709, 1803

— Linux Ubuntu: 16.04 [XFCE, Unity, LDXE: openbox, GNOME: classic| # & 0" 18.04 [XFCE,
LDXE: openbox. GNOME: shell] (AccessServer8.*IZIZH G L TWEHA)

— Apple Mac OS 10.11, 10.12, 10.13 (Intel ~X—2R) (AccessServer8 *IZIZHHE L TWEHFA)

e Ericom Blaze EN\AI - V547V . 2O A4AT V- aAVER—2Y NI, 777 —hTh
7= Blaze % L T Access Server (2 U3, 7z, LEOFEHE RDP A A MR T I &M
TEET, FMEYR-PINBARV—=F 4027 - VATFLDN=V 3 2D TI, AccessToGo
DY=aT N aEBRIZI N,

|5 HepimzREBT 2

Ericom Blaze 1%, $&2#EE2MA 72, VLT VWT TV r—vary Ty, ZOY=a7LTiE, 2—¥0
BRENCEERT TV r—Y a VREE KBS 572012, HHARER T N TOMBBEL ML TV T, HEARZR
A VANV 5 AT T UL Blaze 7747 ¥ b (AccessToGo ZEH L TWBHENA I - T/ X%
BL) 2EIHHLTVBERDOT NS A5, Windows RDP A N (=P T—I AT -V a V) IlT7 7%
ATED LRV ET,

1. Ericom ® Web ¥4 b5 5, EricomAccessServer.msi # X7 > Ha—RU X,

2. MSI 1 VA b= %2FEfFL, TRTDODEXA 70T - Ry Z AT Next 227V v 2 U, %2 Finish #
20w 2 LET,

3. Blaze il 9 572012, Windows 7 71 7V 4 — )V &% E (F72138sh{k) UE T, Access Server
A VA —)VIIZ Windows 7 74 7 U 4 —VIFHBCHRESINE T,

12
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4. Ericom ® Web ¥ 1 b5, EricomBlazeClient.msi 247 >ua— KU X9
(a) BTN - FTNRAADSERREL TWBIEE, AccessToGo 7 7V TN AIZX 7 va—RLET,

5. Blaze Client( % 7213 AccessToGo) (2 Access Server DX A —&X%& AL, Hfii KX 2L CTH
Wiz B L X9,

13
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B 4.1.2 Ericom Access Server

Ericom Access Server Tl AccessNow HTML5 7 7 A & Blaze RDP JEfi® 7 77 L —3 a3 v OHE
iR TVES, AHBBRRE IR TORENFHTEE 20, MHMBERKTRIET 7T X—Y 3
VeoFx—HLTHY 7RSI L TRBERENMATREICARD £, A MK, Windows & — 3 F
Vo =% Windows 7—2 AT —2 3 v ¥D RDP 7272 AWHE L %> TS Windows & AT A
ZMEATEE T, Access Server ZAA XA X[ — b2HHLTED, K= EBEDT 74V M
3399 2720 9, AccessNow HMEHT 58— b 8080 LA I N TWVWE F DT Blaze Client %> 5 F— b
8080 THft § LG IdEEH LI v B2 —RZD T 1 —)U FIZHR— b 8080 ZHH/RMNZHEEL T ZE W, (fil :
192.168.1.100:8080)

Ericom Access Server 3.x ¥, Blaze D/X\—I 3 Y 2.x MUREION—T 3 VICIETFAEH#
HERHY EHA,

S LBID/NA— 3 VD Blaze #@ALTWVWRIES, N—YavaA—HRT2LIIC. TRTD,
A —»Blaze 7247V k&

Y=\ AVER—RVMNETYTITL—RLTLEIL,

Access Server 1, RDP S A MEARETBFXF Y UTEHET2HHADOY AT AL (VY VT —nNE LT
ENEFFT)ITA VAN —ILVAETT, Access Server # RDP HAA MIEHA VA N—LTEI a2 BEDL
3, 77 ANVEERERED—IBOBEREIX. Access Server 78 RDP A M HKIZA VA =L ¥ TWE5E
IZBWTOARMAREL 2D £, Access Server [T ILEIBIRIZEET 2728, RDP AA FDNRT +—<
VARHLERMEAN DB I R/NRIZE EE D 7,

B Ericom Access Server Zff:

o Windows AL —5 1 > - VA5 4 (7/2008 LAK)

FA N OS IZT%(EH RDP #fihG8iThd (Fl: x—IFI)L - +—N)
e N"—RFKF 4 27 D 8OMB DZExiK&E

MMX & & O SSE2 i CPU

Access Server (2 &% 3399) K— b 72 AccessServer(32/64).exe D kT 7 1 v 7 A BRI E I 17z
T77AT VA=

Access Server 137275V —Ya v EIZHTIMLS 727 2 ARBEL INDEEY =N /KA MIA VA b —
VTBRENRHDET, TRTOLI—FDLy>arvi272727b—2ard572dl, 120X —IF) -
Y—NOAL VA N—ADBBETT, EV—FIAT—YaVPTAY by 7 (YEE ) 121 YA b=
MBETY, MicrosoftAG Sysprep 7213 SymantecAs Ghost ZfHLTF a1 INE A1 A —ID—
& LT, Access Server #8382 E N ARETT,

FTRTORYNT—T - A V=T —RIIWHTBNNA VK- H—ER

Ay b7 —ZBEBIZBWT, 1 DO NIC OAZGHTLIDOTIERL, TRTOHEERY v T —2D
AR =Tz —ARFHT 5728012, Access Server #2131 VY R 52 28O LET., WNHEeIs UK

14
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I—HM, Access Server THETEZAY T —I DA VR —T 2 —RAZHEMT VL AARETH 5 Z & 2R
LT X,

RANDT 7 AT 4—ILERE

IV RI—FDFNA AH 5 Ericom Access Server ~ND kT 7 4 v Z@ER2FALTVWBE I 2HEAL TL
IV, T7AT VA —IVOREPBELLRDEGELH D £F, (Access Server &1 Y A b —)L T 5 & HE)
TEEHNPEHFINET)

Windows ARV —F 1 v « Y X5 L TlE, Windows 7 74 77 4+ —J)LH Access Server "— b (T 7 4 )V
& 3399) 2T L IREINTVE I L ZMEARL T ZET W,

EHGEORBEERYT 5IC1E, —FMIC Windows 77 A 7 U4 —ILEEWMICLET, 7747
DA —ILEEWMICLE

ad BEDHTERIEREE 538 A. Access Server NMEATZR— 27 0v 7T 35FAIE
EE: ELTW3

AREENHY T,

Ericom DMEAT 2K — N 2§ 280128007 2121%, LFOFNEZET L £7 (FIEIX Windows 7/2008
ER—=ZIZLTWVWET):
o I bha—Jb  SNEIIZHEA, Windows 771 7 74 —J)V IZHEAET, FMET 2HNL, ZED
Al 2L ET, HLWHAI 22Uy 2L Fd,

@ FEOBEOEEO -1

RAOEEE
PERS D74 P — L ORRBNDAE SRR R L TOEE D

ATHx

s 1BEDIELE CDIERRDARBIEfERLET

a JobaELUA-|

@ 1B L FOFFLIP)
AL R ERET S,

@ JOovil

@ ‘BRI "3 A—HkO)

TGP (T UDP - MR ER i R8T,

o R—Ih ZFERL, N Z227YvIULET, BEDKR—N 3399 ZANLXT:

%%‘\T_TE(J&D =l - FeEFEOD —HIL - MIEASEA RIICMREIEE T SIEERL

FATOO-h) R—FA)

@ BEQD—HhN R—HS): B080.3081|
il 80, 443, BOO0-5010

o RN &I VY U, #Ehizedfid 5 Z&ERLET
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e XN & Vv L, BUZEHT XY T =2 2B IRL £3 (TRTER)

o N %7V L, HANZAF (Ericom) 28 E L&, 87 227 Vv 7 LET

R— MNERIEDRE

Blaze DA > TWBHRAMAR—MEETE2ODIZT7 74T 74—V ERET BEITIE, Access Server
R=F (F7A4IF: 3399) NERINTVWSEZ L E2MHRLTLZIW, 3389(F 74 +D RDP A— 1)
IR L R WTL 23V, BAXL - R—MAFEHINTWEEE, Communication X— Y TREI N T
WBR— MEIZHEERT 2L 774 T+ —VEHRELET,

NLA #HR—k

Blaze 7 747 v FTlE. ATND 3 DD&MEDFT NLA YR —bInT0ET:
e TURIL—vay BEMELINTWS
o I—HHENAT— NPEY LT+ -V FIZAHEINTNS
MHEICERERERD D] OF 2w IRy ZJARF 7IZh>TW0WD

7oV —Yary - E—FDBlaze 77147 ¥ FTld NLA @Y R—-FINTVEHEA,

Eriocm Access Server D1 VA b—)b

EricomAccessNowServer.msi 27U, 1 YA b= - 74 F— FDERIZHNE T,

License Agreement %A L., MEL £7,

Install 227V w27 LET, (BEZIGUT, ¥¥a VT HRE LTV 7T A M2#FALET) 5k
DAY Y —=IZT Finish 22V vy 2L, 1 VAM=NE2RTLET,

Access Server "— P DFHAFHEETH D, FA D - VAT AT 7 ADARER I L 2R LT,
Access Server 13 FEIIZ B ELHAIZ Windows © 774 77— )WIZEMUETH, 2y v T7—2
ETOT 74T A= VEDBMEBEIZRDGENRHY T,

& 1 U rHRRE SR Windows I 74—l
I7AIWE) BIEA) FBRY) ~NLTH)

e« 2EB =z HE

& O—HiLarEa—&— ot
i zm -7 o771
By EEDRE . _—
E1f =3 _ oo || @Ericom AccessServer BRI — 8080 AT
N BiRtFauT r0aFR e R i 2l
» M, Bm @Erh.cm Connect Remote Agent Gscin FAT

o VA M—J)LD#, Access Server IFV —VE AL UTY AT A ETEFINET,
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w959 F JOER (29)
[B°1 COM Surrogate

- [m7] COM Surrogate

4 [m-] Ericom Access Server

;. Ericom Access Server

| - & - : 1L~

— ZDY =V AR AT LEERIZHEMIZETINS L OB EINTVET,

— = AREL LTSN, £2ET 740D 3399 R—rZ2FFTCERVWEEITE. 75
A7V MNEIFAMNIEEPTEETA, MOT TV r—2a VDRI F— MEHLTWZRW
PEMERLET,

Access Server X, Microsoft System Center D X 5747 7V r— a VERY —)VEMHHA L, BERRY
ALY A VYAV BHHEETT,

e HALYKM - AVRAMN—IVEERET BICIE, REEITLET: msiexec /I "EricomAccessServer.msi"
/q

e EricomAccessServer.msi (& .msi 7 7 A VANDERENNA %2R LTWET,

e Windows 7. 8 Windows Server 2008 & 2012 Tld, ZDa~xy N X D HERDEWVEHE O EKTE
WAREL INBEERH £,

o NV - RATU T EFRT BT, NTA—-XERERTIC MSIEXEC 2EfTL T,

ah Access Server &, FAMBICEXFZUADXENEEFNDIVRATALICIEA VA M=) TEZE
Ao

B Ericom Access Server dffifi

Access Server DFEEEEHET 5121d: AX— N T§RTDO TS F L | Ericom Software | Access Server
Configuration IZ A LT, AX—h - A=a—DRWVWYATFALTIE, MFOIv Y RS540 V&ML T GUI
BTN TEET,

< N4 7> :Program Files (x86)Ericom SoftwareEricom Access ServerServerConfiguration.hta

Access Server (. AccessNow & Blaze HGOWEATHEHAINET,
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Access Server D% E

Server Configuration 3> Y —)Lid—#D X T2 L, EHEDY — N - B —EAANDRRL FEETD Z
EWHEETY, Configuration 3> Y —)LiZ Microsoft Internet Explorer 7 £ 7z 1k F N EDON—=Y 2 v %
ROV AT A EICROEELE T, (ZOITYY =L IE6 B3 VA M=V INTWDE VAT ATIHEENT
TEHA)

H—3IFJU - H—/NC Access Server A4 VA N—ILTBE., IV RI—HICLZFHLA
WEEZEIT57-0IC.
I Ra—HMIFICIE Server Configuration 7 7V 47— a Vv aFRRICTDII L EHE
Tips: HLET,
General

ZDR—=UNE Access Server DY —VE ADHEE B L OEIEOBEZREL T, —HORTCEETIE, Y—
PAOBEEHPBHBETT, FHLIDOR—ITIE, YVATFLETT 75« 77 Ericom v ¥ a vy OBMBER
INEd,

Access Server DY —EXNBEEINZMER, —/EDFTARTD AccessNow & Blaze D
— vy avoEREs
xR RRINET,

Access Server service state:  Running

Access Server status: Active

Mumber of sessions: 0

Started at: 09/23/13 08:40:00
Stop Server

Licensing Information

ZDR—=UTIE, AccessNow & Blaze D71 &V AEHRPERREINE T, Connected to licensing server D
HEWZIE, BEFHAENTWE IV A - =B REAINET,

18



ERI0384B

AEBBIED VDI ®Y—IFI - —NBETIE. SAEVR - H—NEFREAKRY AT LLT—

- TEBINZHBEN
FE HYEYS, FHICOWTIE BV S - H—NROREOEI L avEBRLTIESI W,

7 7 # ) h T, Access Server | DNS lookup %f#f L T Licensing Server Z¥&€ L £3, I N
DNS =¥ bk Vi, ericom-license-server.< K A A %> £721% ericom-license-server. tep.< KX A 4>
LD ET, DNS =¥ MUDTFIELRWEEIZIZ, Access Server ILEDFEILI Va2 —& ETHEFTINT
W5 SV =N ADERIRTINET,

fhd Fi%E e U Tix, Licensing server address I Access Server Configuration T, 741 Y& A& -« —1D
TRVAERHRMIZEEELET, 1LV A B =N T RLVADEEH, General X 7 &fH LT Access
Server Z B L £,

BRI A2V AREDN S WIS, Access Server 13 T HIMAR T 5 FTETIVAREL D £, W
FHIM DO T, Access Server 1, 2—H¥ - v arvaafalLulhoEd, 0 FHHE] X 30H
RN TRA 10 HEl AR 2 220 £9,

SAEVR - H—NROR— NEZLHET S

SAX VA Y —NF, FTIALPITR—-F 8888 #NLTHERELET, F—YAFLEDMDOT TV r—
TavhiAR— b 8888 AL TWAEAIZIE, S1EVA - H—NOFR—Miz LIV A M) TEHTSEI &
NTEFT, LYRAMN) - IF0 XEMHHLTRIZBEILET,

HKLM | SOFTWARE | Ericom Software | LicenseServer
TROXFFEEEMLU £,

Listening Port

H LSRR IF 49—
TJrIL(F) |E(E) FT|R(V) BHIUAD(A) ~AILT(H)
il | LicenseServer |~ || &&0 =g F—4
. b-Ju Client ab] (B3 REG_SZ (EDRERL)
. b LFInfo E] Listening Port [EN=el-vd 9999
L.l PETSAgent

FEEOHITIE, K—FD 9999 NEEHINTWET, HEFKELHE,. Ericom Licensing Server ¥ — 2
EHEBLUET, HAXL - K—b2HHLTEY NIV - T4V A - B —NITEHET 5 & Access Server
ZBEWT, 7RVADOEAIZaAn VAT TR MiZ2IEETI2HERH T, Hi:

" Use DMS lookup
@ Licensing server address: |192.168.1.123:9933
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FGACVADT VT4 R—= 3V

Licensing ® F® Activation 227V v 27 L, YVTLRELT 7T R=ay - F—kHEOHRET 1 —
W RIZANL XY,

MR THA LA VA D=V DT 2T 4 R= 3 »izid, HEO Client type 2ERNL. YU T7ILEEL
key to send to Ericom OWNE % l# L supportusa@ericom.com ~NEF L, MHZEKEL £9, ZDH. 7
TFAR=Vay - F=DEEINET, TOTI7T4 =Y ay - F—% ASUL7HE, Activate License &
RyEIVvIULET, T4V AREMIT S0 Access Server Z HALEIT 2 HEEH D FHA.

FEAMHAR 2 K $ 5121k, Ericom D ZEMH YT key to send to Ericom DNEZEE L. WEEKIEL
T, REDARI Nt EHERL 30 HROIEED ¥ =22 fkxnz 9,

General || Licensing | Performance || Communication || Acceleration || Security || Logging || Advanced |
Information || Activation

Client type:

AccessNow VMwareView
Blaze

License Description:

License Status: Valid
License Type: Concurrent Users
Counting Mode: Permanent

Expiration Date: Never Expires
Number of Licenses: 10
Used Licenses: 0

[fyou have received a senal number from Ericom, please enter itinto the field below before clicking the "Email to Encom™
button.

Serial Number: | |

Key to send to Ericom: |CJBBZM-?9?THY || Email Key To Ericom

Key received from Ericom: |

Copy the key received from Ericom Software into the form and click the "Activate License” button to activate the software
license.

Performance

CDOR—VIZIFBRIEDY — "D T+ — IV A PEREINET,

General || Licensing | Performance | Communication || Acceleration || Security || Logging || Advanced

Server to Client communication

MNumber of sessions: 0
Average compressionratio: 63 %
Total data received from host 5 MB

Total data sentto client: 1MB

Realtime cumulative performance information for all sessions since Blaze Server was started. Counters are reset when the Blaze Server
service is restarted. Display is automatically updated approximately onece every 10 seconds.
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Communication

ZDR—IF, Access Server D) A=>Z + R—bh & RDP #E{TFLTWAHFA MDY RL AR EET 5%
HEZIRMLL £,

T 7 4k (8080) SOV A= T - R—h2HHALTWBEEG, R— F&S% Access Server DT
RLUAF70k Blaze 77107 > b® Computer 7 « — )V RTHRIIZIEET 20 EXH D £,  (Hi:

rdpdemo.ericom.com:22)

AccessNow Web 75147 > b

Ericam Acc JCI rdpderno.ericomn. com: 22|

Blaze 7547 > b:

Cornpuker; rdpdermo., ericom, cam: 22

e e DY AT LY Access Server 2 FET L TWRWES, RDP FA DT RLVAMEHINET, Z0D8
A TlE. Access Server [Ty N —H L EAERA N - VAT AMTTY— bV oA OFuFT e UTHEL
F9, ZDXATOHRTEIZELD AccessNow & Blaze D87 4 —< v AZHEFENRLE U BIGERDH 5720,
BEIOLEEA,

W DBEDEEITIE, Y —CAOHEFHNLETT, (General X 70 5)

General || Licensing || Performance | Communication | Acceleration || Security || Logging || Advanced

Access Server port number: 080 | Restore Default (8080) |

Changing this setting will take effect only after the Access Server service is restarted.

Specifies the TCRI/IP port on which the Access Server service listens for incoming connections. Do not use a port number which is already
in use by some other service or application on the computer. f you do, Access Server service will not start.

Important: Access Server Clients automatically connect to port 8050 when using accelerated RDP. If a different portvalue is selected,
that value must be explicitly specified in the Clients' host address field.

RDP host address: [localhost

Changing this setting will take effect only after the Access Server service is restarted.

BEOXY NT—2 - H—RZZT=~<IZT Access Server #FETLTWAEEIX. RDP AAXA DT R
L 2% localhost 756, Y AFALIZ RDP 727t Aw[fg7exry b7 —2 - HI— KD IP 7 KL X %7213 DNS
T RUVAANEEHLUET,

Acceleration

IOR=VIFT LI V—ya v/ BBV RV EZRHEIRCEHE L, BT Z R 282 Rt L £,
Override client acceleration / quality settings F v 7Ry 7 ANRA v DgGAE, TXTDOEY ¥ a3 v THF
OBRENVHEHIN, 7I7A4TVFOBRTIIMEAINET, ZOHREERA Y., FRLEIATLTIHE. £E%
AT 27201 —CAZHEHTLIHENHD T, HEVEMIINTWEEE, 77275V —Yay -
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LARLVDEFEIZZ Y — CAOHEHIIVETIED D T AN, HithBER2EHTIIE 72747 - a—¥
OEERPBETT,

Dynamic Compression & A7 V=Y D/INE T T 74 7 - ATV M (V= N=DTA AV, AR—
b A=a—07 1 a32%) Z#HAIL. Blaze ® Quality #%EH Low DEFEIZIE High © 2 AV 7+ &M
U. Blaze ® Quality #%EH Low & D &< > TWAHEIZIE Best O AV T4 2ffHLTAT Y2 b
EEMUE T, TOMDT T 74 AV - ATV 27 MFBRSNAEFECEMINES, Zhizky, VE—
b TR by TDEy Y a yTCORBEABEZREZRIELET, T7AN TR ZOKRIZARICE
NTVWETS, #7512k, [Use dynamic compression] Ry 7 A% A7 UET,

General || Licensing || Performance || Communication | Acceleration | Security || Logging || Advanced |

Acceleration [ Quality:

Enable in order to ignore the perdformance | image guality settings requested by the Ericom Access Server Clients. Instead, use the
specified performance | image quality settings for all incoming accelerated connections.

Use dynamic compression

Dynamic compression improves percieved display quality by utilizing lower compression settings for specific screen elements. Small but
important screen elements, such as window titiebars and the Start Menu, use a higher quality setting, which is computed dynamically
from the general image quality setting. Dynamic compression utilizes High quality when image quality is set to Low; and Best quality
when the image quality setting is higher than Low.

Changing this setting may take effect only after the Access Server service is restarted.

Security

ZDR—ITIE Access Server Dt ¥ a ) F 4 BEZREHL £,
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General || Licensing || Perfarmance || Communication || Acceleration | Security | Logging || Advanced |

Ericom Access Server supports strong SSL encryption

Always

Encrypt Access Server communication:

By default Ericom Access Server uses the same security settings as Microsoft RDP - if RDP is encrypted then Access Server will be
encrypted. If RDP is not encrypted then Access Server will not be encrypted either. Set to Always for Ericom Access Server to always
encrypt regardless of the RDP settings.

Data transmitted from the clients to the server, including user credentials, is always encrypted regardless of Access
Server and RDP security settings.

For best performance and lowest load on the server set the RDF Security Level to Low (for 2003/XF also set the Security Layer to RDP
Security Layer). This setting can be changed using the RDS (TS) Session Host Configuration or using Local Computer / Group Policies.
After performing this change. modify setting above to Always if encryption is required.

SSL Certificate

Frniendly Name:

SAN: DNS Name- I

Thumbprint L

Issued By: _ Issued To: _

Valid From: 2013/09/11 084716 Valid To: 2014/0911 08:47:16

Change Ceriificate

To change the above certificate, enter a new cerificate's thumbprint below (eg:_ 33
Certificate Thumbprint <Default> | | Restore Default

Note: this change will only take effect after you click apply ANMD restart Access Server.

Ericom Access (3#ft& & 117z 128-bit SSL W5tz L £, N7+ -~V 2A%MET2IT1E, FA LD
RDP Security Encryption L <)V Z{KIZEE L. Encrypt Blaze communication % Always IZZHE LU £,
ZOEEIZE D, RDP B5{bDRb 0 iz Ericom SSL B S bAMFEHAI N E T, FEZO>VWTIE, 2O RFa
A Y ~® [FEricom Optimization] DEZZIRL T /I,

AARLFELIFEESINFREFTLZEHT 5120, FFHZFOMRA%Z Thumbprint ® 7 « —J)L RIZ AT U,
Apply R2 > %2V v 2 LT, EOBEBETHRINTVWERVWKRY 72D L 512, GUIIZIEHEZED 7 r 8
TADPRRINET, LEREZHEHAT LD —CAZHEHL 7,

EFEINI-EIBAEA M VA M—IL T BHE, Access Server D DNS 7 KL ZAHEEBREZEDERT&

—BT ZREN
& HYET, T4 RN— RIRELGEAT2BE. RAAVH—BI20ELRHYET., fHlx
S &, SERREA

\*.acme.com FATHBHEIE. H—/ AL acme.com THRHOIZMBENHY XY,

Logging

ZOR—=UTIE, FEEDO T 72 Gt/ b T 28R I N E . Ericom thO YK — ML, Zli%
HE LTTF Ny Z70oua s 28 RTEIeR3HVET, TAVIZOUTIZIITCHEMNITEILNTEET,
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Advanced (E3EEH)
ZOR=IF, VATLDVIAMVIBEFEINT WS EE 7% Ericom Access Server i ENDT 7 A% 1g
BEL £,

Export Setting — Access Server DLV YA MY + F— 22—HFDHR—L + 7HIVX (fl: =4 RF¥aAvh)
IZZ o AKR—=bLET,

Import Settings — BABT{#IF L 7z AccessNow Server DL VA MV ERTEERZ A VKR— L X T,

Advanced Configuration — regedit.exe %2E17, Access Server DLV YA MY - ¥ —%2PE £, 774V b
Tl TI7AVIDPOEEINLHEDAL VAN VITREFEINET,

24



ERI0384B

25



ERI0384B

B Keep Alive 85

Blaze ME&E

L

ol

R

FI74I K

session keepalive sec-

onds:i:

2247 h» RDP
AR A MIZ Keep Alive
Ay —V%ERET
B ftiba (7).

7747 U Fx—IIZ
XoTT7A KLY
Yaviproy 7T
5D%EET, &
E95&, RDP &v
Ya vy A Rk
LD A, Ac
cessPad, Blaze & &
O AccessToGo T{#
Hanxd,

tcp keepalive time

ms:i:

TCP V7 v "7 4
RIVIRBE 2 72 5 T\
5, Z ORIz
F—7 7747 A
vt — Y DEEEH
BLUET,

vy b oY)k
Blaze (2 & > THH
KAHEINET, Ac-
cessPad, Blaze & &
U AccessToGo Tf#i
HEhxd,

10000

tcp keepalive interval

TCP ¥—7-754
T XAwvtk =Y DM
f@, T 5D 5 OB
KBL7=56. VIry
MITIrEhE T,

Vroy b oA
Blaze IZ k> THEHR
KB ENET, Ac-
cessPad, Blaze & &
' AccessToGo Tfifi
HEhEd,

1000

74TV ERA—
Fe—b2kfET 5
flba (7).

AccessServer 1%, /N—

FE—hFEfMHL
T 947D
Uz L. ¥ —
R-R—=F1D7T4
FVEEEZA 7 X
vyhULEd, —FK
NT ¥ BT Se-
cure Gateway & &%
WEIEL £9, Ac
cessPad. Blaze, Ac-
cessNow 8 & U Ac-
cessToGo TN
¥ 9, (AccessServer
7.3 ENMETY)

ms:i:

session heartbeat
seconds:i:

session heartbeat
probes:i:

7547 v kW]
WrIRETH B & ¥ —
N=nMWrd 5, RiE

AccessServer 1.
EYIMIREE HET
LRA4I VT ERPE

L7znN—hE— ML

TE5-HIC. ZDx%

O e L 24, Ac

cessPad, Blaze. Ac-
cessNow B L o8 Ac-
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J sty vay - 220 7k
ZoEiE, RDP A A MZH1F % Windows DEIL A VDAY 7 MEREEZILIEL E T, TDAH=Z XA

&0, kY Y a v ORIBRRR TR, BRRRR IR E D a Y v N2 ET T AREEED L 1 Y — BN
nE9,

Egrons(4y - 227k (_login)

WY R PEERFAMA LT, login EWOHFD T 7 A VEMERLET., HlxiE, T login.vbs) &5 i
DAZ YT h - 7740%, [ _loginexe] &WIFETDOERITTARET 7 A NBETT, FERLEZT 71V %,
Access Server 1 Y A b —JL + 7 F VX ANZ script WD ZRTD T A VERIZMHEFLET, ZTDT7AILED
ROMOBRNGEITIE, 7ANVXEEHLET, ZOAZY T NI TS/RDS 2y vavh AX—+7 v 7
TANVEEMIBL 725, Lty > a v ORBRIZETINET,

E#aions14> - 2297~ (__login)

[ loginl &[FEKk. T loginl ¥y ¥ a VOBBIHZIETSNETH, 25561 TD/RDS 28 AX— T v
T T ANR RIS BHICFEITINE T,

vy avERRORY ) T (_connect)

WY R PEE T2 MU T connect WO ZEID 7 71 )V E/ERK L, Access Server T Y A b—)b - 74K
D script W ZRTD T A MV RZIRELET, ZDT7ALVEDRRDINSRWGEEIZIE, 7 AV K &2 ERL
F9, ZOAZY T MNIBGFD TS/RDS v ¥ a VAOERRICETINET,

vy a D22 ) 7k (_disconnect)

WY R T2 LT disconnect & \WHEZHTD 7 7 1 W EFEK L. Access Server 1 Y A h—)b - 7 %)L
ZAND script EWIELHID T ANVKITEFELET, ZOT ANVEDBEODSBRWEEITIE. 7+ VX 2/ER
UEYT, ZOXZ7Y T ME, TS/RDS £y ¥ avh stz ErIngd,

HLWI7MILEEKTSZ VB RV TROH T

Set objFileToWrite = CreateObject("Scripting.FileSystemObject").OpenTextFile("newfile.txt",2 true)
objFileToWrite. WriteLine("hello world")
objFileToWrite.Close
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I 413 SAEY20BE

B i () #iR

# Access Server DA VA M —=JLIZIE, [A—DTF N AZA VA =ILTEITARVA - F=N"BRETHLTW
¥F9., T7ANITIE, T4 VA - —N21F 30 HEOBEHAM»EENTWET, ZOHMEF, 1%
VA B = NE K 50 OB — SRR U 9, FHEMIEIE, Ericom HEHLICEK UIEET S Z
EAHRETT,

 5r&vzx-E—¢

N—=a v 85 UMET FHIIH 71 £V ATIEAL) EHO I vV A2 FAT 2546
. AV 2 - - RIZBLTIRBHY R— by X —FTBHVWAEDELZI W,

Ericom ® 71 & > & - % —"DH — ¥ 2% Ericom AccessNow & Blaze D714 v A2 EH L 3, Ericom
Blaze 7 51 7 > b%® AccessNow Z{HifH L 723 RTOEEHZ Ericom DI 1V ADRKBETT, 1 DDA
VR = NTHEHBD Access Server DT 1V AZREHT LI ENARETT, TV AIZIF2DODE—
K2H D 9,

BRI —Y: @A—D71 R - Y—NE[HHAT ST RXTD Access Server NEARFHIZHER L TWET 7T«
T a—YEIZ& Y, Ericom DA VAR NENET, TDTAELVA - E— RTEUTOEALE
BINET:

o [fAl—a2—¥N12025A4 7k - FNAATHL Ericom Dy ¥ a Bz, 51y ADRE
BHHENETA, 2R 1 2DOFNNA ATy Y a v BIZlb O e, 148V AN 1 D)
XN ET,

o Al—Z—HFWREHMDTNA ADSEHD Blaze ¥y ¥ a VEEIRIZERTAESG. T30 A0 EE
UMDy ADMEHINET,

o BHDA—YNEUTNA A%MHT 254 (Hl: Mac D7 7 A b - a—% - 24 v FORH)., 772
T4 7% Blaze ¥y ¥ a v EMHT LAV LHEHUHD T2y ANBETT,

BEI—Y: A—I18 A —NEZHAHTIE20TNH1D Access Server I[ZHEH L= Z L DH 5 B4 DR
BIZ& D, Ericom DAL VARAID VN INET, ZOTF1EV A - E—RNTRHUROERZRINET:

o T4 YA, A—YHHIENHA L EROATNICE Y S Ed,

o I— YA 14 HIT—ED Blaze 7 51 7~ bOETIZMAI NG o 56, 51y AZEHEN
IZVY) —2&NFT, TOLARIZE DY ToENEZTA v A, 14 HEOME A ET SR1I2) ) —
2TBILIFTEER A,

e Access Server # RDP R A MZIA VYA M= VT E2HENHD T, (PtTSAgent H Z D k%
&9 57-8) Access Server W7 —h U 24 L LTHHAINTWEEE, HRI—-—HFDI 1 ZADHA
DRI REL 20 7,
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l 4.1.4 Ericom Blaze Client for Windows

Ericom Blaze 27 54 7 > bid, Ericom Access Server % E47H T Blaze DExI{t X 172 Access Server (2
BERLET,

Ericom Access Server 3.x |k, Blaze D/N\—Y 3 Y 2.x UEID/N—Y 3 VICIE TR ER
EAHY EEA,

— HEiD/NR— 3D Blaze ZFAL TWRHE, N—Yavh—HT 2L, IXTD,
e —Blaze 7547 &

Y= aAVKR—V b ETYTITL—RLTLEEL,

l Ericom Blaze 2 51 7 > b OEAf:

Ericom Blaze 7 7147 v M, 2—HFDTFTNA AL VA M=V INET,
o Y R—FEINTWBETIY T H—LD—EIZDOWTIE, ¥272ar 1D MPE] 28RSV,
e N—RF 1 A7 ED 30 MB DEEARE

e MMX HJs® CPU

l Ericom Blaze 25147 b& A4 VA h—1T5
e Blaze 1 VA =12k b, DHIOA VAN —LBEEZINZGEENH D £T,
e Ericom Blaze Client.msi Z%£17L £9°,

e License Agreement ZfiA L. MEL X9, Next 27V v I UET,

(1 Do Mat Agree ® | Agree

e Next 27 Vw27 U, Blaze 2747 Y b 2{HHTE72DIT xdp 7 7 A VEEEMITES, Y ZXT 4
IZ .blaze LR TAHBMNEMEINE T, BHEMTONTVWE T 7 LVEX TN - 20 v I 5L,
T7ANVOHREEMFEHALUT Blaze 7 7147 > bDEEH L T,

O ——

Selectthe file types vou want to be associated with Blaze

LIRDP Femote Deskiop Cannection
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.rdp 7 74V EHEALT Blaze 2> 3% RDP U/ 54 7 b (MSTSC.exe) ICEHENEHRT

3ICik. EFRAIC

Blaze 7547V NaffALT .rpd 771 V2 RETIHELNHY £T., Blaze 7747

(;) vhEFEALT
RETZEC .rdp 7 7ML %iBEL7/<HA. Blaze V54 7Y h1—H -4 V9—Tx—2
) LHBEEET,
Tips: Blaze 754 7Y haERALT .xdp 77 1L ERET B ETRTOBRENRER S, 5%
BB IC

BEERITZLDICAVET,

o VA M=)V #3FINL. Ericom Blaze #f|[HTE 51 —¥2EEL£7,

Toingtall in thiz folder, click "Hest". To install to a different folder, enter it below or click "Browse",

Enlder:
C:APrograr Files [#88NEricom SoftwarehEricomn Blaze Clienth, Browse. .

Digk. Cogt...

Install Ericom Blaze Client 3.1.0for yourself, or for anyone who uses this computer:

(@) Everyone

) Just me

e Next 227 Vv 27 LTAVYAM—IVEZRIAL, BT TH502RbET (EFXFaV T« 7FREZITAND
£S5 ERENBHEND D £T),

e KTODTR YT INMRREINZS Close 227V w2358, Blaze 7747V MWMEHATE S L5124
DFEI,

B Ericom Blaze Client for Windows % {84 %
AVAN=UPRETTEE, AZ—bF - A=a—F2ETAIZ Ny I 7435 Ericom Blaze 7 7517 v
M REETEET,

fa@ Ericom Blaze Client  » b Connect ko Ericom's demo server using MS RDP client

rﬁ Ericam Software

Ericom Blaze Server ¥ E Connect to Ericom's demo server using the Ericom Blaze client;

',1 Ericam Blaze client

EEl Getting Started Guide

Dblaze LR T2 RO 7 71 V2 X TN - 21) w2352 ThH, Ericom Blaze 7 71 7 > b % &) A G

TY, ZOHETIK, BE7 7 AV TREINZZREEZMAL Blaze 774 7Y MR T IIHERLET, #

BOI—Y - A VR =Tz —AFRRINEEA, .blaze 7 7 1)Vid, [blaxe.exe] EFTARET 7 1 VDR T

A—RELUTHHEHTEET,
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[General (£/%)] ¥ 7 DHE

Ericom® Blaze

Remote Desktop Connection

General | Display I Local Resources I Frograms | Experience I Advanced

Logon settings
Enter the name ofthe remote computer.

ﬂg\ Computer: 19216281100 x

User name: administrator

FPassword: L1122 1122 1121 133

D Almays ask for credentials
Ericom Blaze
E ROF Compression and Acceleration

@ Azceleration S Guality | Very Fast £ Good Quality (Recommendad) x:

Connection settings

i 7 Save the current connection settings to an RDF file or open a sswed connection.

[ Save ] [ Save s ] [ Open.. ]

Computer(3 > ¥ 2 — X&) Ericom Access Server %47 L TW5H KA b £ I3MEEOFHE RDP FA DT
FUVAZADUET (FAMEEFIP TRLVR), T7A4VFTIE. F—FESVHESNLTORWESIR
A— b 3399 #¥ Blaze D7 7 £ ARNR LR LEERUMHEH I N, A— 1 3389 ANl D RDP LI X7,

MOR—bHSZHEET2ITIE, <A-I&ES>] 27 FVAOKRREIZEMLUEY, A—1F 23 2fEHT 5

#l: rdpdemo.ericom.com:23

User name(1—%4) / Password(/XX7—R) (X 7> a VIHH) - sik R A MIu T A VT 572008
BiE#ME AN LET, KA bOOTA Y - XA 70T EES S0, Wiz ANLET,

RDP Compression and Acceleration(RDP Effg& 77 €5 L —>ay) - EHie 7272V —>ay
NI BITIE ZORY 7 A%A7IZLET., MR LA, RDP M EhEd,

—]

axX A&

Ericom Blaze Acceleration(7 73 L—>3Y) / Quality(BEE)
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Ericom Blaze

@ RDP Compression and Acceleration

Acceleration [ Quality | very Fast [ Good Quality (Recommended) b
Fastest | Fair Quality

Wery Fast | Good Quality (Recommended)

Fast [ High Quality

Good | Mery High Quality

Sz stiatadics Moderate ‘ Hiihest ﬁualiti
P W

e ORL R — 1AL A[EH

« Moderate({f:) / Highest(BEEIH) - 12 F56% % L (b RO ILIER) 1€ EREZ (81
YR T IRBBEBRGAITELTWET,

e Good(H1E:E) / Very High(SEE) - HfMEDO T A2 H/NRIZIIZ 9,
e Fast(#:&®) / High(h@EH) - #F@EMET U, MHE#E] Lo Fmdblxd,

e Very Fast(Z%) / Good(HEEH)- NT YV ADHRNZHEL R T A —< v AZEBHL, 1FLAED
= AZHRE T,

o Fastest(&mi®) / Fair(BEH) - MERMETLUE T, N7+ -V A& ELET, HHRIEHSR
SNTWAEEIZH L, FZT 774 v 0223577V r—Ya v AT 258 CHMTT,

BEiLaR E:

o Save({R7F) - HARALZILD 7 7 A VIZBEHEOHREL R LET, &EE T 7 A UDSHMAAAT
WARWE A, [Save As) (Fil%22M) LHUEEE LT,

e Save As (BRI IFTHRE) - - HL W [blazel 77 A IVIIHEZMRFEL £T, lrdpl #LERT D
77 ANNDRFEHEET T,

e Open--(F<)- - BEFD lblaze] 77 A AP OREZGAAAZT, rdp] ILRFDT 74NV 5
BEE AR Z L HAHETT,

DAHTOBREIZT 72 AT 5
o MEDTRTOER ALY ¥ ayD&REIX, HAIHDZOIZHBWIZEEINE T,

o DARTDEE 2 MHT 5121%, Computer ZOLA[D Kay X VRHITA a2 20y 27 LET,
vy Yavid, HAEICERS N, REFEHLZ2Yy ¥ a VR ERIZERINE T, FRbl:

Logon setkings

Enter the name of the remote computer,

ﬂ@ Computer; vy _vdi_deskiop l W I

192,165,3535,110
Username: 1102 1£8,35.115
192,168.35.84
Password: |97, 168,35.98

_ | rdpdema. ericam, cann
Saved credentic  dn dere, ericorn, com: 23

Ericom Blaze v ¥ a VEBIET 520D TRTNT A —X%2#HEH. Connect REX V%227V v LET,
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Display (&)1 ¥ 7DH%E

General Display | Local Resources Programs Experience Advanced

Display configuration

Choose the size of your remote desktop,
Drag the slider all the way to the right to use the full screen,

small D Large
1 1

Full Screen
Choose monitors to use for the remote session.

Use my current monitor = |:| Smart resize

Display the connection bar when I use the full screen:
Yes A

Colors

E Choose the color depth of the remote session.

| Highest Quality (32 bit) v

FRKE - Ericom Blaze v ¥ a VOMEGY 1 A 2EELET, 7VAZV =V kv yaryTld, A—54
VOHEHEEPEHRHINET,

Choose monitors to use for the remote session() E—h - Ly a VICERTZE=F 2 RBIRL T
(FEEWw)

e [Use my current monitor(BEDHBDE=X 2 HHT2)] - BEEDE=X (Blaze X1 7 0 7 HER
INBHLD) DA% Blaze ¥y ¥ a v THE £T,

e [Use all my monitors(HZDITRTDE=ZRZMHHTS)] - TRXTDE=X% Blaze v 3 Y TH
EgESC

Windows 7. 8. Windows Server 2008 R2 Z 7z1¥ Windows Server 2012 (Z#:#%t 3 %5454, RDP Multimon
BEREFHINE T, ZOBREICE D, O—H) - EoRICTEHIIY Yy FTAHEBME=ZNYE—F - &Y
Ya VNITEREI N E T,

ZTNURTDN—=Y 3 D Windows IZHERETIHE. SVFE=RX - ARV IEENMEHEINE T, Z
DIREIZE D, TRTOE—AN - EZ X2 AN—FHH—DYE—b - EZXPERINET, Zhid
MSTSC.exel @ [/span] 757 LRETT, FHINTVWIE=XBUZHERRL, TAT by TOEKE
BRIEZ1X 4096x2048 720 £3, ZDE—RTIE, TEZXNIZEYNIZFEREI NS LS. Ericom Blaze 1240
HEIIZY « VRO DY A XL KEIDVNFRINET, #lZEX, 77V T75—vay - v v Fuzmk{bL7
BE. 7947 - B RDAPAIN—EINET,
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e [Span all my monitors(§ R TDE=X Z#EA S 5)] - Blaze £y ¥ a VIZL D ITARTOEZXDH
»HET,

TNFEZXR - ANV ITHERRIZED, T RTOU—H)L - E=ZREHAN—FTBZHE—DVE—F - EZXDE
BENET, ZOBREIITRTOARL—FT 1 V7 - VAT AMIFICEEINTVEXT,

e [Use Monitor X(E=& X #ffif)] - [XJ] &L T#AINZE=L% Blaze v > a v TH»NF
T (X RE=ZOEMEHAN F 2L L £T),
2Y— k- UHA R
A=k UYL ZERIZE D, D Y RY - A ZAPEFI N S22, BENICEY ¥ 3 Y ORERRD
2z HFICHBINE T, JCOMBILAMREINE S, A7 - N-BFERRINIEA,

Display the connection bar when I use the full screen(Z /)L 27 ) —> OERABICERNA—Z2KR
¥5)

Blaze D7 NVAZ ) —> « E—RIZIFUTFTD 3 DDE—RK2BH D T

o Yes(iE\)) - S — AR TR ARAET, HBIFERRE— FCMBAINET (F740 0 T (¥
VED] T— KADEEATETT,

o MYes(i2\) (Pinned(¥ > f5))| - i A —DRH TR ARET, MiET— KCMBEnE T, [HiE
EMRRL. HEIERRE— FAZET 5 2 LA ARETT,

o [No(\WW2R)| - #HlN\—E3FHATEEEA, ZORERX. FARIEHRRY VI 4T v MEREEITHK
YbEd,

Colors(#15—) - Ericom Blaze DEEZEE L E£T, KA L - 77y M7+ —LIZ K DRI N 2 e
BOMEREEMFHATAICE, ZIA3R2 Y b - T =T NUATFTRCEDLST, 32 ¥y b - HT—%EEL
£F (% £, Windows 2003 Tl 24 bit AEEAI ),

Display the connection bar - 7)VA2 1) —> - £—= R T RDP 7« >~ NUDEHIZERRE NS Ericom
Blaze RDP N—% I ERRIZTBHIZIE, TORY 7 A% ATIZLET,

Ls-vrndesktop2 3 - Eticorn Blaze - High Quality

Local Resources (A—#JLY) YV —2R)] ¥ TDFHRE

RemoteAudio(V €— b4 —7 « %) - Ericom Blaze ¥ v ¥ a v OA—7T 1+ AREEEEL £7,

S HEHEORONAERPELA TV OERTIE, A—T 1 TRENMET T 2H5E’HYET,
EE:

Keyboard(F—1— K) - Windows ¥ —DflAGHOEDHREEHEL £7,

Local devices and resources(A—HI)I D7 /N4 &Y Y —2R) [Clipboard/7 ') v THR—K] - TF2A
MNeARA=TYDZ Yy THR=-FN - VXA VLI bEAMILET, 770D — & R—AMIH K- &
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NTVWEHA,

Local devices and resources(A—AJ)I D7 /31 X&)V —2R) [Printers(native drivers)/ 7)) » %
(RAT47 RZ4\)] - % RDP HIRIY X4 Lo baashicLUEd, &% RDP HIRIY X1 L2 h%2A
T BITE, RAETZIATYMITIYR - RIANEA VA= VT 20ERHD £,

Local devices and resources(A—AILDF /84 X &)Y —2) [Printers(native drivers)/ 7" > %
CRA RZA4N)] - vDa=N =)L - TV REGHILET, ZT=N—H)L - TV XOFHM
Z2OWTI, RO 7Y a v 22T,

VE—F - KRANED B—A)V - TAHAIDIYEY T 25ET 5121, More devices'(Z DD 7 /31
) %7V I ULET, YA RFaAVE R A=A 2—=FD FAZ by T REDRRIR T A VEETY
¥y U, vy vavD7 274 THIZT 74V DRIA ROy B 72 HMET 52 L RHRETT,

Local disks

My Documents
Desktop
4 Drives
[C:] Local Disk

I I M ATS

3rd party addins (% — R - X=F 4 DT RS >V) - ¥ —F - X—F ¢ RDP 7 R4 VA2 AL ET (#:
WHREIANERIOY XA L2 M), =K R=F 4 - TRA DY b - LV, Blaze 7547
YhOE Y b LRV E T ERBRERDHD ET, HFIRIE x64 R—ZADH—K - X—=F 1 - TVKE—F V]
PAVARN=LEINTWBYEE, x64 Blaze 7747V F2 e bIffiHTAIHENHDET, ¥y b LR
NWERIETHILIITEEEA, BELTVWAEE, ¥Y—F - A—=F 14DV KR—2V MIT K1 rO—HKIiT
RRINFEHA,

3rd party addins

4 3rd party addins
Met2Printer RDP Client32

EIL MM VDR RS A /NEIR!

Ericom Blaze T, LA N Z A4 NEIRIBEL Y R —bEThTwET, LM YOPNATY v &I
PostScript #X—ZIZLTHED, VE—NCTELFINLARY a 720—A) - TV RIZVXA LI MUE
T, WHTY v RXOMHZEMIZT 5121, [Printers(universal drivers) / 7'V v & (WA NI 142N 7
YarveA U IZUEY,

Local devices and resources
Choose the devices and resources that you want to use in your remote session,

- Clipboard More devices. ..
—
[ Printers (native drivers)

Printers (universal driver)

[] use HP Universal 5 Printer Driver 3rd party addins...

Blaze RDP v > av Tk, VE—F TRAZ by TETCREINMDT) v R2 AT, VXLV T b
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LTV U RPRRINET, VXAV I LTI vRIE IRVOaAVEa—X4C T|PS]] &5 XF

MEMENET,

= Printers and

Faxes [_:_]LI:I_]ﬁ

File Edit  Wiew

\J Back. \_/l Lﬁ ’;—\] Search l.;_ Folders v

Favorites  Tools  Help :i'"

Address |':é Prinkers and Faxes > d &0
| FBrather MFC-600 USE on us-con
Printer Tasks i

add a prinker

Zn Setup faxing [v]

€3 [=]i: Hp LaserJet 4000 Serjes PS oninkrans

[PS] (from us-supportd)

<23 PHASER on TNTRANE

3=
AR

FRIY 3 7iCi&, A HP PostScript RS A NDMERINZ D, —EDTY v ¥5FHOH
BIIEATERL

BarhyEd (Bl BEERD. TYUIRBEOMEEYR—NTBICE. Y—R - R—F«
ORIV Y 2—>ay

F7(FHEHE RDP HIRI (RDP KRR M TV U H - RSANEFEHAL) OFERERETLTES
Ly,

VXAV MUET) Y RE[MHUTHRIY 212, 77V 7 —>a > Rl X4 707 BRRE BT,
HID T v 2 &#IRUE T,

5 Print

2JE3

General | Dptigngi

Select Printer

|2] add Printer

<23 PHASER on

-ﬁﬁmther MFC-6800 USE on us-confpe [PS] (From us-supporto);

o

22 HP LaserJet 4000 Series PS on inkranet

i | m

Windows 8. 10,

2012R2. & & T 2016 RDP F R h TODRA K S 1/ EIRI

Windows 8, 10, 2012, 2012R2, & &£ 2016 T® Blaze L=/ N—H )VHIillZ ¥R — N $ 5722k, HP

Universal PS K<
Lexmark 2332 X

4N RRBETT, LexmarkAs 3 L0 HPAG DA RS 4 7Y K—hINTHH,
NTWET, FVE—%v b ET, iHHFOARV—F 4 V7 - VAFLIZRSA N %X

Uu—RLULTLEIWY,

WHRIANEA VA b=V, Blaze 77147V b EEHLET, 0—ANVV Y —ZAXATHRITRY 7 AT

BEIL. 7)) v&

(WARNZAN)] 2Fzv 2oL, BRIORIA NEZREIRLET, ZDO7 4 — I NiE, Jlo

WH R I A NE B 25 EICIIRET 2 22PN TE LT (PostSeript K74 AR I NTWET),
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| Local devices and resources
Choose the devices and resources that you want (o use in your remote session.,
4[] Printers (native drivers) B cipboard
] Printers {universal driver)

HF Universal Printing PS b
HP Universal Pririing PS More devices...
| Lesanark Uinnverzal v2 PS3

] Set the default remate printer rd party addns. ..

RIZ2—=Hha 1 v UBIZ Ericom 7 Y APFRINET (kv v a vy 7)) v EPEHLEINTHS
Bi5)e ZORMTTI YR - RIANERDP SA L - VAT L RICFET B2, =K - X—=F 1 J{LH
TVVR DTRTOA VARV AH Windows D 7YV VX A=a—oHIRI NS AREEDH D £7,

HEDEMEE T 3 —< v 2D =HIZ, Lexmark WA RS A NZ2HHT 22 &0
HETY, Lexmark FJ A NAFREMD IZHRELRWESIX, HP FI 14 N2 L TS
EE: -2

FoAIbNOO—AII - TV IDHREYETAL U K

RDP 7V v X - VXAV MZiE, VEAVL I NINETRTOTY UV RERATLIHREVPBETT, V
E—bh-kyYaryTTFI7ANbDE=H) - TV ROAPBELRYE, [Redirect only the default local
printer(T 7 ANV hDOBE =) - TV RZDHEV XA LI M) ZEIRUET (IOTRTOTY Y 2FV X
AV hEINBLEDET),

Redirect only the defaulk local printer

FIAINIDYE—F - TYVIERE

ZOBENLTVDGE, TIANIOA—H) - TV RIZTIALVIDVE—F - TV RERY, VE—
FOTFT7 AN NEREETARTEEELET, ZOFREVRAT7OHE, TRTOTFTI7ANV IOV E—F - YV
RIETF7ANVIDEFELRY, FTTIALIDOA—=HL - TYVURIZTY VRO SHHATRERND )
Relph T,

| Set the defaulk remoke prinker
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[Programs(7R V3 L)] 9TDHRE (Y—LLR-TTVsr— av)

| General | Display I Local Resources | Frograms | Experience I Advanced |

Start a program

E Start the following program on connection:

-.\? Program path and file name:

Start in the following folder:

Seamless Technology

Prefer Microsoft Remote App -

Ericom Blaze Y — AV A 77V r—vavid, a—h) - 770 r—rvave LCa—¥YOTFAZ vy 7k
WKRRENBVE—D - TV r—>a>rTd, VE—F - FRAZ by TRFERINEFA, ZHUTED,
A—FOu—HN-T7TTVTr—=2aveURTYVE— - TV =2 a vaRRTHILHTEEYT, ¥—
LVA-TTVr—=vavid, Blaze 2547 baRLET 227 Vv—varvFAD /T8I V—Ya v
LOE—RTHYR—bEINTWET, TV T5—yarBEHFHINDERAD - A5 L EIZ Access Server
MRBETT,

B iz 70 7S5 L ERETS 24l Y—ALVA - TV r—va v UTEEITS Tus 5 A
DNAELFETE 74 NVEREBELET, 7705 —YarvDR2F, VE—N YATLAEDNRZAZ ASHL
TLEIWV, B=AN (=) VAT LALEDT TV r—2a vy - R2AEASLIRNTLZIW,

2008 R2 %7213 2012 RDS ¥ —NTld, ¥—AV A -7 Vv R E{HHAT 572012, RemoteApps HhE# A
BNZTAMBENRDHD T, 772U, Access Server &YV b1 2D PtTSAgent 2> H—F > b EMHHLTY
JIZARNINET TV r—YavieiR#hd b2, 77V 77— 2% RemoteApp DV A MZFETEM
THEMBEIEHD EFHA

2008(R2 BA) BT DA RV —F 4 v+ Y ZAF ATl Ericom ¥ —AVARFYKR—-—bInTcwnEtA,
NOEDARLV—F 4 7 - Y AF AIZIE, Microsoft ¥ — AV AZRMBALTL I W,

Blaze ¥ — ALV A - 77U 7 — 3% Microsoft RemoteApps DR & LT

fEFTE X9, Blaze &7 7 1 V&AL T, Access Server & FEfTH DY

E—b - FKAIDS V—LVA - TV T—vavERHTEET, 2-¥0

TAZ Ny 7 B Blaze 71 2V &FET 5 Z & T, Blaze BERIR7 7V r—
Q Yavila—YRHBIIT VR ATERY,

T4y y I

z Iz

Tips:

Nokepad Excel 2007

Ericom Blaze Tl. 2 i D Y —ALV A -V UvRYR—bENTWET, Ericom x>y &
Microsoft DTy Y VT, BEDT IV Fr—>a ViEEADI VYV TORRPBEBNTHWBIEELNH 57
O, BIRUZZ VY UNMEZF SR L TWAGS. REREZ2HEHLET,

38



ERI0384B

Seamless Technology:

Prefer Microsoft Remaotespp -

Prefer Microsoft Remotespp
Always use Ericaom Seamless

A ARV —=F 1 V7 - VAT LDHKINC & Y Microsoft RemoteApp BEREDNH T & 72
W54, Ericom Blaze (Z1% Ericom Seamless 23MEHX N E T,

. =
EE:

TExperience(TJ7 ATV R)| ¥ TDHRE

| Genearal I Dizplay I Local Resources I Frograms | Expetiance Advanced

Ferformance

. Choose your connection spead to optimize performance

[LAN {1 0 Mbps or higher) =

Allow the followine:

Desktop backeround

[¥] Font smoothing

[7] Deskiop composition

Show windows content while dragging
@ benu and window animation

[7] wisual styles

Reconnect ifthe connection is dropped

BN T =V ADEREEEZERTS Fay XYy - Ry 2220y 2L, a—¥FDrvy hT—72
HWEICRERERTCEZENLET, By a o, RF v 7Ry 7 A% A 712352 & NS
IZTEET,

Show window content while dragging( K 7 v JIIZ7 + ¥ R T DNEZFRR) % iER
T2%46. RDP FANTHEIORELZBMCTI2HENHD 5, ZORED iR

&5 FARV—F 4V YAF ALY R B0, BEOFIEE RO 5121, ["Show
xR window conent"(R J v JHHZ Y + Y RUYDHNEEER)] 21V X—3v MREL T
K EE W,

e Reconnect if the connection is dropped (#EfE A3l X N2 GEICHEKT 2) - 2 v b7 =27 DEIE
IZ& D Blaze v ¥ a vaidiir IG5 0 HEIW R HEESZ2EMIU £T,
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[Advanced (i) 9 7 D%E

Ericom Secure Gateway

I —H DT Ericom Secure Gateway %3 24, Connect using Ericom Secure Gateway (Ericom
Secure Gateway Zffifl L CTHfi) Fzv 7Ry 7 A% 4 IZLUET, Ericom Secure Gateway ¥ —/"D 7
FLUAZANULUETS, F—Pr2HRNICHEELRVWES, 774V M0 443 BEHINET, HAXL -
R—FZ2BETITE UATORABDL ST ] 2 AL, 7T RVADBRIZA— MEZ AT LET, Ericom
Secure Gateway D1 > A b — )L L &EIZDWTIE, [Ericom Secure Gateway EHEHA~ =27 )] 234
{7EE W,

Secure Gateway [ZHZ 1 v §2I0E2—Y - THAV Y IDPRBETT, 20— - THU Y MNE, FEHTA
1955, Blaze 7717 Y MIFEIN TV I ERERISET 2B TEET,

General Display Local Resources Programs Expetience Advanced

Conneck using Ericomn Secure Gateway
@ Enter host-name:port] or IP-address[:port].

Secure Gakeway: secure.ericum.cum:4343| W

Iser name: Matk specified Edit...

[] Use Eticom Secure Gateway credentials for the remote computer

T—Kro x4 &LTD Access Server DFEA

Access Server &, RDP FA MADY — b T zo - JuFT e LCEETAZeNTEEY, Zhidk, RDP
FANEIZY =R - R=F 4 DIV KR=—F V2 VA= VTERWVRKTELS T,

Zonneck using standalone AccessServer

@ Enker hast-namel:port] or IP-address[:port]

AccessServer | access-gateway.test.lu:u:al| |

Access Server 7 — MV = A ZHENZTHEE, (T Fa—H - DY Uh 5 TIEAR < )Access Server 7 5 ik
AR IV Ea—&X - TRUVADMEEANLET ZO7 FL R, ping I¥Y R telnet I¥Y RENLT
Access Server Y AT LMST VR AR TH DI L HBBETT,

Logon settings
Enter the name of the remote compuker,

u@ Compuker: 10.20.4, 123|

Llcor marna:

Access Server % 7 — MUz A L UL THAT 2546, Bl A—PFIZL>oTOB-EERELD ET, Access
Server 2 E 7T BV AT LIZTRBRYY —ANRFD B TOHNTVWDE I LE2HERL, ME/ADZDHD 2 5HD
Y= NOEMEMREF L TLZI W,
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Q TF—rJxA - E—RTONT =<V ADETZER/NRIZINZ 5728, Access Server
& RDP "R DL A F U aER/NRICHES £,
Tips:

O—Al - A=Y ILDF T a3y

= A=V IVEEMITBIZIE, TFAS - 51 XZ2FEHALT lblazel] 77 1V EREL, 7741
NVDORBIZETOWT 28U 3

1. "null cursor:s:cross"

+FA=VNVPERRINET

2. "null cursor:s:arrow"

O— A VOREHREER— Y VIR REINET

3. "null cursor:s:png"

blaze.exe] T4 L2 MUVKN® [null _cursor.png) 7 7 A VAFEAINET ZOmifit, 32x32 €7 T
HH. mMK32EY M- AT—T, TLT7 7 (0= EW. 255 = BRIZAENH) 2ELHLDOTHLIHBENDH D
9,

4. "null cursor:s:bmp"
Mull _cursor.bmp) & null _cursor map.bmp] &\W5 220y h~v 7 - Iy A VEMFHLET -V
LDy hxy 7 (B) &<A27 (M) DLy MIUTO LS IZHEEGIhET:

B=1 72D M=1 Tl&, B3I hxd

B=0 »2 M=1 Tl AM»EEINET

B=0 7D M=0 Tl&., B MEEINET

B=1 722 M=0 Tl¥., Windows Tl¥ XOR {#H X /- RV EI N, OTRTOT Iy T+ —LT
EERNPEHREINTVER A,

ZDFEE%R blaze 7 7 A MICFETHRE LB, FrLLERTE EHESHEEFELRVT
_ KEEWV, FILVWREDREREIZ L ZOREN EEE I N, FHTHEEMNTSZ
EE: ERBEITRD T,
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Ericom Blaze for Windows ® GUI HAER R
Ericom Blaze lZ1 VA M= BIZaA—Y - A VR —T 2 —RA2HAREIIBEHT LI A TEET, HAZE
VR—=T7 2 —AIZT 521 Windows D> a— by bOTONT 1 TEFEREDNNTA—REBINUET,

1. i TTFAZ vy FICHARE A VXA —T7 2 —ADBlaze Y a— b v FE2EHRLET, TA72
by T ETCHEIZVY 7L, RRENBZAVTFFAMAZ a—DPOHBIER - a—bhy b Z2ER
=

2. Ya— Ay POERAA TR IBRERINET, ZRAX V%22 ) v 27 LT Blaze.exe & ##H
L. Ya—bAy FEERLET, 1 VAR —VEDT 74V I THONRATT, (32 Y MK
® Blaze 7 71 7 v b D4 1% Program Files 23" Program Files (x86)"1272 0 £97)

"C:Program FilesEricom SoftwareEricom Blaze ClientBlaze.exe"
3. ey a— by hTraryoyanT s 2K RLUET,

4. 7anXF 4D [Ya—bhv ] RTD TY U5 122 TRELAENAANBRINTVWET,
FDONRADBAIZLTDNT A =X EZEBMUET,

/ui-language:Japanese
VY IHT7 4=V RIZBATOR®BIZRD £7,

"C:Program FilesEricom SoftwareEricom Blaze ClientBlaze.exe"

/ui-language:Japanese
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=% Ericom Blaze client®@70) {51

va—bhvh | B | wEayTe | 255 |

g Ericom Blaze client

HExE: P =g
5P Ericom Blaze Clent

FEE 74 )LH —(5)

Zra—dwt 2|

r.'-l1.3:¥-i:'f|:|gram Filec¥Ericom Software¥Ericom Elaze Gli

(K}

= [iBBOY1 Y v

mEMIN(e):

| FrULDIBPIERRNE) | | PIL0EEG. | | FEREERED). |
[ ok ][ #edl ][ #EHA

)

5. NI A—REBMUZYa— b Ay bEXTNI VY 7T E5LHARELI-Y - 1 VX —Tz—AT

o7z Blaze 7747 v hDEEIL X7,
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V% Ericom Blaze Bl

Ericom® Blaze

Remote Deskiop Connection

#® | &7 | 0-fwww-2 | F045L | 1hasuria | EE

o442 TF
UE-hRIzEa-hoEwEAL ILET.

i dxba-h: 1971681001 v
1-H4E: |
HAD =1

[ ®iamEHeERTE

Erticom Elaze

ROF Ef P27 -3
E Phiedle-van S BE | S PEEE R =

HmiERE

B* WEODEEROPI LG 5h. ST LB E4Y,

[ 155 | | & W ER TR | | R

[ (s
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|l 415 VMWAREAS VIEW 254 7vh-E— R

Ericom Blaze 7 71 7 >~ bid. VMware View 5.2 8X U 5.3 O 7o —h—%2 P K- L T0ZT,
Ericom Blaze (&, FRFED 7212 View 70— —%HH U728, HNOKMET A2 by FITEEE L £
¥, VMware View 7 2 & ZAfIZ Ericom Blaze RDP Acceleration 2 #H 3 2354, View 77147 bD
R YiZ Blaze 774 7Y b 2HHINET, Blaze 7747 > Mk View 72 7147V MIbEL2 SN,
View 7 747V b2 BEEMADLEDLH D XA,

END-USER
CONNECTS WITH

BLAZE CLIENT
-
*

ERICOM BLAZE

VIRTUAL DESKTOP
_ +BLAZE

VMWARE VIEW PROVIDES

VIRTUAL DESKTOP "
ASSIGNMENTS -

VDI SERVER HOSTING
VM'S RUNNING
BLAZE SERVER

Blaze 7 541 7 > b T VMware View €— K Z2A%ZT %121Z. VMware View mode RZ > #27V w2 L
ESC N

Switch to VMware View mode

Ericom Blaze - VMware View 1 VX —7 = —ANFRINE T,
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Ericom® Blaze

Remote Desktop Connection

whdware Wiew Connection Serwer
Enter host-name[:port] or IP—addre z=[:port] .

Connection server: 19216822123 -

S5L: se secure connection (S5L)
Auto connect: |:| Always connect to this serwer at startup

Connect using Ericom Secure Gatewsay
Enter host—-nama[:;port] or IP—addre ss[:port].

Secure Gateway secgate acme com -

Remote Deskiop mode [ Connect ] [ E=it

VMware View £t 70 —4—T SSL 2’ EL ENTWAEEIE, SSL 283 LET,

Computer DMz VMware View ¥ —XOT7 RV A% AN L., Exiz o)y I LT,

- OEKEREERT DROXA T O I BERINET,

Ericom® Blaze

Remote Desktop Connection

Enter your user name and password,

User name: wvisitor

Passward TIIIIIIIIIY

Domain JESE - |
Switch to Remote Desktop mude] [ Login ] [ Cancel ]

FILMTE T T B2, View 7TR—H—2 AL TCa—YRFHTRERT A2 by TO—EH, Blaze 75147~

MIRRINET,
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Ericom® Blaze
Remote Desktop Connection

ﬂ@ DemoWinixad
ﬁg\ DemoWin7x36
n@ DemoWinXPxod

ﬂ@ DemoWinXPxaa

m..| »

Remote Deskiop properties

’Full Screen

- ] [ Advanced ...

Ericom Blaze

Enable Enhanced ROP Compression and

E Acceleration

Acceleration [ Quality

['u'ery Fast / Good Quality (Recommended)

4

FZ D Blaze

BEEBR U, BIRUAZT A2 by Fi2BkT 572012 Connect KX %227V v 2 ULET,

—_— a3 ML,
EE:

Blaze 754 7~ hTl&, PCoIP B HR—hEINTWEHA, Ericom Blaze & Blaze 7

View 754 F7Y & PCoIP 7O MILASIEMIIL THBELE T,

B Secure Gateway Access

Ericom Secure Gateway % 3 %4 - Connect using Ericom Secure Gateway F = v 7Ky 7 X% 4
VIZUET, Ericom Secure Gateway ¥ —/"XD7 RV AZ AH L £9, F— M2HRNIZEE L RWEE.
FI7AINID 443 BMERAINET, K- b2EETLICE. UFNORABIOL S i) ZAHL, TRLA
DBIZR—MEZ AL LET, ERHOFITIE. Secure Gateway D7 K L AL secgate.acme.com TJ, K—

F DIFED LN, 443 BHBRIZFEHI N KT,

Connect to remote desktops using Ericom Secure Gateway
Enter host-name[:port] or IP-address[:port].

Secure Gateway: secgate.acme.com
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l 4.1.6 Ericom Blaze Client for Mac

| IR HoY:iifi-E s
e Mac OS X 10.8 BAB#
- N=RF 127 ED 30 MB D% & K&
— MMX #it® CPU

2= : Blaze Client for Mac Z/8\—Y 3> 3.1 T9, AccessServer 7.% I[CIZRIGEL TWEHA,

B Ericom Blaze Client for Mac @A ¥ & k—)L

Ericom Blaze Client for Mac Z2E32121Z. 1 VA M —5%2EBEL., 1 VA=) - 74 F— FDIERIZ
MoTLEE W,

B Ericom Blaze Client for Mac %3 3
Ericom Blaze 7 74 7> b % KRBT 2121%, blaze DFETAE T 7 ANV F72Ea— My M ERITLET,

Blaze 7514 7> b 2.5 LI TI, blaze H55EFD Blaze 7 51 7 > MZEEM TSN TWET, E£ED
blaze FET 7 ANERTIV -2 ) w558, TORET7ANEMHALT Blaze 7 7147 > hDS#EHE L
7,

FERBERE D HED S DWW T, Blaze Client for the Windows] D& ZRBLTL IV, DO+
23 a ik, Windows k& Mac IRD Blaze 75147 > hOBEFEDEWNE IN—LTWET,

PC ¥—R—RKZERAYT2

Windows N— 2D ¥ —R— R &2l 55546, Blaze 771 7 > b D Local Resources(2—7)L )Y —
) XTI BB L, Using a PC Keyboard ®#%E% 4 2 LT,
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Ericom® Blaze
Remote Desktop Connection

ﬂ General Display Programs Experience Gateway ]—

Remote audio

! i Configure remote audio settings.

(S

Apply Windows key combinations: Keyboard locale

Keyboard

| Only when using the full screer 4 | | _Use system locale

E Using a PC Keyboard

Example ALT+TAE

ZDXREDNA Y DGH. Mac 25 Windows ~NDF — - ¥y BV OB MR £3, T bhu—
)V & Windows ¥ —i&, x4 7« JLFERICEEL £, ZORKREVA TDHE, 77 4L bD Mac F—
R—K-TIalb—varvhPfildhzd., 3> bo—) (CTRL) ¥—Ik Windows ¥—& UCTEfEL,
Command(2 ¥ > F) ¥—IiX Windows ® 3> hu—)L (CTRL) ¥—& UTEEL £7,

RSA4T - xvEVY

RSA47 -2y rZOxr 7y ava2HETHITIE. O—HLY Y —Z2IZBEH L. More devices - XA 712
ZBELEST, R4 7 - v r 7 - Xa7asTik, UMTFD 32047y a vhiEtah £

Ericom® Blaze
Remote Desktop Connection

Local disks
E My Documents
E Desktop

g Media

( Cancel ) M
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o F—L T4 LI rVIZvy 7521k, My Documents Z3ER L £
e FAI MY T - T4 LI M) ERY ST HIZIE, Desktop ZFEIRL £

e [/media] TA V27 bV ESY TTHITE AT TEERLET, 20T« L2 MV, CD-ROM.
THYE— - TARAIRZip RTATRHREDVL—NTN - AT 4T EZT 74N - VAT LEIT Y
MBS dIfEHENET,

TYVvEIDYEAL Y b

Mac 7 747V MO TV & - ) &XA4 LT hTIE, PostSeript 7V Y XDAHRY K- bINTWET,
X 512, HP PS Universal K7 /%% Windows RDP A A MIA VA M—)LT 508D 0 £ (FEficD
WTIE, ZOX=aTVDEl b1 YOPA R T A NER O 7Y 3 v 22 [{EIV),

WAHREORA2O—I - w4 —IL

—HD Mac ®BTIE, A7 =)V - RA =P HEICEEL T, BUEDOAZO—)L - KA —LDHH%
EET B2k, v—Ha1) Y —R - T HNOD Reverse mouse wheel scrolling Z:#{R U £ 7,

M | |Reverse mouse wheel scrolling

Blaze 7247 MNDT774I)L - XZa—

Ericom Blaze Client for Mac Ti&. EHEREEZ FITT 57200 77 A - A=a—gftahEd, #lx
W, B LW 2 B < BREX. Windows BIE DR~ R X — DA GLE 2R ET 2HREN DD T, TR
V=Y F—FTI 74N A=a—Z7 7 A$ 212, HEALLBIZYY 2288 L £, Mac YV —
WA=, AT, 774 A= a—DBRPFRINET

® Ericom Blaze Client %
5 ew Connection

Recyde Bin Send CTRL+ALT+DEL
Send CTRL+Break
Send Windows key

n Send Alt+F4

Blaze ¥4 ML - N"—%IERRICT S

Blaze Client for Mac 7.6 BAFETIX. BABTOE®A W Blaze X1 bJL - N=2FlLX N, ARV —F V7 - ¥
ATFLDAAT AT - ZBA MV - N=IZEHINE U, ZA ML N—2[HTTIHEEIIFEHTE R
DFELM,

[TRTDOE=XZHHT D] E— K2 L T Blaze for Mac ###t3 5L, XA bV - X—THILRE
ERIHTERLRD T,
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] 4.1.7 Ericom Blaze Client for Linux

B Ericom Blaze Client for Linux 8.x (64 ¥ M) 24 YA b—1LT 3
A VAN IVOFHREMFEFATDEED TY ¢

e Ubuntu 16.04 / 18.04 LTS

o MMX %50 CPU

o LA DHAFBR -

— sudo apt-get install libqtbx11lextrasb

sudo apt-get install libqtdprintsupportb

sudo apt-get install libgtbserialporth

sudo apt-get install libgtbmultimedia5-plugins

Debian R—Z®D Linux T4 A MV a—YavyHD deb 1 VA=W HENhTVET, 1A=L
FT5I2E, AFoavwry R2EFLET:

dpkg —i ericom-blaze-client x64.deb

TTVr—=vaviEROT 4 L7 bVIZA YA M=) E¥NET: /opt/ericom/ericom-blaze-client/ 7 7V
F=vaviEREETAICE. ZOTFT LI MRS [ /blaze] 2#EITLET,

| Ericom Blaze Client for Linux 3.x (32w b)) 24 VA F—)LF 5
A VA= VORHRFMIATO LB D TY

o R DEHFD Linux 74 AV V¥a—>ay, HlziX, Red Hat. Fedora. Suse. Ubuntu 7 &,
Linux 7 —%J) 2.6 DL EXKRIETT,

e N"—RF 4 A7 LD 20 MB D% =74 &
o MMX xfjEd CPU

e Blaze ZfiHTARNILATD X11 91475 V&4 VA —1VTE506ENH D 3. Xcursor., Xrandr.

Xinerama

Blaze Client for Linux &/¥X—Y a3 > 3.2 T3, AccessServer 7.*% (23Xt L TWE
A,

RN
- =
AR

B Ericom Blaze Client for Linux 4 > A h—1L% 3%
Ericom Blaze Client for Linux (Z, BAF® 4 fEHOA VA M= 23H D £

e [rpm] - Red Hat, Fedora., Suse % ¥, IZ2AY® Linux 74 ANV Ea—a v
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e [deb] - Ubuntu ¥ HPAS ThinConnect 7 € ®. Debian X—Z® Linux 74 A b a—> a3 VA
o [FLAY® Linux BEEIZHIG L2574 - £ VA M—F - root D2 —FHREHAHETT,

e TRTDI 7 A IVEEL [Blazetar.gzl 7—H74 7 -Linux Y > 277472 "ADA VA N—)VIZH
LTWVWET,

lrpm] ZFHLUTA VA M=V T 512, ROAXV REANLET:

rpm —I Ericom-Blaze-Client.rpm
[deb)] %ZfHAL TA YA b—)9 5I2i, Ericom-Blaze-Client.deb 7 7 A V% X7V - 7V v 7 LT,
[deb] W=V avDA YA b—=VE, ROIAYY EPOHA VAPV TELT:

dpkg —i Ericom-Blaze-Client.deb

Linux Y2347 MZ Blaze @ [debl N —S %A VA MN=IVTBGFE. VYVIT

—_— ATV K- RYG—HD
S YIRITT - AVRAM—I - Y= LHERBICARBZEHBYET,

TIT7 4RV A VAT &MHTHITE, LFOFIEEZFETL I
1. [Ericom-Blaze-Client-For-Linux.zip| #f## LU £7
2. zip 7 71 VDS EHE 7z [Ericom-Blaze-Client-For-Linux.sh] #/&E LU £3
3. AVA M= - U = ROFERIZHENET

root T4 YA M—=2%5RTI 3G, T 74 NTROBAICA VA M—ILEnFEzT: /Ericom-Blaze-
Client

ZRLADIZE. A VAN —LETII—YOR—L - TALIMIICA VA= - T4 LI MYDMERSNE T, BIZAIE:
/home /user /Ericom-Blaze-Client

AVAM=I T4 L7 MVIZIE blaze E WO ZLBIOFETHRE T 7 1 AN EENTWE T, Ericom Blaze 7
ATV NERETHIZE, ZOT77AMNVEEITLES, 777400 - A VA M=FTiE, ETARET 7

ANNDY VD - T7ANEHLTET AL PYRITERT AT a vhiRtangd, 77401
%, /usr/bin T,
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Encem Blaze Client = X

Choose Link Folder
Where would you ke 1o create links?

20 I your home folder

aricut Falder & Other: !!I:Hsrll'_h.![l

) Dan't create links

HEDT IV KXDEZAAERPBETT, BRVBZWEE, TI— - Ave—UPRRINET,

l Ericom Blaze Client for Linux %{#fH 3 %

Ericom Blaze 7 71 7 >~ M %281 521X, blaze DFETARET 7 A1V E/1FV v 27 %2547 L 3, Windows
Ty T x— b EERRROERY « V= RRFRRINET, Iz DV T, [Blaze Client for Windows
(= 29)] DEEZS|LIZIV, FTHET 7 A VTIROT 1+ L2 MV IZH Y £9: /opt/Ericom-Blaze-
Client

FERBERED M FIEDOBIZ D WTIE, [Blaze Client for the Windows (RX—% 29)] ODFEEZZRL T ZS
W, IOt avik, Windows iRe Linux iRD Blaze 7 74 7~ b OREDENE I NN—LTWE T,

KSA4T - 3vEVY

RoA47 -y s - X477 Tld, AFD 32047V avhiigtangd:

Ericom® Blaze
Remete Deskiop Connection
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o F—L T4 LI rVIZvy 7521k, My Documents Z3ER L £
e FAI MY T - T4 LI M) ETY ST 5IZIE, Desktop ZENL £

e [/media] TA V27 bV ESY TTHITE AT TEERLET, 20T« L2 MV, CD-ROM.
TAYE— - FTAAIRZp RTIATREDYL=NTNV - AF 4T EIZT7AN - VAT LEIDT Y
FEBDITHHINET,

Windows v ¥ a iz Blaze Linux 7 74 7V bR IND &, IV a2 —XD—EIZRTA1 THRERI
nxd,

[E=] Pictures 4 Ofheridl
Wid
B videos Desktop on administrator-I Media on adrministratar-I My Docs on administrator-I
:E‘# Systern Folder r—:./ Systern Falder r—y Systern Folder
Ll Computer
Y

S Desktop on adminis
S Media on administr:
S Wy Docs on admini:

TYEIDYTAL T b
Linux 2547 Y MaFDOT) & - UXA L7 FTlE, PostScript 7V VY ZDARYR—FINTWET,
Windows RDP A A b EIZ, AFOTY V& - RIANEL VA=V TI2HERHY £T,

e 32y YAT A (x86) EiZiX, Windows PostScript JH® HP Universal Print K J A /N%& 1 > X
F—=ILL %Y,

e 64 By b - AT A (x64) LiTiE. Windows PostScript x64 F§® HP Universal Print K5 1 "% 1
YAR—VULET,

Il A2 A%z 3512k, a—AN )Y —2 - 27 %21 v 2 L., [Printers] & [Use HP Universal PS Printer
Driver] # A IZLU %7,

General Display Local Resources Programs Experience Advanced

Remote audio

d Configure remote audio settings.

Settings...
Keyboard
Apply Windows key combinations: Keyboard locale
Only when using the full screen * | | Use system locale -

Example ALT+TAB

Local devices and resources

want to use in your remote session.

X Frinters ¥| Clipboard

¥ Use HP Universal PS Printer Driver

Dodicoet aels bhe cefaald loes =l eoriod
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l 41.8 FEricom 274 YA +—ILT3

I Windows

avha—)b - XXV D 7 s S LoENNEHIR] %L T Ericom Blaze 7 71 7 > b & Access Server
ETUAVAR=LLET,

O ()~ « 7~TOax MO RS » TOTS L v [4][| 7oL
IrAILF) &|EE) TRYV) YIT) NLT(H)
Lebt=ll Jee e FOUSLOT oA YA N LERIZES
12 =L ENEEHIO JOGSKEFPA A R—ILIBICE. —BErs7OVSLEERLT [
DS LERT [EE]. FREEE] 20w oULFT.
B windows OgEOEMEER
[FEIME 8 > FoarAbM-L EE O£8
Fy hI—ORSTOISL o5 Z | se55m
AT e §5)Ericom Access Server Ericom Software
il Ericom AccessPad Client Ericom Software
\W§ Ericom Blaze Client Ericom Software
i3 Ericom Tools Ericom Software

HMOT 7V —>a v EERL, 7VA VA=)V £ HIB 22y 2L, TYA VA=) 7at
A%BBUET,

§ Mac
Blaze D7 7V 77— a3y - T4 L2 MNIBRST VA VA=V EFETLUET
¥ DEVICES blaze [T InstallScript.iap_xmi
f_—é Macintosh HD demo4.blaze |:| installvaria...properties
E iDisk Ericom_Bla.. Guide.pdf - Uninstall Ericom Blaze
Uninstall_Ericom Blaze
P SHARED
¥ PLACES
E Desktop

m administrator

/- Applications

§ Linux

VATLDT TV =Y ay - 3x3x—Y % (fl: Ubuntu £ Synaptic) %{#H L T, Ericom Blaze Client
for Linux ZHIFRL £7,
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I 419 Blazeéno—FR:-N5v%

KRBT TV r =2 a v T A2 by TE2FA NS BEETIE, EHED RDP A A b - = N\2RBEIC
BOET, BVARMELIL, KEERX—IF) - = NPFAL -V EHFIIHKT 572012, Ericom
PowerTermaD¢ WebConnect i 70— —Dfifl 2 s#id L £, 72720, ¥—F - S—=F1DX—3IF
o = NIZRGE L 7za— R - NF VY (fil: Microsoft Windows Server 2008 R2 Y E—h - 7AZ by 7 -
a2y ay - 7u—7—% 2X Load Balancer) 24252 £ TE X7,

AR E N7 RDP 7 7 — AT Blaze Z{#H T 35121%. BEHO®I 29— Access Server &1 > A b —
NUET, ZOEHEIZIE. x64 3 —NE x64 Access Server D{Fifz# 5 < BEIH L F3, Access Server D
FSEEE— b (Bl 3399) & RDP 3&(5K— b (Fl: 3389) 2BIAL %3,

Access Server D7 N U AIZEEHid % & 512 Ericom Blaze 7 747> b2 E&ELE 9, Access Server (2 &
D, B=R - NI UPANOBENEEINET, BHEENRT =V A%2HIET 5728, Access Server, T —
KNS v%, RDP FA MEEESE, LI T VY 2R/NRIZTAERERD O £,

| General i Display | Local Resources i Programs i_Experienu:e | Advanced |

|:| Connect using Ericom Secure Gateway
@ Enter host-namel:port] or IP-address[:port].

Secure Gakeway!
IJser name: Mok specified Edit...

IJse Ericom Secure Gateway credentials for the remote computker

Zonnect using standalone Access Server

E Enter host-namel:port] or IP-address[:port].

AcCcess Server |RDP_RDS_Farm:8EISEI|

ALFOMIZ, a— K - N5 3 & Ericom Blaze OE{EOHfAZRLTWET,

BLAZE
USER BLAZE SERVER LOAD BALANCER

S -

INTERNET

TERMINAL SERVERS
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Ericom Access Server #E7 T35V AT ALK, T27T47 - 2—TORBENET B2 DR AE) %
A TWBRBENRH D ET,

@mg Access Server A4 —hV A & LTHEAT 2HE. WAOBY—/N (KRE 2 27 CPU &,
- <,4GB RAM) kT
HFALN: x64 N—=2 a3 VEFERTZIILEEHOLET,
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] 4110 Blaze 95347 bDaATVR -S4V - R5A—%

Blaze.exe [4 7 3 V|

/option: < f#>

Joption: <7 7 # ) M | BIOME | FlOfE>

T=IUEIZIE, ROWT N 2EHTEI DA TEXT: true. false, yes. no. on, off, 1, 0
il

Blaze /bpp:32 /f /connection-bar:yes /audio:off /drive:C /drive:desktop /printer:*,3 /clipboard:1

/v:somehost

FSvav:

/viserver ;AR — ME| - RDP ¥ — /"D &KX b4

Jui[< RAS Vs |<a—PH> Fhid <a—FH>[Q< R AT V>

/p <X AT— >

Jd < RAT V>

/admin - EHE (/ziFavV—) Ly ay

/multimon : <use | span | € =X %5> - Multimon BfE%2HHT 50, Y VFE=XE ANV UTHER
TEHEP BEOE=XEMHALUET

Jw<lg>-VE—F TAZ by TOIF

/h:<@E>-VE—F TAZ by TOFEX

/size <MFE>x<@I>-VE—F TAZ by TOHHEY A X

JE-TNAZY =Y - E—F

/bpp <BHEE> ¥ 2 v O bpp(BIEE)

/shell <> =)L >
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/shell-dir <& > 2 VOEET L7 MY >

/jpeg-quality :<percentage> 0 = 7277 L —>arvial, 100 = B AV A, 1-99 = JPEG &#'E

It

/true-lossless-type :2 /image-quality:100: E 0 A] i E i % % &

aul

/connection-bar :<yes | no | pinned>#fi/N\—DE—F (VA7) —2DH)

/use-esg :<off | on> Ericom Secure Gateway %{H#H L 7

/esg-creds-mode :<separate | gw | rdp> - Ericom Secure Gateway O&EMEHRE—

/g <= VAR —MH - T—FT A DK

/gu i< RAA v>|<a—P4> 2 <a—PFE-|Q<FAS V> - TF—= Uz DT

/gp <N AT—R> T —hY A DNRAT—R

Jgd i< RAL Y= F— R Yz DRALY

/access-server :<H¥ — 3> [ — Mi] - Access Server DR A 4,

/use-scancodes :<on | off> Unicode # AF ¥ > 2 — NIZAML £

/remote-show-window :< [+] E721& I | >- 7740 b s, T+] 0 mkfb, T 1 &M

/xtea-password :</3ZA 7 — K> - XTEA "2 7 — FifE{b

/disable-reconnect :<off | on> -t v ¥ 3 > D% Kb

/session-name :<name> #%##

/null-cursor-shape :<default | blank | cross | arrow | bmp | png> null 77— )LD

/reverse-mouse-wheel ¥ A - dhA —)LEFHANZ L ET

/kbd :0x<V A 7D b ID> £7/2F <VA1T7 7 F>-F—FK—FDOLAIT b
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/kbd-subtype <% 7% 1 7 ID> -¥—K— KDY T X1 7

/kbd-fn-key :< 77 o¥ay - F—DAIV V> -F—K-—KDT77vo¥ay - F—DhU VL

/workarea : FIJHAAE%R 7 —2 - TV T 2HL £

/monitors :<* | 0,1,2--> - T 2E=X2ERL £

/addins :<* | FFED dll> - [*] ZTRTOT FA V2B ELET

/audio :<play-on-client | play-on-server | off> - FAEHIE—R

/network :<none | modem | ow-speed-broadband | satellite | high-speed-broadband | wan
lan> - * v b U — 27 B OEE

/drive :<* | C | D.. | dynamic | desktop | docs>- K14 7%2VUXA1 L7 LET, [*] IZTRT,
[C] 1% TC:). Tdynamic] 3B THERTA NI T2V XAV I NUET

/clipboard :<off | on>-27Y v 7 KR—-—F%2 VXA LI LET

/printer <* | 1 | 2 | 3> -1 7V Vv X&2VXAVL I LET, 1= 217147, 2=HH. 3=10ik

/uprinter-use-hp :<off | on> - HP ® N Z 1 N&MHHLU7ZPH K Z o SElfil

/uprinter-driver :< R 71 /N4> - A K Z 1 N

o HPl 2RI ZBEEI TV 9% YSAL I T BITIE " /uprinter-

driver:HP Universal Printing PS" " Juprinter-postscript-
Q regex:\b((?1)ps|(?i)postscript)\b" /printer:default,2
o HP] Z2EATZ2INRNTOT) V9 %Y FAL I T BICIE: "/ uprinter-
Tips: driver:HP Universal Printing PS" "' /uprinter-postscript-

regex:\b((?1)ps|(?i)postscript)\b" /printer:*,2

/fonts :<off | on> -7+ ¥ & SMIZLET (ClearType)

/aero :<off | on> - TAZ by THEK
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/window-drag :<off | on> - %ERQR Y4+ Y NVDKNF v T

/menu-anims :<off | on> - A=a2—-—DT7=A—-Ya Vv

/wallpaper :<on | off> - BEff

/cache-waiting-list :<on | off> - ¥ v v a2 DR A ME2MHHL T

/fast-path :<on | off> - E#/SZ Ay /i)

/% :[int value] /y :[int value] (f: /x:0 /y:0) - THiE, VE—F -y Zar UV FUDLELBOMNE
ERELVET (FNVAZY = TRRVER), 85 TEIMINELR

(72 =5 - K- FHEROA]
/uprinter-postscript-regex: \b((7i)ps|(?i)postscript)\bl - BREEFADERKIRICEDWNT, ps F7=ld Pc

=4
o \b- BIOEBEFIHMBIZ BT H L ATIRLET
BE: o (%) - AXFEAXTZERHTZLEEKLET

e |OR #H

| 7exy - =—rozE

N=Uay 82 BETIE, Web 7o XY 2N L THEAET S LD Blaze 2% ETEES, ToFrEld, &
U7 I RN TOERICHERAINET,

L

blaze.exe -proxy-mode [proxy_mode] -proxy-server [proxy_server] -proxy-user [proxy_user] -

—proxy-password [proxy_password]

e proxy mode - ($ff) 0- 7u¥> - E—F: A7, 1- FuF> - E—F: gHE), 2- JoFy - -
F: FH,

e proxy_server — (XF4) 7uxY - $—N—DFKAMELIIP TFVA + a0 v R— &5
(ffl: myproxy.com:3138),

e proxy_user — (XFHl, A7 av) FudvAous A VRT3V,

e proxy password — (XFH|, A7 av) BELEZA-FIIHNET /AT =R, a—FZITHL
THNAY — RPBERGEIZ, ZOMIIBEATT, 2—FHRICHUTRAT = RBBETH->TH,
AT — FANEH DS, AccessPad Tk 7oy I I BRRREINEHA,
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I 4111 F9=A1L-4FE—F

RS LOMEIONN=YaryD) ) —A - /J—biE, Ericom ® Web 4 bDAX 7 A —RKR=IUM5 XD
YE—RTEET, 2Dk varvTid, HEICBIT 3 —RNRMEZRRTE-0D K23 L X7,

B Heartbeat & 7.3 BLETDN— 3 v & O HHMEA N

7.3 LLIBI®D AccessServer I, /N—2 3> 8.1 TEMEN/T=/N—ME— MEBEEFBRENLR, N—FE—F - XwE—IIC &Y

e session heartbeat seconds:i:0

B 71 RVIREED Blaze £ v ¥ 3 iz kb, JEWESRIEAEH X 1

TI3T 49 ITART Z A=V aVRNEBELRAZ ) =y - 2= N—2 ML TL IV, ZEHOEEEZ I
TFAMNDAZ Y = - 2= N=%fFHLTLKEI, ToA—VaVviEEHLAI) =V - 2—N=2&D,
TRTOTI A MLTEWHISENFH S E T,

B Blaze 13 L0 #a @A L 35?2

Ericom Blaze iZi@ED—# e LT EOEEBEZHERALET., 77V ET 0TS0 ED—HDOT 7)) r—
varTld, EOEEPASERINET, Z0&5RT7 7V r—varvid b0 EHIRT 2 B6ENDHD
$9, £k 7251 7% Blaze £y Y a UBMEET AEIFFH LR WTL EI W,

| RDP H— F 2 H A X LMEIZEEH T 2

TLYRNY 5744 (regedit.exe) ZEALT. LTOREEEELEY:
HKEY LOCAL _ MACHINE\System'CurrentControlSet\Control\ TerminalServer\ WinStations\RDP-
Tep\PortNumber

FEOR—MEZANLET, ZOREIL. BEIIZ Access Server IZidaiiI N E .,

B Ericom Access Server IZEAETEERAI L WVWIITI—MNEKREIND
Ericom Access Server DY EfF XN TWRWA, TR ATERWVIRETT,
e ping ZHHL T, =N (fl: TADL - =) BT 7 AWEERREBTH D Z L 2R L T ZI W,

o RAN/Y—=n"D7 747 Y4 —)VT Ericom Blaze D s 57 1 v 2 (774 Tld 3399) H3FFm X
NTVEDPERLTIZE W,

o Y—NDAXRAY - X —V ¥ &HMMAL T, AccessServer WETHTH 2 I L 2fERL T ZE W0
(AccessServer lZH—E R UL THEFTIND 2D, RAT - I1x =YY TIRTOIA—FDTO AN
KRINDELOIBETEIHEIDH D £7),
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BRDP 7245V -2 v 2ELLT Blaze 2547~ M2 REIT 5 &,
AT Twva - A7 —=VRERRINZBZITMBEE S 20

Blaze 7 74 7 ¥ b % Access Server IZ ##tTETWE 935, RDP FHA MZIEERTETWEEA (RDP
RA N ET Access Server #Ef7H7Z2 LTH), HmAMAD RDP 7 7 ¥ AnE{bE T35, RDP 7
JRAWRED XY hT—2 - TEXTRIZBEINT WS ARENEDLH D 7,

R—=IF) - P =N"~AD RDP 77 ADREED I Y NT—2 - TXTRIZPEINT WS 02 HERT 51
W, BHEY — VS [R—=3IF) - -V RAHE] 2HEET, ERINEXA 75T, [RDP-Tepl 287
W2Vl (2 NT—=2 - TRTR] BT %ERUES, 2y hT—2 - TXTXO ROy TXY VP
[ZO7aa MV THEEINZTRTORY NI =27 - TETR] ICHEINTVWE I L 2MERLTLZI W,

G UE— b FAL Py Ty 2> A OB
I7EAILF) BEA) FTRNV) ~ILTH)

&= |[E HE

G RO zy 23> R bt [ g, 1B EOTEE bSA. B S
? '?ﬁ S AR =5 ROP-Tcp Microsoft RDP 7.1 tcp {E;
RDP-Tep 7O/ 7 [&=]
28 | oyteisrE | ot | o | uE-RlE [
B5{TubEEE | AebO-hPERE- [ pEase

TR LI oot — MORERRI A I Sy PO = PRTR—{LRDEEN T
Ho (BT -0 PRI mERL TS

Fop bI=0 FHFR—(N:
[::(DZ?EI L THEREET ATDAY D=0 FATR— -

| Blaze 2T 220 0C, YOREDT LIV —varvziliffTcEsd
me

ik, FBREDORY N7 = DR A4 T RRABFICL Y R D £F, Blaze iZ. RDP v ¥ a v %&K 20
7277V —hLEd, Fy bAKY MRE @LAT vy, KFHREOHRIRZRF DRy b7 — 2 T
L7580, EEERELET, 2y b7 =206\ LAN BH CHERT 28546, HEZREIX
RonipnalgetEsrd b £9,

Yy ayOREANTFAD Bl A-IVOfEE) THEI N TWLSEEY, BAamGg (Fl: AREA) THF
BEINTWEIEHHE, 7774 v 708 ERT TV r—ay (Bl Y774 - €= RD Google ¥ v 7) ®
BELHKRLT, 7727V —varvidEdLEd,

63



ERI0384B

Acceleration over RDP

30

20

10

All Text More Text, Less

Graphics

More Graphics,
Less Text

Graphics Only

—

§ WYSE ThinOS /31 & T 5k

Wyse ThinOS 731 A[IHZ Blaze 727 2 A % #2469 5 121%. Access Server 27— b7 = & U THHAT

LONEEDHIETY, TheRETHITIE, UNOFIHEZETLXT:

Wyse X —IFNVEFITTLHHLW (B—A)))
I - =N Blaze A VA M —=ILUET,

—3IFN - Y—NEEY 7Y ILET, U—HINL - X—

(7# LAN Bfii 2 #H L T) RDP B—H)L - X—3IF )b - =Nk Wyse X — I FVEERL, (KEX v
Y=ok ERELT) VE—b - VAT AITHRT 572012, Blaze 7 7147V b EFEITFLE T,

BLAZE
\ RDP .
- B
! —
sl INTERNET
FAST NETWORK
(LAN)
SLOW NETWORK

(WAN)

LOCKED-DOWN
DEVICE

LOCAL OFFICE
TERMINAL SERVER
RUNNING BLAZE CLIENT

REMOTE OFFICE
TERMINAL SERVER
RUNNING BLAZE SERVER

212V —2 ) X102 F2EELRWN

RDP FA N EDRA LV —VORBZEHZLTLEZIV, ZHiE. BT XS 27V —7-

TAREHHUTKETEET,

RYY—- T

?—j Local Computer Policy
E@ Comnputer Configuration
(] Software Settings
-1 Windows Settings
=] Administrative Templates
EI [:I wWindows Components
L[] MetMeeting
|21 Internet Explorer
(21 Application Compatibility
D Event Yiewer
[:I Internet Infarmation Services
D Security Center
(2] Task Scheduler
B[] Terminal Services
i 425 Client/Server data redirection

B Client/Server data redirection

Allow Time Zone Redirection

Display Properties

Requirements:
At least Microsoft Windows 2P
Tetminal Services

Description:

Specifies whether to allow the client
computer ko redirect its time zone
settings to the Terminal Services
session,

By default, the session time zone is

|»

@Do ok allow smart: card device redirection
@ Allow audio redirection
@ Do nat allow COM part redirection
@ Do nat allow client printer redirection
ﬁ Do nat allow LPT port redirection

@ Do nok allow drive redirection

@ Do not set default client printer to be default printer in a session
@ Terminal Server Fallback Printer Driver Behavior

pr=Clait—
Enabled
R
] oy 4108
ot configure:
Mot configures
Mot configures
Mot configures
Mot configures
ok configures
Mot configures
Mot configures
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l _yb - va7— 1t FD &5 % TermDD 5 —AKREEI N5

T J—: The RDP protocol component X.224 detected an error in the protocol stream and has disconnected

the client.

Access Server (21, RDP " A b ETEMIZT 720D AT 147 RDPADT VX ANRBETYT, D7
®. RDP Security Layer % SSL ~ZEH L2 \WTL &\, RDP Security Layer D% EIXEEET, YL
b > ® AccessNow SSL g 51k % 7z 1% Secure Gateway % LT SSL B 5{bzEML £3,

Security

’7 Security layer: IHDF" Security Layer j V?
Security

’7 Security laver: SSL(TLS 1.0] X
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4.2Secure Gateway EEEHEH A R

I 421 #©=

Ericom Secure Gateway (. RDP A ZA b ((REET A7 by 7, Z—=IF )N - H—NQ ) 23 LdL TS
WNAxY NI =2 - VY —Z2ADLFaTRVE—F - TIER%E, TUFN - 2—PIZRMELUET, Secure
Gateway (Z1&, ANDORIRRHD £

o tX VT4 CREINSE, B—KR—FNTOHNZY) YV —A~ADT 7t ZAHA[RE
e Ericom 774 7 MHD VPN O A, A VA b—)b, #E, EHHFRE

o TOMDY Y —AENET 74T 74 —IVDEFIZKHEL - F. Ericom Secure Gateway % DMZ
24 VA b =)Vl

e Ericom Secure Gateway (Z—E7ZIFFEHED A VA M= D3R BEL R D, TI X ARATEHENRH DT
NTDORASNDGEWED A > A~ — IV E AR

e TLS 1.2 %

e Ericom Blaze 2.x PAREIZ S

e Ericom PowerTerm WebConnect 5.8.0 BABEIZ 6 i
e Ericom AccessNowaD¢ HTML5 2 54 7 > MM

e Ericom AccessToGoaDé 1.4 LAzt

| 757205~

Ericom Secure Gateway (&, VE— MREOZ VN - 2P F—RXL VX —-—DT7 TV r—arv»s
ANy THOT— b7z L UTKRELET, 1 VX —2Xv P2 LAN OO NS 714 v 7% V—F«
V7§55 DMZIZA VYA N—LTBIELEAEETT, VMware View IZ Ericom Blaze % fif1 3 5454
VMware View Security Server @ {1 & U T Ericom Secure Gateway W{HH I N E T, LA TFTOXIX,
Secure Gateway (2L D 1 DDR—=bDAZEN ULz FaTR)E—D - T ARAREL REEMAZRL
TWET, Web I 71y, axrvay - Ju—a—i@fz, ty>vay- - 7obhalicBET 53T
Dif5lk, SSL R—ZA®D Secure Gateway #fizE LT b v 2 VEHRINET,
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LAN DMZ USERS

PowerTerm
WebConnect
Server

Ertc:om
Load Balancer
Server

P00 PowerTerm
WebConnect
Port 4010 Clients
Ericom Secure

Gateway

Y

Em:om P““ ke ;
Authentlcatmn Ericom Blaze
Client
Server Port 443
f———
VMware View Port 80
Server & —
Ericom AccessToGo
Web Server (lIS) Client
Port Smartphones, Tablets
Terminal 3389/ 3399 / 8080

Ericom AccessNow
HTMLS Client

BREOEEREIEIBEWESINTUVWEREA, ESC 2N LEBRSHY —IFIL - ¥ —/"OFFMIC DOV
T,
¥ Ericom OEFRELEZTERVEDESLLEI L,
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B 422 A4v2b—)

| e

Windows 2008R2 LA T Ericom Secure Gateway #E/7 T 2B ENH D T,
e 2008R2 Tl, TLS 1.0 DY FE— N BHHETT,
e 2016, 2019 TIX TLS 1.1 BLXUV 1.2 XY R—-bIHhTVWET,

NET Framework 4.6.2 D7)V - £ VA r —)LHBMHETT - Microsoft ® Web ¥4 v 5 X va— KT
7,

Ericom Secure Gateway {2 &0, T 74N MTHR— b 443 BEHINFET, ZOKR— MK IS THHEAIN
5N —bDD, K= FMDOBEAIZERLTLEIW, 2V IV —F ETUFRDOR—-N2HET HHHE
NHhEd:

o VX —xv b& Secure Gateway ¥ — N2, F— b 443 BPHETT, ZOMHEITFHETETT,

e RDP 7 7 & Af: Secure Gateway ¥—/V& RDP H A MEIZ, K— b 3389 BB TT, ZDEILHE
BARETY,

e Ericom Blaze f: Secure Gateway ¥ —/%& Ericom Blaze ¥ —/\%5479 % RDP & Mz, K—
N 3399 BRBRETT,

e Ericom AccessNow f: Secure Gateway & AccessNow ¥ —/ NIz, H— b 8080 A HETT, D
fEIZFHEE A RET Y,

e PowerTerm WebConnect Fi: Secure Gateway & PowerTermWebConnect ¥ —/3HiZ, H—F 4000
DNBETT, ZOMIGFAEAGETT, MHHT 570 k3L (RDP. Blaze. AccessNow) 2 &b, kil
DFR—bD 1 DFZIFEED Secure Gateway £ RDP H A MNETHEIZARD £,

e VMware View fi: Secure Gateway & VMware View 7 H—H»—[Z, K— b 443 BRBETT,

TV R -a2—%¢ RDP KA MiDE Y ¥ a vilfFiZid, SA N ETRDP 727 A2 E5{LT2HELRH D
£F9, RDP AAMDOHE—=H) - 77474 —)LT RDP H— b (3389) BRI NT NS Z L 2MAL T
{7ZE W, Secure Gateway 1& HITTP YRF Y Z2HATED, 774NV IFTHR—-F 80 2V YAV LET,
ZHE, A YA —VRITENIZTE XS,

Secure Gateway D1 X k—Jb

Secure Gateway % -1 > A b —)L§ 5iZl&, Windows 7 SP1. 8. 2008R2 SP1. 2012R2. F7zl% 2016 %5
DY —NTA v X b —7F (Ericom Secure Gateway Server.msi) Z&H L £T, —HDOY AT LTI, 1
VA= VDFEITITERVPRBE L B 5E0H 0 £3, Next 2V v 2 U, License Agreement ({ fH 6%
F)IZEZEL, Install 22V w7 LCTA VA M—VEEITLET,
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Preparing to Install...

Ericom Secure Gateway Setup is preparing the InstallShigld
Wizard, which will guide you through the program setup
process. Please wait.

Decompressing: Ericom Secure Gateway.msi

Setup Type OEREAEILER I NZEE, UTFTOWThA2 &R L £3:

Setup Type

Chonose the setup type that best suits vour needs,

Please select a setup type.

* Complete

&ll program Features will be installed. {Requires the most disk
space. )

Choose which program features vou want installed and where they
will be installed, Recommended for advanced users.

e Complete - Ericom AccessNow % Blaze A X > K711 (AccessNow for Citrix & AccessNow for
Quest vWorkspace % &13) & & £1Z Secure Gateway % {HfHT 254, ZOXEZERL £9, Eid
DAR Y K7 avy#EHEOWT A LA L T PowerTerm WebConnect ¥ VMware View % 53
206, ZOREERMEALET,

e Custom - Ericom Secure Gateway ¥ 7zl RV — DA EA VA b= T BT, ZOF TV a v
2B £9, PowerTerm WebConnect ¥ 7213 VMwareView D&% HH$ 254, Rl 20T 5
Ta—A—  UCHRIAT— N2 VA P—LTEREIHD THA,
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Custonm Setup

Select the program Features wvou wank installed.

Click. on an icon in the list below ko change how a feature is installed,

o =0 v | SECUNE Gateway
i Authentication Server

Perfarm authentication services

Frr Frirarn mendicke

"Feature Descriphion

=1 This feature will be installed on local hard drive.

=18 This feature, and all subfeatures, will be installed on local hard drive,

Inskall ko

C:\Program Files (x86)\Ericom SoftwarelEricom Authentication Server!, Change. .. |

2yt

B Secure Gateway D# 5

Tay 7 I BRERRENTS, Secure Gateway TY v AV T EREDOHER— b2 AHNLET, T7A4LET
&, K= Mk 443 2720 £9, Secure Gateway &, HTTPS 2 H LU CREDKR— 2N U TEMET 2L
bt > ®D Web ¥ —1N%{HXTWET, Enable HTTPS auto-redirect on port 80 Oi%E% A4 VIZT 5 Z &
T, Secure Gateway 2 &0 HTTP Web V7 =X M »3HEIIZ HTTPS iZ) XA L2 hENET,

Ericom Secure Gateway Configuration

~Gateway Listening Ports
Secured Port: 443

¥ Enable HTTPS auto-edirect listener on port 80

[+ Add Windows Firewall rule to allow inbound connections for Ericom Secure Gateway

— Gateway Certificate

¥ |sge Ericom Secure Gateway Self-Signed Certificate

{~ Select a Certificate from Windows Store Select Certificate
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F—H—/T IIS #RTFTLTVEHE. R—FOREPBWVWI EERRLTLLEI W, IIS D
KR—K% 80 &

443 DA DIEICEE Y % H. Secure Gateway DHR— h% 443 BIAICEER L, 1 Y R b—ILE
IC HTTP

BHEY YA LU MEREEEMICL TSV, HITP F7/2ld HTTPS WINhAHDKR— hTHEH
RE LGS,

— LFoEgEErARTINET:

% Ericom Secure Gateway - InstallShield Wizard

Both ports 443 and 80 are already in use by other processes in the
swskem,

Please change Secure Gakeway liskening parts configuration,

IYVIIZA VAN —IVIFEADEHIN-GEHE 2 M H T 5121k, Select Certificate 22V v 2 L, Secure
Gateway Tl T 2iFHZZ BN T, EHEINZHEHZBE, 1 VANV BIIHRTETSH I HABETT,

I n/u\nﬁﬁ_/\o)dgﬁ

XD XA 712 Authentication Server Configuration Tl, HH T BT —N2HELET

FEEH —/NE, BREET A RAA VDA YN—ETEREIHYET, EFaT1 LD -
T509F14R&LT,

—_—
o —EDXRY NT7—2 LTI DMZ TR LAN EICFREEY —N\%EA YA MN—ILT2RENDHY
=N

E3

o ZOY—=NEHUWHIEY — N LTEEZIESI1TIE, local ZFERU £7,

. Eﬂiﬂ AL TWAEIIEY — N\DEFEET 354, Remote Authentication Server Z#R L., 7 KL 2 &
—hEEELET,

e PowerTerm WebConnect ¥ 721 VMware View 2L, AZ > RK7ay - 2547 - T 7%
A RBER WS, No authentication required Z3&R U £7,
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Ericom Authentication Server Configuration

—Select the Authentication Method
" Mo authenkication required

% |se local Authentication Server
Authentication Part: [444

{ lse Remoke Authentication Serwver

Aukthentication Server Address;

II::u:thu:ust

futhentication Port: |444

MOTE: Ericom Authentication Server MUST be installed on a domain member server,
unless the Secure Gateway is used by WebConnect products only.

FEAY—/NETT7FINTR—b 444 Y YRV TBD, TOR—MD Yy hT—0 &

_— —Windows
T7AT7 74— ILETHEMMESNTVWEZ & ZMERL T EIL,

3 ==
AR

l ox2vay - Ju—ph—oxkE
Ixrvay-TJu—A—- X470l EMALT, HKdTsaxrary - 7u—5— (PowerTerm

WebConnect & 7z1& VMware View) & & B IZHEIEST D L 512 ESG 2RET DI ENTEET, RET
70— —%ERLET, 7u—h—2FHL R WS, No connection broker in use #ERL £ 7,

PowerTerm WebConnect & VMware View D52 HEHT 258, 1 VAN —NVRBIZBREEZITOMLEIH

Dij_o

Connection Broker Selection

¥ PowerTerm WebConnect

[¥ YMware Yiew

axovay - Ja—h—%&FHbO%E, Only allow connections from a connection broker % A%H1Z3 %
TrERBSBEOLET, AXVYRTRY - 75747V IRoDTRTOERIIIESR XN, Secure Gateway

ZREAL THERARITEINE T,
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[ only allow connections from a connection broker, Deny connections From standalone clients

B PowerTerm WebConnect @ %

PowerTerm WebConnect ¥ — V&R KR I N7z 5, PowerTerm WebConnect &, Z®D Web RX— %k
ARLTWS Web =17 FLAZANLET, £DT KL AL Ericom Secure Gateway ¥ — "0 57
IR AHBETH DI LDBETT (ping.exe telnet.exe ZlH L THH MR L £ 7).

—WebLConnect Server

Address:  localhost Part: 4000

Reminder: Configure PowerTerm WebConnect Server Configuration with the address and paort
af this Secure Gateway

— Ericom Web Server Proxy Configuration

Ericom Secure Gateway can act as an HTTP Proxy ko Ericom Web Server Components

= HTTP

Address: ||.:,.:a||-,.:,5t| Part: 30 ~ HTTRS

B VMware View D&

VMware View ¥ —NERBRRINEZS, Ta—H— - P —=—NDT7 RNV ZAZ2AHNLET, TOT KL AL
Ericom Secure Gateway ¥ — 0567 72 AWEETH 5 Z & BWHETT (ping.exe telnet.exe ZiH L TH
feE R L £9),

¥Mware ¥iew Server Configuration

~WMware View Server

Address: | Pork: |443 v 551

1o xr—n%5793

BETF— R AN UHE, Next 22V w2 LUTA VA= E2HEIFLUEST, 1 VA M—NVOHKET Finish %
210w 2 L%7d, Ericom Secure Gateway 1% —VE A& L THEITE N, Windows Y —E R - 52 —=I v » 5
FIEXHEEHTEET,

File  Action Help

L A EIEREIEN Mol T

., Services (Local)

View

Status
Started Automatic
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DY —VE AT AT LEFRHZEEICETFINS I OB EINTVET, Y- APELINZGEE
WHELER— DY Y AVRTERWGA, 77147V METF— MY 242N U THRA MIERHRTE R R
NEFT, BELEZFR=IBY—ELRIZIDV Y AV TERWVWEES, Windows 77V 75— a3y - ARV b -
OIS — - Ave—URHAHINET, TRTOFREIK, Web R—2DEH VY — VA2 FHHLTER
$ %%, EricomSecureGateway.exe.Config 7 7 1 V2 MEL CEHEHTEE T,

FIC PowerTerm WebConnect F7zld VMware View FHIC ESG %{FH 3 %1H4E. Web XR—2R
DAVY—=)LICHEE L.

Web Server 970D T 74N 7A4)LY ICENOBRERELET,
R s =

4% Web Server HI Default Folder WebConnect

B Ericom Secure Gateway 27 > A Y A b —LT 3%

Ericom Secure Gateway D7 >4 YA h—J)LiZiE, 23> ba—=N X320 D [Fas 5 L08EME IR £7-

W Iomr s nei#ie]l 2#HUE9, Ericom Secure Gateway Z3&ERL., 7VA1 VA= 27V v oL
9,

ﬁ't_ Programs and Features

@( )v ﬁ = Control Panel - All Control Panel Items - Programs and Features - Iﬂl I Search Programs and Features !'_.]

Control Panel Home Uninstall or change a program

View installed updates To uninstall & program, select it from the list and then dick Uninstall, Change, or Repair,
'E:,f' Turn Windows features on or off
Orgarni Uninstall ~ ch Repai = 7
Install 3 program from the network s nins =L 5 T Iﬁ
Mame = | -| Publisher | -| Install... | v| Size | v|
Ericom Blaze Server Ericom Software 2/22f2011 12.4MB
15 Ericom HTMLS Server Ericom Software 3/21/2011 7.34MB

Ericom Secure Gateway Ericom Software 2{15/2011 577 KB
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l 4.2.3 Configuration Portal

Ericom Secure Gateway(ESG) 1, &L & A B § 5 % E L H %2 547 T & % Configuration Portal % i X
TVWET, INSDOHFRTEDOKEDE., 1 VA b= TOov AdZFE LS DTT, Configuration Portal
R=UZT VAT BIT1E, Web 77 7 H %ML T Secure Gateway D& URL IZBHEL £

https://<ESG ¥ —1"D7 KL Z>:<R— b HFH>/admin

ESG ¥ =\ EDwu =)0 Administrators )V — 7D A Y N—=ThHhiW\WIhrDI—HFTRI 1V LET,
TARTOBTJ A v, Ericom Secure Gateway D12+ 7 7 A JVIZTEEREINE T, ¥Fa2) 71 CR#EX
NI2T7 7R A%MEFIZT 572012, BERNSAT - FEMHT 22 & 2EHFITEREEL T ZI 0,

@EEJ_E?F{M Ericom Secure Gateway

Ericom Secure Gateway Configuration Portal

User name

Configuration Portal 2258277 b3 51Zi%, Logout KX V&L £9,

« administrator [~

[» Logout

RTEEEHUZEE, Save KXV ZMUE T, Save RX V2 M TITES R—U2RBIKNU 256, BHEL1
THIZVERINET, BEEE2F ¥ I UTHITT 585E6121E, Leave this Page 227V v 7 U E T, HHE
DR=VIZRE Y EH % FFT 5121, Stay on this page 227V v 7 LT,
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r e

—— -
Windows Internet Explorer
—

) Are you sure you want to leave this page?

Message from webpage:

The data on the page was changed.
Are you sure you want to leave this page without |
saving your data?

= Leave this page

= Stay on this page

§ Dashboard

ESG Configuration Dashboard 21, Ericom Secure Gateway DEIfEIZEET 2% DHiFHERARRE
NET, TOR=VEMHLT, Y= "OK@IFFE. SSL GFHHEORE, vy ay - 7751 T 1 DR
%, Ericom Secure Gateway ¥ — NOHLE 2 LT TEE T,

% administrator [~

Ericom Secure Gateway

‘ E' Logout |
. | Start Time
(. Dashboard | Up Time
L+ Secured Port

SSL Certificate
Server Activity

* Connection Brokers

“* Web Server
.+ Authentication Server
¢ Load Balancer Server

Total Sessions

Current Peak

F Mail Alerts Connections under

I.F Log Settings (Basic) validation

¥ Log Settings (Advanced) Gateway Sessions

! pownload Web Server Connections

Admins

Gateway Session Distribution
Current Peak

Native Sessions
HTTPS Sessions
WebConnect Sessions

Restart Ericom Secure Gateway |

I A=V -75—}

WEDY AT L+ AXRVIRFIZ, E A=) - 75— r%2ikEFT 5 L5 Ericom Secure Gateway % & T &
F9, A=V - TI—FE2RETDHIZIE. E A= -3 —=10D SMTP E#HRZEZALLET, RIZ, A= -7
TP EEDO NIV HERBINTA-REF VI LET,

ER M T 5121%, Save 721 Save and Test Mail Settings 22V v 7 L 7,
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W are mandatory

« administrator

= Logout SMTP Server Settings

Address * mail test.com

Eal

Port * 25
.t Dashboard User Name
r Secured Port Password
i.f Connection Brokers 'l Secured
‘. Web Server
\, Email Settings
. Authentication Server
- From * ESG Service
+* Load Balancer Server i —

To administrator@test.com
L+ Mail Alerts : , :
o Subject Prefix Ericom Secure Gateway mail alert:
¥ Log Settings (Basic)
¥ Log Settings (Advanced) Alerts
Ct Download Gateway Status:

| Started | Stopped
| Crashed | Failed bind to port

Unable to connect to:
I Host I External Web Server
I VMware View Server | WebConnect Server
| Authentication Server || Load Balancer Server

Save and Test Mail Settings | Save | Cancel |

FOMDBER—IJIZDOWTIL, IROZETHDY BT FE9,

7
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B 424 KR—h& SSLGIERE

Ericom Secure Gateway (Z1%, HOBHEHEIRHZ SN TVWET, —HD Web 77 7 ¥ Tk, H OB
HEOMHRIZEF 2V T 1 DBELEDRRRINDIGELH D T, ZOBELZRICE, FEINZIHES
A VAM—NVUET, FEINZEHZFE. FEINZIEHER (GoDaddy 2 &) »oMAT 2 HENH D
9, MBI K ViEEI NS [LCER] 7 7 1 VITiE, BEEIAEENTOWARWT LR TF, [.CERJ
Ty AL, EHEERED TPFX]) (AT 208X H 0 £9, @F L, LD CSR ZEKLEZY AT A
(B - 1IS) ETHEIFL £, [PFX] ZERT HIE, B2l AN LEAAT - ROXAEZID, GEHEEZ T X
R— MATREIZEREL £9,

Ericom Secure Gateway Tl&. Windows sEFHHEA N7 (A a—X& - TA YV M) TZOFEHEAMH X
NET, GEHBOEM, MREZIFEHETLITIE, UTFE2ETLET,

Ericom Secure Gateway % — 3T CSR Z{Es % FlHIZ TAPPENDIX] - [ Ericom

Q Secure Gateway ® CSRER (R— 183) 1 2BFIZLTLEIT W,
MDFETHER L7 [PFX] 2 B8RKb5DOHEE, TR FIEPSFEMREFED A VA b —ILh
Tips: ARETY,

1. ITmmc.exe] #EFLET
2. 774N | AFy T vOENM/HIR CBEILET

3. itHEZEML, a3 ¥a—X 7ThHU Vb 2FRLET,

My usser account
Service account
& Computer accourt

4. A—A)N - aVVa—R& ZERUET

Selact the computer you want this snap-n bo manags
Thas snap-n will Bwinys manags
e b ith ke e o

5. %87 #2Uv 2L, OK%&22Yv2Z L%,

6. FERAE | A | GEBAE 7 A LV ZIZBEI L. Secure Gateway (2l T & %3 X TOF|H A HE 4R GEHE
ZHERL 9,

i Consolel - [Console RootCertificate

[%] File  Action Yiew Favorites  Wing
= | Dm|EE| 2l

I:l Console Rook
El@ Certificates (Local Computer)
ElI:l Personal

7. BT N 7-FEHE % Secure Gateway (T 5354, T DifHE% Secure Gateway DFEHHE & [[
UBGATC 7L £ 9 (EA | FEE).
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8.1 L F® Ericom Secure Gateway Tlk. 7 — b7 =1 OFE 7 7 1 )V EricomSecureGateway.exe.config
TRAET S —HOMMZMHEHL CIEHE #N SN ET,

<add key="CertificateThumbprint" value="<{FH X N7/ziEAFOMEEZ Z ZIZAH L ET>" />

8.5 LAED N—Y 3 v & THHDEE L. Ericom Secure Gateway T T 2iIHIEDOHC X, Bk M
Fal) 7 CRESNZAF— L SSL AEEFZHET 5] OEETHEL T I,

D eXaVsrsroi#ESNA— e SSL AER2RET 2

Secure Gateway THHT 5K — %2 Z&H 9 5121%. [Secured Port and SSL Certificate] _—Y % FHL £
T, REDHNZ, HHDR— S PP —NTHEARTRNWZ L 2R L T /ZE W, Netstat =757« VT %
HALT, R—bDAF—X2A%2MHA LT, ESCG THMAT S SSL ifHEZEIRL £ 9, ESG 2 ABERES
THATLHE. BEHINLARAZTZMEHAT LI L2 BEOL ET, Dashboard X—IY o, #ERL-
FEHENEEI N2 DO TH D Z 2R LT,

- . = —
« administrator [~ Secured Port & SSL Certificate

-
E Logout Fields marked with * are mandatory.

I"-:-' Secure Gateway

Secured Port *
SSL Certificate * |Ericom Authentication Server self-signed certifilE]

L Dashboard

{* Secured Port
* Connection Brokers ' Enable Draining Mode.
C} Web Server New connections will be disabled on the server.
£ Authentication Server

(¢ Load Balancer Server _Save | Cancel |

L+ Mail Alerts

(51 nm Qattinae (Racinl

| GlExnh-HHELFHCTRET S

8.5 Uz ZHHOEGEIZ, ki TeF¥a) 71 CR#EINKR— L SSL GFHE%:
RET D] OEEHSAPFZREL T LI,

BHE X N 7-ifHE % Secure Gateway T T 2121k, AT D 2 DOFEFRED [IELRH D 7,

Ji# 1: TEricomSecureGateway.exe /import _cert] Z%17L. Windows A b 72 SEEAFE Z#IRL £ 7,
RIZ, ZDOFEAEDMAZHE T 7 AW YR —-PLET,

FHE 2 UTFOAEEZEGTLUT, MAOEZRET 7 A0izEML £9:

1. GEIAE O Gl X 7R WEENS T4 PLET,
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Certificate Ed

‘General Details |Cerﬁﬁmﬁnn Path I
Show; I::AII} j
Field | Value | :l
: Issuer Ericomn Authentication Server
: Valid from Maonday, September 26, 2011 ..,
|| valid to Monday, September 27, 2021 ...
: Subject Ericom Authentication Server
| | Public key RSA (1024 Bits)
: Thumbprint algarithm shal
|| thumbprint a0 0ae6 f3 78 c39b 49767 ...
I:lFriendIy narme Ericomn Authentication Server s... E

2. CTRL-C #ffL, a¥—L %7,
3. OK #27V v 2oL, X147 us%2HUET,
4. EricomSecureGateway.exe.Config 7 7 1 V2 & £ 9,

5. BEFOMREIZHIBRL, CTRL-V 2HIUTHLUWREIZ 7 74 W23 - L FET, TRTDAR—-ZX
MHINET,

fle Edit Format View Help

<add key="NonSecuredPort” value="80" />

<add key="NonsecuredPortBindaddress” value="" />
<add key="ListenBacklog” value="100" /
<add key="certificateThumbprint" va'luei'ao 0a e6 f2 78 c3 9b 4f 97 67 f7 31 ab aa b8 82 ce 3f 6f 59" /’>I
<add key="Drainingvode” value="false"
<add key="connectionBrokeronlyMmode” value="false" />

6. 77 I NVEMRETD L, HUWREIBPHEHINSE L 51220 £3, Secure Gateway ¥ — U 2 % i H)
T5L, HUVIFHEN T ICHEHAI N ET,

WHZFEHTANTSILEABETYT,

Secure Gateway H¥—/ 0D DNS 7 KL R&, FEFAZED LRI & —HT 2 HEELHY XY,
—HLAWMEA, BEEEICUTOIS— AvE—YPRREINET:

Connection failed - verify that the
Ericom Secure Gateway is running and
reachable

M
ot
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B 42,5 BLAZE 5472 hDRE

Ericom Blaze 7 71 7 >~ I Tlk, Secure Gateway % L 7z Blaze ¥ — N~NOEHHAY R— I TV ZE
T, Secure Gateway & & HIZHfHT57-0IC Blaze 7717 > b EHTT AT, UFRZ2EFTLET:

1. RDP & X b+ iz Blaze Server 2.x #A1 VAN =)L U TEFHTHEAI 2R LET,

2. Blaze 7 7147 v h2&F L. 7 X 71CB#HL £J, [Connect using Ericom Secure Gateway |
(Ericom Secure Gateway Z{#if L CHifit) 22 Y v 27 U, Secure Gateway ¥ —/ D7 FL X &K—
FNEATUET (TRLVAKR—=F), ZOT7 FL A, Blaze 77147 ¥ b5 EEARERB DL T 5
DBERH D T,

General Display Local Resources Programs Experience Advanced
Connect using Ericorn Secure Gateway
@ Enter host-name[;port] or IP-address[:port].

Secure Gakteway: secure.ericnm.com:4343| W

User name: Mok specified Edit...

[] use Ericom Secure Gateway credentials for the remote computer

3. —f X TIZBE L. Secure Gateway 75 7285 D Blaze 3 —/ND7 F LA GREIXNEHT F L R)
EANUET,

General Display Local Resources Programs Expetience Advanced

Logon settings
Enter the name of the remote computer,

i Computer: 192.165.1,123 h
User name:

Password:

4. T8l %2V v 2 LUET, Secure Gateway #fHAL T Blaze 7 74 7Y b2 VE—b - TAZ by
T B8, Blaze i3 F —DFLT RV A [+ BTV 71 v 7 R UTHRRINET,

CONNECTING TO:

+192,168.35.136

B VMware View ##t

Ericom Secure Gateway ZffifiL T, Blaze 2 517 >~ b2 FEfTHhD VU E— b - Y ZAF L9 5 VMware View
TEHINZKET A by TAOEFZEXTa2) T+ CHRETDHILNTEET, Z0L5RVFIE
Tl&, VMware View Security Server D4 Y iZ Ericom Secure Gateway %ff/H L £3, VMware View
Security Server ZHIlkd 2 BE X4 <, fEHED VMware View 7 74 7>~ b 2 DFHETICERTEE T,

Secure Gateway Offif # G502 3 5121, [Ericom Secure Gateway & L CTHfil Fzv IRy 7 A%
Az Uy U E— MERIZMHHT S Ericom Secure Gateway O 7 KL A%ZIEL 3, K— b 443 Dish
DA (Bl us-bl2008r2:4343), HRIIZIEE L £7,
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" =

@ Ericorn Blaze for VMware View El =] ||§|

Ericom® Blaze

Remote Desktop Connection

VMware View Connection Server

Enter host-name[;port] or IP-address[:port].

Connection Server: vmwareview, test. local -
S5L: LUse secure connection (S5L)
Auto Connect: |:| Always connect to this server at startup

Connect to remote desktops using Ericom Secure Gateway
Enter host-name[;port] or IP-address[:port].

Secure Gateway: us-bl2008r2 -

[Switm to Remote Desktop mnde] [ Connect J ’ Exit

B ozt A—n— r—broz A 2%ETS

B D Ericom Secure Gateway % . AccessNow Web 727147 h& Blaze 7747V MIBIFB7 1)L
F=Ne  Fz—V e UTHEETAIENTEZT, ZHUTLD, T34V =Y oA DMHHTERZWY
BEICHEBMIIRE TS — by o1 & UTHH SN, Secure Gateway BERED IR LI E T, VA MD
D Secure Gateway ~DEHENER TS L, VI T AMIY A MDD = AA~NHBPIZ) XA LT M X
NET, ZOVYAMIHIBRIEH D £ A,

Secure Gateway D7 = A VA —N—+ VA M ZHETIITE T — bV A DT FLV A2 Iavy (;])
XY TAHLET,

PR, =D YA DY v I TT:
Us-bl2008r2;securegateway.ericom.com;192.168.0.3:4343

T4V - F—=bT A%, K= 443 2 L7z [Us-bl2008r2] T,

2 ZHH®D Secure Gateway 1k, F— b 443 2/ U7z [securegateway.ericom.com| T,

3 ZHHD Secure Gateway 1%, H—© 4343 2/ L7z [192.168.0.3 | TT (443 LMD R— MEZFHHAT 51
G, WRIZIRET 20 EVH D £7),
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BREROT A VHREEBRRICRET 7D, YA MDY — " OBREREEEEL T LS

L,

TS54<Y) - H—N\HPFERATERAWVES, Ty RI—HF0Os M VICHIIEBRIRCARY E

3_0

Zhix, BJq Yy - 7OoERICBEVWT, Zx A —nN— -

A=Y - Y=
SALTY R EBDERD L NRBERBLHTT,

H—NRAOERERTT ZEICTS
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B 4.2.6 Ericom AccessNow HTML5 754 7~ hD®RE

Ericom Secure Gateway Z i3 % Z & T, AccessNow 27741 7> b & AccessNow ¥—NfEHlOEF 2
T4 CRES N ERIETZ IV TEET, TRIZ, ThoDaVR—F Y PR ED LS ITEEET D
PERLTOVWET:

Web Server VDI Virtual Applications & Desktops
Desktops | Running on Windows
Terminal Servers

ol S
AccessNow RDP
Server
Host AccessNow

Server
o ¢ WebSocket

- ' WebSocket

HTTP/HTTPS

/ ®

T
AccessNow by Ericom*

Secure
WebSocket §

AccessNow Ericom Secure
Gateway

Client Browser

Z DFERLTIE,. Ericom Secure Gateway ~ D+ ¥ 2 7 72 Websocket ##:4% AccessNow ¥ — N2 &> T
WHENL I NFE T, IIZT—= b = A412& D AccessNow H—/ 3D Websocket BB LS N E T,

F'— bz & AccessNow ¥ — 3D Websocket ##ild. AccessNow 7 74 7> b DFREIZEDIWT, &
Fa) T REINDGHELINBRVEEDDH D £T (AccessNow Web #ZED Enable SSL %R L TL 72
X\,

wession and Acceleration

| IR
AccessNow T®D Ericom Secure Gateway D Z AT DI, RE FX V27V v I LUET, Fa

V7«4 ZBE L., Ericom Secure Gateway Offif] Fzv 7Ry 7 A% Az, F—hVza - 7T RLVA%
ABUET:
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< Security x

Enable 5510 encryption for remaote session

Use Ericom Secure Gateway

Gateway Address

esg.acme.com|

AccessNow Z& > R7u & ESG #HHT 5541, AccessNow =X D7 FL A, =K 2—¥D
TNA APS TR L, ESG =0 5@@#lEInd Y — D7 LA (@ 1% AccessNow %—NDORWEHT K
V) ZANT2HENHY £9, RDP R A MDMHEEFRIRICANITE2HERH D £9,

ESG T 256, HIiZ AccessNow B —NDfEE ANT B L2 BEIOLET, (lHE2ADLARWE
“. URL CHHLZT FUADEPHEHEI NG Z L ITERL T EI W)

AccessNow for VMware View T® Ericom Secure Gateway D Z AT 2121k, TAZ by TDY A
b D FERIZH B Ericom Secure Gateway D Fxz v 7Ry 7 2% 4 iZL, ¥—bhUzA - TRV A%
ANLET,

l ESG v =3 v Cookie

ESG i2&k>ToZ 747 DT T IHIZ AccessNow R— DEUMFINBBIT, v ¥ a v Cookie 34
BEhET, ESG HARZ LV EEENE =Y (Web =& UTHRET 254) L b 2L L TEET S
R=Y (FaFv e UTHRET 25E) O AT, v a Y Cookie WEBINET, v ar Cookie £
X ESG_GWID &40, R—=UDNESGIZLVEEEINZEDOH» ESG 2@ #H L7250 THE02RET S
DI TEET,

€
Elernents | Resources | Mebwark  Sources Timeline  Profiles  Audits Console

[hame e value Duc | o | Expitesa | S | H

:EAN_endLIRL # S| Session 11

Tifé‘Canies . EAR_id foo | Session 10
Sessian 12

B ekl
EAM resalu,., | browser Lession 21

Lession

Lo
Ll
T
L...
Lo
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INlEty > 3> Cookie TH27H., 77UV AHLZ2ETHERLET., ZD7H, ESG &
BD Web 4—/NOEATR—DT7 RLAEFERT 358 (fl: Access Server F7zlE
IIS 2FAT3), 1—YITSUHEFELBZIERCED 22521 v F$5&, ESG_GWID,

— STy F—F
EE. BIEMERELET., ThICLY., TOR—IUH ESC ICEWEEINTULWARWEATH, ESG,
N |

BESNLEDTHDEIF1 TV NERESEDHBEENSHY FT,

AccessNow 7 7147 ¥ M Tk, R—=UD ESG 2L THREINZLDTHE2 02 RET H72HIT,
ESG GWID Cookie DFEEMEH X4, ZHIZREVENEI RSN E T

e configjs Tr—hrvzA -7 RLVAZEELTVWARVWES, URL 7 RV AR FHMll £ 710270 ESG
TRULVAE LT I4 7Y MTHRR, HHIN, Ericom Secure Gateway O F = v 7Ky 7 AN
T 7 ANV NTAVIZIRD £,

e UL configjs £721Z API 24 LT 7=+ U xA - 7RV A 2EEET. Cookic BWELET ZHEE
URL 7RLVANESG 7 RVARL LTI 747 v MEHINET,

e = zA - TRVA ZIBEL, DX —h YV xzA - TRVAMN URL 7 RVARLH—TH DM,
Cookie WMEFAELRWEH, 774 T Y MZED T — b zA - TRV ZAOHEIFEEI N, Rb DI
RV b BB EGTINET,

B AccessNow TD v ¥ 3> Cookie & PowerTerm WebConnect

PowerTerm WebConnect(PTWC) & {4 2 B, BREEZH SecureGatewayExternalAddress 3% T Secure-
GatewayEnabled 7 F LV ADY 1(F#Mk) TH2HE. URL 7T FLVANRESG 7 RLVARAE LTI 47V M
fEHENE T, SecureGatewayExternalAddress 2 E#H L7254, THOR™MERINET,

T || T =W 3 ia T~ wnT-T:

S ecureli atewayE nabled 1

S ecurel atewatk sternaltddress

ZDAN=ZALEMALT, PTWC ® SmartInternal $§86% AccessNow ##fi T I alb— M TE X9 (B
f£. AccessNow Tl PowerTerm WebConnect @ SmartInternal #fEld ¥ R— b INTWERA), ZOH
REAZANZT BT, WEREL 7

e SecureGatewayEnabled % 1 12U £9,

e SecureGatewayExternalAddress % HIG®D ESG 7 KLV A2 9§55, 2—¥» URL THHET ST KL
AERMHATHICIFEOEFFIZLET,

e SmartInternallsGateway % 0 (23 2%, BOEFFIZLET (F 74 ME0), ESG Z@BLARWT
NTD AccessNow #fild, XA L2~ E= FTHEFETLL51240 £, ESG 2iid 53X TD
AccessNow ##t121%, v ¥ 3 v Cookie MFEET 5720, Gateway E— FDBHEHINDE L5240
£7,

o filfZ X N7-H# % SmartInternal IZFREL £,
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[TTECUTETTETT

nebwork, reconnect, but adds additional load on the WebConnect Server. See the

":'r'r'E':t":'r' Tupes &dministratar's Manual for mare infarmation.
BIvErs
Dwarer Connection Type
| nfarmation : ) . : :
" Public E ztablizh Direct connection bebween clients and hozts,

unlesz clients request Reconnect. IF a client requests
Reconnect then Gatewan will be used for ik,

% Smart Internal  Use Direct conmections far clients that are in the same

zubnet a3 the PowerTerm WebConnect server.
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I 427 EIRAYD Web H—N

B i Web & —3

Ericom Secure Gateway 1Z1%, Web ¥ — "D HARENTVWET, D Web —NZ2FHHL T, IRD
Ericom BT D Web R—U % F A M TE £ 9 Ericom AccessNow, Ericom AccessNow for VMware
View $ & ¢F Ericom Blaze, EJL b1 > D Web ¥ — N3 HEshZ TEF, Ericom Secure Gateway DR — b
NHEIZV Yy AV I EF, Web —\%3LET 5I21E. Configuration Tool % &, Web Server (L
9,

-
E Logout ESG has a built-in Web Server functionaility for the products that are installed with the server.

e, Secure Gateway n When both address and port are specified, ESG can also act as an HTTP Proxy to Ericom Web Serv
f Components which are installed on an external Web Server.

{* Dashboard
L Secured Port Internal Web Server

¥ Connection Brokers Default Folder
S Web Server [ Enable non-secured port for HTTPS auto-redirect

[ Forward original host header
[ Allow access for non-listed folders

. Authentication Server

L* Load Balancer Server

% Mail Alerts External Web Server
L% Log Settings (Basic) Address localhost
* Log Settings (Advanced) Port 80

* Download O HTTPS

ﬁ] Cancel

Ray 77Xy Ry 22A%22)v 2L, EIARAL YD Web ¥—NNDF 7)1~ URL &5 0ENH 5
Ericom 2 YR =%V b 2EIRLET, Save 27V w27 UL Fd, 2—¥H URL DIL— b - XRIZHEATZS
&, BIRUZaVR—F VAT,

Internal Web Server
Default Folder -]

"1 Enable non-secure
"1 Forward original h¢View

Blaze
L1 Allow access for n(  gmin
WebConnect

External Web Server ESC

Bl Z X, AccessNow ZEIRU 72856, 2—HD https://<ESG ¥—=1D7 KL A>:<K— NS> /ICBH)
T5&, URL EHBEIMIZLFOT RV ALY XA LI hEhET:

https://<ESG ¥ —/"D7 K L A>:<FR— h#F 5> /accessnow/start.html
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Ericom ICEELARWVWR—IYDHERMI ESC 2#FATEETH, ChIEARNICHR—FEINT

- WEtA,
. RANT B Web R—TUld, BEANAFHNIVTUYETIMENHY £,

B s Web #—3

Ericom Secure Gateway (21, Web #—/N - 70X U lARETNTWE T, 2D Web —NZfiHL T,
Ericom PowerTerm WebConnect ® Web R—Y %2 7uFo 352 &0 cE 3, ESG #7axv & LTl
A3 5121, PowerTerm WebConnect @ Web ¥ —/3® Address & Port # AL 7,

Ericom ICEAELAWR—IYDT7OFE LT ESG AFRATEEXETH. ThiEARICHR—K

a= ENTWER A,
R ESG ZNMLTTAF T2 Web R—Uld, EXRNBHNIAVT VY ETIBRENHY ET,

B Web #—Niz#ifid %

Secure Gateway Web ¥ —/3% 4 U T Ericom VYV —ANER T 5121E, 77 0¥ 2BEVWTHK®O URL i
BEL X9, Secure Gateway TH— b 443 DA ZHHL TWB 4, URL THR— F 2 HRINICIEET 24
ERHH FET, Hi:

https://myserver:4343 /accessnow /start.html

F7 AV BMT, AF®D URL 2iHTE 9,
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Ericom Secure Gate-
way @ V)V L

Rey

https://server:port/
E A =S

https://server:port/we¢lcome.html

Ericom AccessNow

https://server/accesstow /start.html

Ericom AccessNow
for VMware View
https:/ /server/view /view.html

Ericom PowerTerm
WebConnect (710 ¥
¥ - E—N) https://server/webcornect/start.html

Ericom Blaze (FEri-
com Blaze 77147
YhDOXYvu—7R) | https://server/blaze/blaze.exe

l HTTP vV X1 L2

Ericom Secure Gateway Web #—N{Z, T 74 )LV b THK—bF 80 2V v AL ET, iz &b,
P ="~ HTTP 2Rk, HEKWIIZ HTTPS ® URL 2V X1 L7 bENFET, HlIE, -0
http://server.test.local /view /view.html % AJJU7z8%E&. Web ¥ —NIZK D Z DY 7 T X MPZITANS
N, —PIXEBMIT https://server.test.local /view /view.html (Z) X1 L7 I F T,

Z DREREIZ, A — b 443 ¥ Secure Gateway (&L D VY AV INTWBIEEDAEEL 9, ioFR—+%
FHTEEIFEINTVWEME, HTTP HEV XA L7 MEYR— b3 A, ZOHEEE2ENITBIZ
X, AFOBEEA VIZUET:

Enabled non-secured port for HTTPS auto-redirect:

"I Enable non-secured port for HTTPS auto-redirect

EricomSecureGateway.exe.Config 7 7 1 )V TZ DEEREZ LT HI12id. AR ZHHL £

<add key="EnableNonSecuredPortForHttpsAutoRedirect" value="false" />
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I ssie

EEEMZBE0Z, N—=Y a ¥y 81 LF%E ZHHADGEIZBIED EricomSecureGateway.exe.config 7 7 1 b
. N—=Ya v 85 LEE TR HDEE X EricomSecureGateway.config 7 7 1 V&2 NNy 77w T L TL 7
AN

IV hTY Web Y= NOFEEMKT 2, 7F A -7+ X%2MHUL T EricomSecureGate-
way.exe.config (F 7z 1 EricomSecureGateway.config) % f & 3, WebServer 71 L2 MU D& 7 4 )
RIZET 7 ANV D RF a2 AV IHRED S TENTWEEHELDHY, TVR - 2—YRT7I7ATERNLD
HRINTWEZLEHD ET,

l WebServer [_ (O] <]
Q®v| .~ Ericom Software ~ Ericom Secure Gateway - WebServer - - [‘i’]]l Search WebServer Eﬂ
Organize ¥ 5 Open Indudeinlibrary +  Sharewith v  Mew folder H= - E:l |@|
MName “ Date modified | Type | Size | |

J AccessMNow 1215/2011 10:51 AM  File folder

| Blaze 12/15/2011 10:51 AM  File folder

J MyCustom 12/19/2011 12:00PM  File folder

12/19/2011 10:51 AM  File folder

, Welcome 1219/2011 10:51 AM  File folder
%] welcome, html 12/19/2011 4:58 PM HTML File TKE

B, FRloBEEFEHT DL, URBERINET:
o View 7ANKXETF 7 AL IDT A VXL LTEET S
o view.html % View 7 AV ZDT 74V D RKFa AV ML UTHET S
¢ FALZRMVIZUVARNINTVWRNT A ILEADT 72 A%FIRT 5
e AccessNow, Blaze & T MyCustom 7 A )VEADT 7 A% RT3

¥ 81LUTDON—Vavia ZHHDES

<internal WebServerSettings >
<Folders default _folder="View" allow_access_for non_listed_ folders="false" >
<add folder name="AccessNow" default page="start.html" allow_access="false"/>
<add folder mame="View" default page="view.html" allow access="true"/>
<add folder _mname="Blaze" default page="blaze.exe" allow_access="false"/>
<add folder name="MyCustom" default page="hello.html" allow access="false"/>
< /Folders>

< /internal WebServerSettings >

X 85 NEDN—Y 3 v & ZHHOEGE
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<Property name="FolderList" type="list(WebServerFolder)" >
< Value>AccessNow,start.html, False < /Value >
< Value>Blaze,blaze.zip, False< /Value>
< Value>Admin,login.html, True< /Value >
< Value>WebConnect,start.html, True< /Value>
<Value>ESG,True< /Value>

< /Property>

X LD &SIz, 77 AZHIRTSHEDIZIX [False] 28 ELE T,

B VA MZARWT AV EADT 72 2 & IET 5

ESG WebServer 7 A V&2, ¥ T 7 A NKXEEMTEIENTEET, BIMULEZY 77+ XX, internal-
WebServerSettings ) A MZR\WEETEH T 7 ¥ AHRETT, internalWebServerSettings ) A » THIRMIZ
EHZLTVWRWT A NVEADT 72 A%MiIET 5121%, Allow access for non-listed folders ®F = v 7 K v

B ==4

JARZTTIZHELUET (7218, allow _access_for_non_listed folders="false" % #&E L £7),

1 Allow access for non-listed folders
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I 428 EWIrMYD REH—N

Ericom Secure Gateway (Zi%, #RilV— "X SN TWET, RiEd — Nk, TV F - 2= HNE
DY =2 (Z—=3F) - = AccessNow ¥ — N2 &) i2a>r 27 M 5ENCRGEZIT5Fa VT4 - L
A=t Ed, FIAY—NF FZAXRVRTOY - 7547 e EICHHIN, PowerTerm
WebConnect 8 &TF VMware View Ix 27 ¥ ay - Jo—h— i XffHINEFA,

RAEY = NE, 2P ERIHETERAS YDA UN=THBY =Nl VA=) LU T (PowerTerm
WebConnect 70— — 2T 2856 %R< ), @iy — N, 1 EIZ 12O RAAM VHE L TOAZRET
HZENTEET,

RAFY —NDOFE#EHET 5121, Configuration R—Y ZHHL £ 9

= — —
« administrator b~ Authentication Server

-
E Logout When enabled, ESG will use Ericom Authentication Server to authenticate the user

7 before connecting the client to a resource inside the organization.
L} Secure Gateway B

; I Enabled

.+ Dashboard

4 Address localhost
L+ Secured Port

Port 444

¢ Connection Brokers
i Web Server Save | Cancel

¢ Authentication Server
L.* Load Balancer Server

FENAIL, 7 7 1 EricomAuthenticationServer.exe.config IZ{#fE X NTWE T, T — VDR AT EE2 &%
Elk <appsettings> £27 > a viZh D, FRlORICEREI DKL THD £,
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®E B
Port RBALY — NI kD
Jy AvInbdR—
NOBMETT, AU
R—=—FBTAF 4L
DD Y — &2
HEhTnwihnwZ
’i’ﬁﬁ?ﬂbf XV,
— hOBEIE, Wik
““®ﬁW3F%
EREIVET,
BindAddress ALY — N ENA v
K427 KL A
CertificateThumbprint FRFEY — N CTHH T
% SSL GEHAZE O,
HOBAIMEHEDA
VA= LEH, T7
AV b THHEINE
ER

LogStatisticsFreqSecondd — ¥ A D #j/E % 1
G ]

Eﬁ%ﬁﬂ—/f%ﬁ'ﬁ‘:?“ﬁ & RAAY - A—HORERHETELET, O—H)L - YRFL - 21—

B H(EEERE) .
xR wJﬂ—AéﬂbTD04JT€§ﬁA

I 7[:1 “ﬁ“?@mmnﬁqj—“‘/\ 7&/\\\ jJ’ﬂﬁ—;_é

TRCDT V7 APAXIYay - TA—A—%RHL, ARV F7RY - 77147 (Blaze 25147~
RR ) P OoHHRE L IRWEE . REEY — NEEIICTIBENH D £T, FHER—Y T Enabled DF v 7
Ry 2 2% A 7120, Ry —N"Z WAL ET,

aAxTvay - A== T AR — N ERET R, S 1UTON=Ya v i ZHHDYE
1% EricomSecureGateway.exe.config (ZA FDEFHZEH L 7

1. TAuthenticationServer] | [Enabled] % false (Z#%@E L £
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<externalserverssettings=
<Aauthenticationserver>
<add key=" I::ﬂab'led va]ue=llm ,-’:-:M

A |

2. T Appsettings] | [ConnectionBrokerOnlyMode] % true (Zg%@E L 9

A r\":_‘r‘— DT aTrrTTrigrmasT™ YoaTuTe— TaT3T F -
<add key="ConnectionBrokeronlyMode"” value=" m f}
~ardd laov—""1 nonctatrHdctrdrcsCroncarnnds" wwalua—""AN

8.5 BBED/N— a v & ZRIHDEE L, EricomSecuregateway.config \IZLATFDZEE %2 @A L £7:
1. <Section name="AuthenticationServer">] ® Fil% false IZZZEL £,
<Property name="Enabled" type="bool" value="false" />
2. [<Section name="Security" > O it % true IZi%EL £ 7,
<Property name="ConnectionBrokerOnlyMode" type="bool" value="true" />

AUz &Y, Secure Gateway 2T LAX Y R70Y - 2547V bSO TARTOERAZ LI, 2%
svayv - Jua—A—% ALl yBRTRTOI-FIZHflThE §,

B PowerTerm WebConnect o #E%%

<)% ]\’f /@mu\nﬂz'}j-—/\&ui D %KE’J&'&#J D} T A fJ)j:E{ é?}’biﬁ_ uzbn]}i"j——}\@muéﬁﬁtté F)( SV
DAYN—THHIEEOI—FDVRO T VARV ETT, BIA VEHFATE22—-TFOEHRE2BILT 51

%, Ericom PowerTerm WebConnect ZfHH L T 7Z& N,
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I 429 1axsvav-7o—h-—

IDR=VZMALT, ESG THiHT 2327 ay - 70—H—D7 FL AL K- REZANLET,
F1E. PowerTerm WebConnect & VMware View ® 2 DD 7 A —H—NYR—bINTVET,

= > —
« administrator — Connection Brokers

-
E Logout When both address and port are specified, ESG can act as a proxy to the Connection Broker
In such setup, the Connection Broker server can reside behind the firewall.

|’-:~' Secure Gateway

B Dcciboori WebConnect Server

L+ Secured Port Address ikl

L Connection Brokers Port il

£ Web Server VMware View Server

%+ Authentication Server Address 192.168.35.205

¢ Load Balancer Server Port 443

£+ Mail Alerts SSL

B B [T Only allow connections from a connection broker.
¥ Log Settings (Advanced) Deny connections from standalone clients.

¥ Download

Save Cancel

axovay - Ta—h—%NUEROAZIF T 5I121%, Deny connections from Standalone clients %
BEBIRLUET, ARV K700 Blaze 8 £ U AccessNow 27 71 7 ¥ b % U2 TIdES I, HHX
N7 —H—% N UERAERTRTOI—FIIBBELEINET,

PowerTerm WebConnect ¥ 721& VMware View ' —3D7 KL A%, ESG ¥ — N\ S BZEA e 7 KL A
WRETEBENRHD D T, ping & telnet T—F 1 V71 2HHAL, ESG axr¥ay - Ju—h—-
_/\0)% ‘/b%ﬁﬁﬂlu\b‘t<7’\_éb\

B PowerTerm WebConnect 6.0 D&5E

PowerTerm WebConnect 6.0 774 7> h « 3V iKR—3 > bi&, Ericom Secure Gateway (Xt LTV E
$, % Secure Gateway ¥ DMZ EiZ1 YA b= &N, PowerTerm WebConnect (ZBI# 3 %3 RTD
WEDHE—FR—F - 7OF L UTHELET, X M7 74774 =V ET 1 2OR— FOARKT
LRENHLHI L EFERL FT, Secure Gateway (2L D, BETEZTRTOBEENZTDOR—ME2NLTEE
IZh 2 En k9 PowerTerm WebConnect (4000). RDP (3389). Blaze (3399). AccessNow (8080).
HTTP (80). HTTPS (443). T3 2l —3 2> (80). SSH (22) & &,

Secure Gateway T® PowerTerm WebConnect D% ET 5121E. ARD 2 DOFIHEZFEITLUET:

1. Secure Gateway % G#1{t T 572812, PowerTerm WebConnect DEEL > —)L T 3 D DEREIAK
ERELUET,

2. (4 7Y a V) PowerTerm WebConnect 7 K L AFIZANE A S Secure Gateway & R~ 35728
WZfHH$ %, Secure Gateway [sgl &4 ® Application Zone, Application Portal 3 & U AccessToGo
2547 eEELET, Secure Gateway (F7 00— — - =D ToF e UTHREL £,
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3. (ATvav) Tu—hA—%NUizERE NI R0ESR Blaze 7 710 7 ¥ MR ) Ofi 512 Secure
Gateway 2T 2BE. ARV NT7OY - 25747V NaATDEFa ) T4 2HERT 572012385
AL T VRS

TO0—h—®D 3 DD ESG EHAHXET S

PowerTerm WebConnect Administration Tool %Fi &, Server | Configuration (2 E L 9, BREZHD
—EE 271 —)b - X7 U, Secure Gateway (ZBIHd 2% EICHEL 9
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SecureGatewayEnable)

1-H%)

0-f&sh (Xr—rwx
1 - E—RNEHEEL
7GE, Ta—Jh—
HlAAENTWD
R —E 2 - =
YA BHEHAEN
*7)

SecureGatewayExtern

alAddress

Ericom 7547 > b
O REEAREE 05
Secure Gateway
A 2N N
R—hFZD7 NV R
LR — M ESG %
TUTHERT 5T
R a— 5 R
ARERED LT B0
ENH D T,

SmartInternallsGateway

AccessNow &
AccessToGo T,
SmartInternal ® H
iR R — &
NTVEEA,
SmartInternal D)
HEETIE. o
DY ITAT VMR
LTTF 74 FTH
Bz X4 L2 b D
AN ET, TX
T® Smartlnternal
0 TN A NV §
D 2 GR35 12
. ZOEE 1 ITE
ELET,
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UTFDOFITIE, FXTD Ericom 774 7 ¥ MIXDOT KL AT Secure Gateway (ZEf5i LU £ 9 securegate-
way.ericom.com (A — 4343 #%H)

Ervironment Y ariables: Y

Securel atewapE nabled 1

SecureGatewayEsternalbiddress  securegateway. encom.com; 4343

Secure Gateway CEBMINTARAEAZMFALTWSIHBE, IP 7 KL RATIEAR<. Secure,
—Gateway D

DNS 7 KLZZEAALTLEI W, EEINEIASZNST KL AD R A1 VD RHALET
HBZENBETT,

SmartInternallsGateway % 1 IZFE L7725, #HiD 7 — bV =1 BE % SmartInternal IZFZET D &, T
RTD Access IV HR—3% > b (AccessNow, AccessPad $ & U AccessToGo) i2& D7 —bv oA - =R
PEHINET,

Smartlnternall 26 ateway

a8 IBTE. Access OV HR—X Y NTIE SmartInternal HEENHHR—FIHhTLWEEA
- e (5%EDY ) —RTHATREE RV ET),
NSNS

D934T VN T7AIWVEERET D

WebConnect 25 7 4 F®D ESG Web =N - 74 VXL UTERELEE, T7ANLMDOR=II2&D
sgstart.html I N E 7,

Internal Web Server
Default Folder ect

ZOHRTIE, 81 U TFTDON—=Y a vt ZHHODEAIE EricomSecureGateway.exe.config 7 7 1 )L @D
folder name="WebConnect" TEET LI LN TE X7

<add folder name="WebConnect" default page="sgstart.html" allow access="true" />

8.5 LAED N— 3 v & ZHHADE L. EricomSecureGatway.config 7 7 1 LD Nt value TEE T 5 &
MTEET:

<Property name="DefaultFolder" type="string" value="WebConnect" />

PowerTerm WebConnect 7' 1 — 77— 1D Application Zone & Web K=& )L - R—=Y O 7 71 )LD [sg]
N— a v Tk, PowerTerm WebConnect i Secure Gateway # K- > b T2 LS IZHRET 5 Z 2 h Wb
BIIRHENH0 £T,
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7 RLZABEABOI—HREIFICEA—T KL R (ffl: sg.acme.com) EAT 255, sg.
—acme.com FH®D

V. N HAER DNS IC&KY Secure Gateway DAER IP/7 KL R (ffl: R— b 443 %EET 2774
To4+—ILOFT KLR) B

SHBIN. WEB DNS &Y Secure Gateway DWER IP/7 RLAABHBIND I & %#MHEAL
TLEEW,

# 7> 3 >v® I/websocket] /X5 x—%

Secure Gateway THR— b 443 2 {HHT 254, — MO T T4 v I BT 7 AT I+ —VIZED 71 VR EH
LZHREMEDH D £, BRHROMERP <720121E, Secure Gateway ZREHT 5T RXTHD TCP v 771 v 7
EHATEIESOMEAMIT 77 AT 04—V EREL XTI,

HTTP/HTTPS 74 V&) VT &2 TEIRNT 74 77 4 —)VTld /35 A—& /websocket ZEIL .
Websocket Z {3 % & 5 PowerTerm WebConnect Z#&%E L £7,

Application Zone D& E

T 7 4NV Tk, URL @7 KL A& K- b sgapplicationzone.html (I NE T, FLAYDHE. Z
DR—=VENAZIA XTHBEEHY EFA, 2720, N—RFRI—bMU%ME%E [server:] & [port] D
IZRETBHIENTEET,

ZDHITIE. PowerTerm WebConnect ¥ — & XTS5 7212, sgapplicationzone.html (2 & b 48
Secure Gateway 7 R L ZAHVK— b 4545 ETHINTWVWET (securegateway.ericom.com:4545)

,'. sgApplicationZone.html - Notepad

File Edit Faormat Yiew Help

TdentifyIvm: "IdentitydwM, class”
jauaann1uaderImagerRL:”imaQES”

windowsagentURL : LASwindows /ptagent. cabh”
11nuxAgentURL X11nuxf1x86£qterm W 21p

securegateway’. er1Com. Com

"4 54 5"

Websocket € — RZ2EF#TT 212, /87 A—X& /websocket ZEML £ 7,

+ " /websocket JSHORTCUT=BOTH /AUTOLOGIN=NO";

Web R—#%JL - sglLaunch.asp D% E

T 74NV hTIE, URL ®7 KL AEE— A sgLaunch.asp ZHHINFET, FLAEDHEE, ZOR=Y
EAAZRRARXTH081EH D £ A, sgapplicationzone.html & [EffiZ, N— K3 — b U7fl% [server:]
& Tport] OEBIZHRET DI ENTEET,
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,'. sglLaunch.asp - Motepad

File Edit Faormak Yiew Help

A Parameters for downloader.js

var PT = {

windowsDownloaderurL : "L Awindows SptdownToader. cab”,
javabownloaderurL: "L S Down Dader_Signed.jar“
Tdent iy Ivm: YL Tdent ity v, class ",
javabownloaderImagesurL:". . images",
wjnduwsAgEHtURL: "L Swindows pragent. cabt,

- aimi=la u, - i i 1 i B =1 ud s ERT g

macagentURL: ..Aptagent.zip,

Server: "sacuregateway. ericom. com,

"4 545"

Websocket €— K& EMIZT 2121, /87 A =X /websocket ZEBML £7,

+ "l /websocket WSHORTCUT=BOTH /AUTOLOGIN=NO";

Web K—#JL Comportal.INl D%E

PowerTerm WebConnect % —/3& 1IS 2 B4 D~ ¥ ¥ THEITHDEE, Secure Gateway D7 KL A & K —
FEFRA Y b5 &5 ComPortal INI 23 E L £3, ZOFETIE, Launch.asp ¥ 7213 sgLaunch.asp 7 7
ANEEETZHREEIH O EEA,

AR of]Tld, PowerTerm WebConnect ¥— VY ZIZ7 72 A F 572812, Secure Gateway Z KA > b33
&5 Comportal. INI 2% ELTVWET,

i ComPortal.ini - Notepad

File Edit Format WView Help

[General]
MaxLogFile5izek=<Default>
MaxLogBackups=<Default=
LogFlags=Run Services
[server=webConnect]

ustomaddress=securegateway. test. com:443

Min-Instances=1

L . P Y 45

Websocket €— R &2 ARIZF 5121k, Launch.asp ¥ 7zid sglaunch.asp 7 7 1 LT3 A — & /websocket
ZEBALE9:

+ "l /websocket SHORTCUT=BOTH /AUTOLOGIN=NO";

AccessToGo 751 7> NDERE

Secure Gateway Z{ffH L7z E€— b - 72 ¥ AHIZ PowerTerm WebConnect %##%E3 % &, AccessToGo
DOEGENAEEIZA D £97, AccessToGo % f#iffl L T PowerTerm WebConnect (23 5 121X. AT DO FIE
EEITLET:
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1. AccessToGo 77V %Xy >u—RUET
2. # L\ PowerTerm WebConnect #2fi% /R U £ 3
3. U=NDEHHEIZY —NDT RV AL R—-F &2 ASUET (Hl: securegateway.test.com:443)

4. OK 227V vw oL, #g 22y 7L CRELET
Secure Gateway % fff L T#Efid 2

PowerTerm WebConnect FIZHEYJIZ Secure Gateway % %€ T % &, Secure Gateway @ URL (122 —HH
XAV o hE3NEd, 2 —HId https://securegateway.test.com(F 7z 1% http) Z AL %9

[ PowerTerm® WebConne % \ \

- C [ hitps;//securegateway.test.com

R=VFHBHNZRIZY X4 L2 I E F: https://securegateway.test.com /WebConnect /sgstart.html

f’ [ PowerTerm® WebConne \

&« C | [ https;//securegateway.test.com/WebConnect/sgstarthtm

4 Welcome to the PowerTerm® WebConnect
Easy Access Page

¢ _ERICOM

. Access DoNE RIGHT

PowerTerm WebConnect provides flexible and secure enterprise-wide
access to business-critical applications and desktops

Select the access method you want to use:

PowerTerm WebConnect

enables you to access | AppllCOTlOﬂ ' Apphca’rlon
your published applications ZLone Portal

and desktops via the ~
Application Zone or the Rich client interface with local Web-based access from within
Application Portal desktop integration. the browser.

Secure Gateway |& Web ¥ —"AD 70X & UTKIET 5720, TRTOY T 74 VKT 74 IVAIEE
DEFIZHRD T (Bl: /webconnect/sgstart.html) A — k 443 LA % Secure Gateway & U THEHT 545
4. URL CTHIRIICIBE T 2 HERH D £3 (Hi: :4343) )

(D) PowerTerm® WebConnect

2> C Oh'r'r::us:_.-’_fsecuregateway.testcom:4343_,’k-.-'e::uconnect.-’start.ht"n|
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1 — D Secure Gateway %ffF L T PowerTerm WebConnect IC#E#EY DM, IRT
D

D
- SmartInternal T BHEMIC ¥—ro A4 E—RIMFERINET, 91 L0 MERITSE
AR

BEZITFEEA.

E:B\EE-U-_/(@;QE
PowerTerm WebConnect % B THiHT 5546, Bt —NEBED L FHA, INEZRTTHITIE, 7
‘\/5\/ ’—7‘3 77 Vco)mu\uJ‘.E“H_‘—‘/\%ﬁfx)dJ’ft—g—éJ %Zjﬁﬁbf<f:éh\o

777U, ZORBETCAXR Y RNT7RY - 25347 M iHT 554, F—Y—/NET PowerTerm Web-
Connect & Secure Gateway #EIfES 2 MHERH D 9, HEOHMY —N2HHT 5 L5 PowerTerm
WebConnect ##&%ET 5121, UTOFIEEZETL X!

1. PowerTerm WebConnect OEHY —)LIZHBE L 3

2. Files | Configuration | Main

ew | Fles | Tools Options Help
| Configuration 3 m Main
3 Defaults L Users
L™ Bloe Y :

3. 774 NVDOERREIZEE L. Authentication Server] Dt 27> a VEZBEUETLUEHDONN—=T 3 D
ptserver.ini 7 7 1)V A1 VY HR—F LGS, 20X 7Y aVIIFHELBRWVEERH D, TOHEEIEE
7 avEERTAILENRDD T,

4. BEEY —NBEGTTBEMOT L A%2FREL FTLATOHITIL, FREEY — V1% 192.168.0.2 ETHEF
INTWVWET

[Authentication Server|
Address= 192.168.0.2
Port= 444
CertificateDnsIdentity=
MaxClockSkewMinutes=180

5. Secure Gateway D E 7 7 1 )L (EricomSecureGateway.exe.config) (235 T, <externalServers-
Settings> | AuthenticationServer (ZBE L, FIH 4 THRELZMEEALCITZ25 &5 Address D%
BELET

<externalServersSettings>

103



ERI0384B

<AuthenticationServer>
<add key="Address" value="192.168.0.2" />
<add key="Port" value="444"/>

ESG DFEHRE

B QUL 2 AL ZAEITMZ, NX—=Y 3> 81 MTF%2 ZHADEE I EricomSecureGateway.exe.config
77 ANVEFETHRET ST, A VAN TR AFIBR U -REE2LFETLIENTEET,
BUFIE. 7 F L2 192.168.35.134 @ PowerTerm WebConnect(PTWC) H— N & #ifEF 25 & 512 Secure
Gateway Z&ET 5V VTN TT:

<WebConnectServer>
<add key="Address" value="192.168.1.134" />
<add key="Port" value="4000"/>

< /WebConnectServer >

<WebServer>
<add key="Address" value="192.168.1.134" />
<add key="Port" value="80"/>
<add key="SecuredConnection" value="false" />

< /WebServer >

N— a v 85 MEE ZRHDE AL, EricomSecureGatway.config 7 7 A VOU T DR EEETT L &
THREMHETT,

<Section name="WebConnectServer" >
<Property name="Address" type="string" value="192.168.1.134" />
<Property name="Port" type="int" value="4000" />

< /Section>

<Section name="ExternalWebServer" >

<Property name="UrlServicePointsFilter" type="UrlServicePointsFilter"
value="&lt;UrlServicePointsFilter /&gt;" />

<Property name="UrlDefaultServicePoints" type="list(string)" >
<Value>http://192.168.1.134:80,/ </ Value>>
< /Property>
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< /Section>
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Secure Gateway IZB#H$ 2 AFHAIGER TR TOHKE X, EricomSecureGateway.config 7 7 1 )VIZH b £
T, ZOT77ANVE TFAL - ZT4 X TS ZLNTESLTFAL - 7740 T, BHEB, KBTI
Y- AHEHLLETT,

 EZESNF SRR DD

A7 MU R MEREDY Ericom Secure Gateway 7.6.1 TEMMI v E U7z,

WD 3 DODRATDHRTA NI ANEFREMFETT: TN - 2—FOT7 NLRAEHEH, VL— - —1"D7T
RUALHEH, BXUOX—=7Y b - K"AFDOT7 RLVACHEHFE, VL—- =N TN -2-HFrix-ry

b+ AA N (Hl: Ericom AccessServer) [#]Did#{5 % Hik 4% Ericom @3 HK—+ > hTY, IPvd 7 KL A
& IPv6 7 RLARTR— I TVET,

FTRTOFRTA M)A NI, FTIAVITRESELEINTVWEST, 1 2DX1TDRTA MY A NE2ERML
5121k, AsfboFzEE MMalsel 55 Ttruel IZZEHL E7,

R

<add key="ClientWhitelistByIPAddressesEnabled" value="false" />
<add key="ClientWhitelistByIPAddressesEnabled" value="true" />

7 R LA, KA T+ —< v b (H: 192.168.1.1) TAAL, I aBv v () TREID T,
7 R L ZAOFHIE, RO IP, XE-), BEOEWAHD IP 6L E T, #l: 192.168.1.1-192.168.255.255

TRCOBEA T avO—BRIUTDEBHTT:

<Visitor>
<add key="HandshakeTimeoutSeconds" value="60" />
<add key="ClientWhitelistByIPAddressesEnabled" value="false" />
<add key="ClientWhitelistAllowedIPvjAddresses" value="" />
<add key="Client WhitelistAllowedIPv6Addresses" value="" />
<add key="RelayServer WhitelistByIPAddressesEnabled" value="false" />
<add key="RelayServer WhitelistAllowedIPv/Addresses" value="" />
<add key="RelayServer WhitelistAllowedIPv6Addresses" value="" />
<add key="TargetHostRestrictedToRelayServerIPEnabled" value="false" />
<add key="TargetHostWhitelist ByIPAddressesEnabled" value="false" />
<add key="TargetHost WhitelistAllowedIPv4Addresses" value="" />
<add key="TargetHost WhitelistAllowedIPv6Addresses" value="" />

</ Visitor>

<Admin>
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<add key="Inactivity TimeoutMinutes" value="5" />

<add key="WhitelistByIPAddressesEnabled" value="true" />
<add key="WhitelistAllowedIPvjAddresses" value="" />
<add key="WhitelistAllowedIPv6Addresses" value="" />

</Admin>
[ClientWhitelistByIPAddressesEnabled] &EEERT A MY X MEEIX. HETD/NN—Y 3
VT
- — lLockdownAllowed****] 7 NLRE LTHFELTWELE, BEINSDERELMEHKL TV
EE: 3154,
FLWEICRSA—4EIE—LTLEI,

§ HTTP/HTTPS #Z%2 70y 2§53

AccessNow @ B {512 Websocket ® A % il 3 % & 5 Ericom Secure Gateway (Z il 3 5 72812,
HTTP/HTTPS #fhic 32N TEET, #HET 7 A L T<Section name="Http" > EIZBE L,
#)DF*— [Enabled] % [false] %5 [true) IZF&EL 7,

<Section name="Http" >
<Property name="Enabled” type="bool" value="false" />
< Property name="ClientPullDataTimeoutSeconds" type="int" value="30" />
<Property name="ServerPushDataTimeoutSeconds" type="int" value="10" />

< /Section>

B &y ay Cookie B4 L7 b DEE

N—Va Yy 7.6.1 Tlk. Websocket BHESL I NZBOBRIIOT v TV —K - a— )V 2R #E T L7202, 2
FA4T7 VN -kviay Cookie BIIENELZ, F/h Ty FTIVL—FN-UITAME—#IZb—T v
EREINET (2077 —Fid, XSRF WEPSR#ETE2DICEF I TVET), ZD Cookie &,
ESG CSID x Uil e, #emiExiMofiasieeb 9,

Cookie DZA LT T ME, ARODESZT7 71 IVTERELET:

<add key="ClientSessionCookieTimeoutMinutes" value="0" />

=YD E AT L (Websocket X HTTPS 2WE#I{bENTWBEE, 6%/t LT). Cookie DEH)
WIRAUN TV B GE, ERMPEASI N, 23— ER—Y2 )V a—NL TR A VEHRITTI2HELDH D
£7,
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Cookie DZ A L7 7 FRIZ, F—FNA A TEDR=YZFWETRTDT 2T 1 77T 50 TRBX
NET, HlzIE, 2 —YH Firefox 2fiHLTR=—VZ2HE, ThE2HAL. TORX—Y % Chrome THW=
BE. ZALT Y MNEEO AT v s X7 vk, Firefox THERINTWZEBASHBEL 9,

v ¥ ay Cookie DV —ADFHMAETRNIILTDO L E D T
o HHUIZZV R - 2—HFDTSIFNRR—IU%ZY I AMUEEE. ESG 12 Cookie WFvyvyadhxd
o Cookie ™) — AL, [ClientSessionCookieTimeoutMinutes] (ZFHEIDWTEHZINE T

o V=27 I ¥ TR, ESG(H—N) flicifiFaInEd, 20D, IRTOTIIHFIFT VN -
I—HFDFNAAMSED 1 2D T I3 9H L LTHFbhEd,

e Cookie DLV —Alk, 7747V MNP 7 RVAR) ZT&TT, ZD7H, MLI—Y - TNAAD
BEDOT I35 561E, H—D Cookie &V —AMHHINE T,

e Cookie ® V) —2ZMARIIX, R—=YUDPEBEINE-CIZEEINE A, EES NZEFEZIZOAMREY)
Nz £9,

o 1—HFiX, TNENOHRUNDBZIIARA—VEVBE—-RUTESGIZIVX I I T 2ZRBEIZRD
E S

B & — L oc OMEE (AccessNow D &)

Z DO#BElE. AccessNow DA THERAINET, REBFICMOD Ericom 7747V 5 (fl:,

—_— —Blaze 7747V M) &
SEE. FRLTWRIGE., COBBZEMELAVTCEST Y,

R=Vay 761 Tk, [FHTEBRETEAAL - 7 FLRERET 270D 2 5DHFTA M)A | - 57
A—ZPEBMENE Uz, RTA M) AMERET DI1TIE. RET 7 1V EBE. [sessions Settings | £
Z—1] DROGFIZHHL ET

e OriginHttpHeaderWhitelist Addresses
o HostHttpHeaderWhitelist Addresses

Websocket @7 v 727 L— R - 2wt — EIZ [OriginHttpHeaderWhitelistAddresses] 23 EZNT W5
PR ESG IZ& D Fzvra3nEd, IFMEx] HITP ANy XN A v —VILFET 2548, TUMNEHETE
57 RLVADVAMIHDIEDPHERINET, 25 ThiFhE, T2R5c) HTTP ~y ZhA v -
TFHETEILEDRF v 7 INET, FHETIEE. TNVEHETEE7RLVADY ANMNIH D Z BRI N
F9, ~HTE2HOBFMHLELRVEA. Websocket D7 v 727 L—K - )T A MIESG IZLEES N
7,

iz, THostHttpHeaderWhitelistAddresses] 2 REINTWERMN ESG L&D FzvrIhFEzd, KR
M HTTP Ay ZWRA Y =V IZFET 256, TNUMEETEL T RLADY AMIH S Z LRI N
¥9, ~HIT2ELDOREMLELZWVEA, WebSocket D7 v 727 L—F - V7T A ML ESG iZ&hiEAFXN
ES
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MHDT A% 725G, ESG IZX W ERAZITANSNET,

I HTTP 2 ¥ a2V F 1 ~v X —%2HET S
HTTP %2V 51~y X—I&, EricomSecureGateway.Config file TRHEINTWVWET,
X 85 EDN—Y 3 v E ZHHDOE A, EricomSecureGatway.config THHEINTWVWET,

X-Frame-Options DE%RET 5IC1E. REREL £T: <Property name="XFrameOptions"
type="string" value="" />

AVFoYtEFal)7T4R)—0OE (§741 5, X-Content-Type-Options: nosniff) Z5RET 2 IC1d, REFELET:
<Property name="ContentSecurityPolicy" type="string" value="" />

Access Control Allow Origin DIEZERET 2 ICI1E. REREL £T: <Property

name="AccessControlAllowOrigin" type="string" value="*" />

| E=EipiEL:

Secure Gateway L' Y — @ A2 R 5121k, 2 DL E®D Secure Gateway 241 > A h—JL L, THh5
ANDT IV AZRERTEY— R =T 4 DILERBE—R - NS UHZMEHLTLEZI W,

O—F - ANIUHcd), VR - a—Fom 1 207 FUABRtshEd, Y7ZAM2a—F -
NTUHIZEFET B L, B M Y OEAIFEEZFE DN THHABEZ Secure Gateway 12V 7 T A3
AV hEhgEd, BANZRI YR -peryRo—F - NI UHEHHTE ETA. Secure Gateway »°
TIT4 T THIPPBRHINEWEE DL T,

| Qualys A 'L — RD7=d 0 E

Windows 2012R2 ¥ —/NIiZA4 Y A b= I NN —=T a3 v 7.5 AED Ericom Secure Gateway &,
QualysA6( https://www.ssllabs.com /ssltest/ ) D A Z'L— FZ&EK L 9 (2017 4 8 HIR A CHERFEA).
R E N7z FEHAE & Nartac O 1IS Crypto Y —Jb ( https://www.nartac.com/Products/IISCrypto )
bRBELLDEY, ESG 21 VA=V U7k, BABLTHELD SEEL TEHEINEHEZMART
BEIBRELET, TANFA— REEHZOMMAIZ, K\ Qualys ZLV—F2 &7 53 HEEMENDH D Z &I
FERELUTLEI W, Iz, MTFD & 512 1IS Crypto %2f#fH LT RC4 5 & & ¢ Diffie-Helman #it A % &
A3
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NARTAC

!‘n 1S Crypto 2.0 SOFTWARE

o Schannel

Ciphers

These settings enable or disable various options system wide, When the checkbox is grey it means no setting has been specified and the
Schannel default for the operating systern will be used. Click the Apply button to save changes.

f Protocols Hashes Key Exchanges
d || Multi-Protocol Unified Hello [+] MULL [+] MD5 [] Diffie-Heliman
= e /] PCT1.0 [+] DES 56/56 7| SHA [#] PKCS
Cipher Suites ] i =
[] ssL2.0 [/] RC2 40/128 [/] SHA 256 [/] ECDH
[¥] s5L3.0 [] RC256/128 [/] SHA 384
: 7 TS 1.0 [/ RC2 1281128 /] SHA 512
| [ TLs 1 [] Rca40/128
Templates [ Ts1.2 [] RC4 56/128
[] RC464/128
D RC4128/128
t‘:‘J [/] Triple DES 168
[/] AES 128/128
Site Scanner [7] AES 256/256

i [ set Client side Protocols
RC4 ¥ Diffie-Helman S HE 2 BB L T2V —NEDZOMOT TV r— a VBB R 215 Z L ITHER
LTLEIW, RANT T T4 AL LT, mEDNRT7 4= VA ZEMND 7O Ericom Secure Gateway
B —NEQOFERT TV r—2a vy ThinERHYET,

IIS Crypto OEFEZLIZY —NZHEFH L, Qualys ® Web %1 b T ESG ® URL 25 AL T, TA] 7
L— N e L2139 TT,

SSL Report:

Assessed on: Tue, 08 Aug 2017 19:04:48 UTC | HIDDEN | Clear cache Scan Another »

Summary
Overall Rating
Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

| SWEET32 (28§ 2 i3

Ericom Secure Gateway 1&. SWEET32 "Dt ¥ a2V 5«1 FH#S KL BENZARV —F 4 V7 - VAT A
KIS L TWET, SWEET32 129 2 R#EDHANRAT v 7%, MY 7V DES #8305 2TY,
Z1iE Nartac @ IISCrypto ZfEH L THEITTE XY, YATLAZHBIIO—INY I TEDL LS, £HEE
BT DUV AT LADNY Ty TRAFy T¥ay hOFEREZENRNTLEZEI N,
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B SL Medium Strength Cipher Suites Supported 253 3 {2

Ericom Secure Gateway I&. SSL Medium Strength Cipher Suites Supported] ~D+¥F 2V 7 1 fR#XS
EORMEI NI ARV =T 1 V27 - VAT LAIHIELTWET, ZOMEMEICHT 2 EEOHEARN ATy S
. TRTORME Y MES (RC2 XU RC4) 2T 5 Z & T, Zhid Nartac @ IISCrypto % fif
AUTEIFTEET, #HlzI1E, Nartac @ IISCrypto Z2#H L T, U FZ2HRELZBICARLV—F 1 VT -
VAT LEHEEHLET,

B 1S Crypto - O X
IS Crypto 2.0 NARTAC
), il SOFTWARE
¥=d Schannel
l A
\ Protocok Ciphers Hashes Key Exchanges
J Mufti-Protocel Unified Hello HULL MDS [[] Deffie-Heliman
PCT1.0 | UES 5658 SHA PCS
$51 2.0 [] rc2 40128 SHA 258 ECDM
$5L 3.0 [] rc2 56128 SHA 324
A ns1.0 [] rRc2 128128 SHA 512
B nsia [] RC4 40128
ns12 [] Rc4 56128
[] RC4 4128
[ RC4 128128
E [ ] Triple DES 165
" AL Tl TS
te Scanne AES 256/256
B3 set Clent sice

ot

F7-. EEomi#IE, MY 7L DES 2EMLTAZ 22L& 5 SWEET32 Ok R LU TWET, VAT A
PRABIZA—NAUANY I TEL LS, BHEHEZEMATIRNIVATLDONY 77y TRAF Yy T ay hOEH%Z
BN WT LI,

| PTWC ©o DMZ D&

FTI7xNETIE, A v X—%y MEHT ESG 2/ U CH#T 22—k, ESG 07 FLAZMHHLTWS
¢ PowerTerm WebConnect ¥ — N2 X D@l &£ 3, DMP IP L > Y% SmartInternallpRanges 24
THRELTWBEE, Z40lE SmartInternal OEEZE HilF 585605 0 £7,

1
e ESG:10.75.4.1
e PTWC: 10.75.1.1
e FEnd User: 10.10.50.50

PTWC @ SmartInternallpRanges 1= [10.10) %381 L 734, 2—H & PTWC 2 &> T 10.10.50.50]
Tl7a< 10.75.4.1) (ESG 7 KL R) L LTRMBINET, TOED, 21— FOBFE LA L2 b - £—F
TRZL, BIEHES— bz - E— REARVET, PTWC IGEICTY K - 2—F0 IP 7 KL 2% 2

XH5IZ21F, index.asp & applicationzone.html @ PRAM Y A& MZI/XF A —X& /websocket ZEMUL £ T,
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AccessToGo., AccessPad. & & U AccessNow TlE. SmartInternal HEEEIZTLRICIE
YR—PFIHTWEEA, TNhEDY 5472 bTIE SmartInternallsGateway B % fEMH

A
- LT
AR F—RNY A DEFLEBSINENHYET,

l ESC o727t 2%HIRT 5

ESG & X =3 F) - b= N~OEEHERHEHERT 221X, Windows 771 74— D A3—7 OFHlI%
AL ET, ESG ~DEERK 2 HIE T 5121%, Ericom Secure Gateway H DR — MHANCEEH L 3, A
- 2T% 27V v 2oL, ESGANDT7 VAR BVATLAERET T4 T7VADT KLVLAZ AL
£9, UFROHITIE, 1192.168.1.1 | 25 DEHEDAN ESG F— b 2N L THERTE 7,

Open Poart for Ericom Secure Gabeway Properties

Gonesal | Poogroms and Sernces | Compuint |
Protocols and Pots Scope | Advanced | Umm |
Lical IP addiess
L deylP sdden
. 7 Thess [P sddesoes
e |
e
o |
Feemote IP sddws
o A sdden
¥ Thee I sdderoes
I (EAEER] Add. t
| 55t
1
Z—3IF) - F =N EOFEEHE ESG OAICHIEYT 5121k, HEOHR— M FAkkD 2 3 — 7 ORI % #E

LET:
o 3389: {#® RDP K—k

e 8080: AccessNow/Blaze DR — b

fos o710 091 X%%HT 3

F7xNbouas - 774»@#41i32MBTT0;®L@k L7z, L7 7 A VDB ER I E
T, ZOMEZEFET BI2IE. config 7 7 1 IV EME L, logSettings 2 ¥ 3 > D LogSizeMB D€ % 2 H
L¥EY., HROY 1 X (MB B ICEEZZEEL, FrUWEPAKMENS L5 - A2HEHLET, ¥—
CAZFHEETLILI2, HiLvwes - 77 ERIhET,

§ SSO 74 —24® POST

POST 23U R—bINTWVWEIY— R =T 1 OFFET YT« 7+ (SSL VPN 72&) 2HT 2546, 22—
WEEREEFE ADBMIEHRZH AL T AccessNow £y avizy v N - A4V F v T332 eNTEET, 20
BEgEIZ X, ESG MRBETT,
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TV T 47412, POSTURL Z2AHT274—1VE 20 FET, HRNOEFD SSO URL 2 AL
EC

AccessNow: https://esg-address/accessnow /sso

AccessNow for VMware View: https://esg-address/view /sso

WMADT—RAT, T 7 A4k - R—=Y (start.html & view.html) ADY Y TR KA ESG,

= Sic&w
EE: BEMIC) ALY hINET,

TH—LIZUTFD7 4 =)V RZBHL £7:
e name="autostart" value="yes"
e name="esg-cookie-prefix" value="EAN "
e name="username"
e name="password"
e name="domain"

AR, Juniper SSL VPN TOH#ITT:

Autopolicy: Single Sign-on

Use this autopolicy to automatically pass user credentials to the Web application.

~ Basic Auth POST the following data
~ NTLM Resource : * hitps://esg-address-443/view/view_html
@ Remote 550 I Post URL: * hitps-//esg-address: 44 3iview/sso I

I Deny direct login for this resource

O Allow multiple POSTs to this resource

(vaie ][] (3]

Label Name Value User modifiable?
Not modifiable

[ cookie-prefix esg-cookie-prefix EAN_ ot modifiable

[ Username login <USER> ot modifiable

1 Password password <PASSWORD> ot modifiable

[ autostart autostart yes ot modifiable

[l anserveraddress address 192.168.0.88 ot modifiable

fifi Tesg-cookie-prefix] 12L& D, 74 —2A5®D AccessNow Cookie DL T 4 v Z ANEHRINET, Tk,
AccessNow Dt D 7= DMHEE T, X—7 v MHEX URL OHBE. SAD [/sso] DEGAVE E #i
ZAoNET, X—7 v MELL URL 056, BEOSAVRERIZEZHBAOSNET,
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% POST §34bDR—IJDY Y TIL

<form name="cookieform" method="post" action="/AccessNow/sso"><p>

<I- <form name="cookieform" method="post" action="/view/sso"><p> —>

7 KL R <input type="text" name="address"/><br/>

<I- RDP Host: <input type="text" name="fulladdress"/><br/> —>

a—H4&: <input type="text" name="username"/><br/>

IR —R: <input type="password" name="password"><br>

KX A <input type="text" name="domain"><br>

Ericom Secure Gatway %{EF: <input type="checkbor" name="use_ gateway" value="true"><br>
F—kox4 - 7RLR: <input type="text" name="gateway address"/><br/>

BEHEFICTOY S L% <input type="checkboz" name="remoteapplicationmode"

value="true"><br>

TOT T LDIINR;: <input type="text" name="alternate_shell" size="256"><br>
<input type="hidden" name="autostart" value="true"/>

<input type="hidden" name="esg-cookie-prefiz" value="EAN_"/>

<input type="submit" />

</p></form>

POST DEAZITRZR—Y DYV T

<body >

<%

Response. Write ("7 R L X :"6 Request.Form("address") &"<br>")

Response. Write( "fulladdress: " & Request. Form("fulladdress") & "<br/>")

Response. Write ("1—4:"€ Request. Form("username") €"<br>")

Response. Write ("/NXZX7 — R :"6 Request. Form("password") & "<br>")

Response. Write ("R XA > :"€6 Request. Form("domain") &"<br>")

Response. Write( "autostart: " € Request. Form("autostart") € "<br/>")

Response. Write( "esgcookieprefic: " € Request. Form("esg-cookie-prefix") € "<br/>")
Response. Write ("Ericom Secure Gatway % {8 : "6 Request. Form("use_ gateway") €"<br>")
Response. Write( "7 — ko x4 - 7 KL R:" & Request. Form("gateway address") & "<br/>")
Response. Write( "#&#BFIC T 0T S L% BE): " & Request. Form("remoteapplicationmode") & "<br/>")
Response. Write( "7’097 5 L®D/XR: " & Request. Form("alternate_shell") € "<br/>")

%>

</body>
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2008R2 £ ESG (Z(& TLS 1.0 B’ &

ESG v9.0 BAETIZ, XRA N T 525 4 ZZHbET TLS 1.0 FEMH XN TWE T, Windows 2008R2
Y — NZiE, TLS 1.0 B%ZEHTT, Ericom 1%, 2016 BREDH LWARL —=F 1 v Z - VAT LEFMLT
ESG #%47L. TLS 1.0 2L EI N FFICTHZ L 2HBELTWET, 72720, 2008R2 ZHHH BE
THHGE. MOT7 71V EHELUTCFET TLS 1.0 2Bk TE T

<drive>\Program Files (x86)\Ericom Software\Ericom Secure Gateway'\EricomSecureGateway.Config
SslProtocolsWithClient & SslProtocolsWithHost D i 512 x4 [Tls, | #EML £,
i

e <Property name="SslProtocolsWithClient" type="SslProtocols" value="Tls, Tls11, Tls12" />

e <Property name="SslProtocolsWithHost" type="SslProtocols" value="T1ls, Tls11, Tls12" />
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I 4211 F9=H1L-H4FE—F

B AccessNow O—fRII7RTS— - Avtk—Y
FEEAYDOERFDT T IV TIE, BElbanizty Y a v EELT A8, EEINZHHENERINET,

[Failed to connect using both WebSockets and HTTPS] (Websocket & HTTPS D /5 % {HH U 7= Hafi 12
KUK ULE) twS oo —a—WicRRIhiGa, ESG ¥ — N LOGEE IZHED H 5 /e H b
9,

ESG O#EIZHHLTWE T RLAZHARLTLEZI W, TRLVAWIP 7 KL ADIGE. TADGHEL
—HF Uz, M@z ERTaEEMERH D 7

IP 7 NV 2% HHT 5D TIEAL, ESG IZHELEHINGMNEL —HT L5 XA v H2MHLTSE
RN

Bz, 1192.168.1.111) ZHT 2D TIER L, TD KA A V4 esg.test.com ZHHL T IV, 51T,
lesg.test.com] F7zik *.test.com| & —# T 5 ESG Liz, B INiHEEZ A VAR =L LTLZI W,

fos - 7710 r0m4E

TN BR— N EEHET LB, ESG B 7 BREL XNIGERH D T, RER—ID Download »*
5, BEOQ S - 77 A NVERBTAZIENTEET, EROOZ - LNV, 220007 - R=IUMPSEE
TEET, YOBEZAMITEINITOVWTIE, Ericom DY FR—+ - TUIVZTIZITHEL I W,

« administrator [~ Download
= Logout
I Secure Gateway |~ |
Ericom Secure Gateway Log File
.+ Dashboard

L secured Port ! :
Ericom Secure Gateway Log Viewer

“* Connection Brokers
“* Web Server

Ericom Secure Gateway Administration Manual

L Authentication Server

.+ Load Balancer Server

Lf Mail Alerts

¥ Log Settings (Basic)

* Log Settings (Advanced)
.+ Download

0z 77 A VZIERRE 27 —ABETT, TOL 27— Download X—Y 547 v u— FHEET
T, BRBUT T ANK—F RO & 54212 H Y £9: C:Program Files (x86)Ericom SoftwareEricom

Secure GatewayLogs

l HTTP/HTTPS 74 V&Y v 7 % RT3 5

—¥BDRA TDRY VT =0 - 8T T4V IRT 7 AT I A—NIITHY ZINEZ DY T, KiEn
D7 74T —=)VDKR— 1k 443 I, HTTP(B & HTTPS) X—AD@GFHICHE I TWET, K
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BT 7ATIA=NE, JEHTTP I 714v 2% 74 NVZATHRATAZHADPBEHINTWET, Secure
Gateway IV —T 1 Y7 INBIRFL>T, 7747 V4=V ET HITP 7 4 V&R > 7 %EHEN B
BERDGEDPHD ET,

Ericom Secure Gateway Tlk, A4 REHO NI 71 v 22 70Fv 352 PN TE T, —Hid HTTP
R=ATHY, T5THRVWEDEH Y £9, Web Application Portal ¥ AccessNow % —#IZfHHT 254
D&, HITP 74 VR V) VTR N T 2 RBEDR R RD ET,

DFOF—7NE, B AL VBRI NS e baLiERLT0ET:

EHROTEE fRHEN30M0
%

Web Application | HTTP/HTTPS
Portal ~om 274 >

AccessToGo ~® 1 | HTTPS
V%

Application Zone ~ | TCP
ourA Y

AccessNow @ RDP | HTTPS (Secure
yvay Gateway D HE)

AccessToGo RDP ¥ | TCP
7% Blaze D&y ¥

a v

RemoteView RDP % | TCP
72 1% Blaze D& v ¥
3 v

B Admin Configuration Portal ®7 4 KJL + &4 L7 7 b

Admin Configuration Portal ®F 7 # L bD7 1 KV« R LT T ME, 5 DT, THNE2EET SITIE,
EricomSecureGateway.exe.config 7 7 1 )L Zffit U, sessionsSettings/Admin/Inactivity TimeoutMinutes
ERELET,
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4.3AccessToGo BEEHA R

B 4.3.1 Ericom Access To Go 1—#~v=a17/

| R

Ericom AccessToGo 1., XInT 2 #EEFZ P X T L v b - TANA A9 5 Windows TAZ by 7771
F—vaiZ)E— MERT ABREEA T N —YIZRMEL T,

Ericom Connect # & ' WebConnect Client 1% AccessToGo *RUT VY v A v X —Tx—AZEHAL
TVWEITH, BENETo—h—D7 7 2L TWEd, FHMIZOWTIE. AccessToGo DO FH &
Connect/WebConnect OFEIZETH L7 a v 2SR T ZI W,

Ericom Blaze Client 1% AccessToGo *AIUTY YA v R =7z —A%FHLTWETH, Blaze D7 2
CADMIFHEL TVWET, FEMIZ DWW TIX, AccessToGo OFfH & Blaze D% EWET 27 a v i3
L TL7Z X\, Ericom Blaze Client {Z1%, AccessServer 7.3 MA E AW ETY, 727 =7)b - K- Mz
T HEME 7 IIMREIZ DWW TIE, mobile@ericom.com £ TE X =L TEMWELELEZE W,

—*¥TIF¥

Ericom AccessToGo 11 Y A h—)VAlfER 3 DDAV R—F3 ¥ MI X ORI N TVWET,
1. Xyvua— KRR 147> b
2. (A7 aY)RDP 727¥ I L — 3y e [EfED78 D Access Server

3. (AT av) TR MY TRT TV =y a A AORENDIEFIEINZY E— b - T2 A2 T
% Secure Gateway ¥ —t &

Z DML, AccessToGo DAV KR—F Y bR ED LS ITHEEIT I Z2RLTVWET, ALV IODEHIILY
- MEERL, BEORHIINEEREELTCVET,
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Ay FT—4 (LAN) E
DENAILTINA R
iPad, iPhene, iPod Touch,

Android7# >, 8 7Ly |,
ZOMENA VT INA R

FIUr—yave
TR by IhRELTLS
Windows# — S+ LY —EX

Access Server
(FFav)
VDIZ&EL ) E— FOYpE
E HLUERBTRAI by
SERy R —4 (WAN) L Ericom | 1
DENAILTINAR Secure Gateway
iPad, iPhone, iPod Touch,
Android 7+ 2, 2 T Ly |k,
FOMENAINLTINA R

Access Server
(FFiay)

1. =V Ra—HiF s d 288

R

XX 7w b T Ericom AccessToGo B L £3, AccessToGo
AN A—RE A LET,

2. AccessToGo &, WHR®D RDP "A M LT RDP £7 14 Blaze #iExHAE T,

(a) * 7Y 3 »® Ericom Secure Gateway %L TW5HE, AccessToGo £y ¥ a Vi, ®
FaT7RAE=DN (FT7AN ML 443) 2N L TERINET,

3. Blaze 2 AL L TW A4, Access Server 1t AccessToGo v ¥ a3 A, RDP 27 2+% 5
L—=bULET (FT74NVHFTIE 8080 A=t %MLT), Blaze AL TWRWEE, AccessToGo

& EEE RDP 2k o TZIFANSNET (T 74 MTiX 3389 K— b %24 LT)
ZOMIE, AccessToGo D% 3> K—3% > b & Ericom Connect ¥ 7z 1% PowerTerm WebConnect 7 1 —
H=NEDESIZHEFHTEINZRLTVWET, ALV IAOKEIZY E— b 2R L. BODOKENINER
EHERLTWET,
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RE+Ry hT—2(LAN)E
DENRAILTISA R
iPad, iPhone, iPod Touch,
Android 74>, # 7Ly k,
FOMENAILTINA R

FFUb—aE
TAZ by ThkEEL TS
Windows2 — S FILH—ER

Connect
E{Fs
PowerTerm [

WebConnect =

¥ ;,/A’ocess Server

#FFvay)
‘ ";% Y x
- ffi VDI2&E ) E— FOYE
L— | FLAMEBETRAI by T
SRR v b7 —4 (WAN) £ Ericom g =
DENRANTRAR Secure Gateway . —
iPad, iPhone, iPod Touch, — |
Android 2 # >, 2 TLw b, i
ZOHEN A LTI R \ -

Access Server
(FFvav)

Blaze RDP E#fg& 77>l —> 3 v

Ericom AccessToGo 121X, RDP [Effie 727+t F L — 3 > %175 Ericom @ Blaze 77/ 0¥ =7 E#§ X
NTWEd, Z0727/8Y—2kb, K#Hxy b —OHRHENLEZVE-RNTAZ by TONRT +—<
VANEEUVET, TZEIV—bENkyvavik BERS I T4 v IEBERT o A—vavERD
VT UV EBETAEICE LB ET,

ZOF7/aY—I2iE 3 DOEEEEEL D> TWE T,
o 5T
e Xy b -vz—¥Yrs
o ETL—LDLYRY VT

HBROEMIE, 27947 MRV U E) V7RIS ENCHEBGREEMT I 2BKR LT, EMDO L LI,
A—YIWEIRLZT 2727 —vay/BBEOLRVCEAINE T (BEHEIZEHE I X2 EETHETT).,

Nry b vz—¥rZiE 2y M7= ORMHARRP A7 4 =<V AZAETEEDIZHY bT—2 Ay
—VrREILLET,

LIV —LDOLYRY VIIE, BHED RDP O Xk 5% 7wy JHEA TR, 2R UTRANT Yy 77— h
ENDHIEEFKRLET, 2o, BEOGEHEY, Bty b7 —27 8 AT BICRHICEN BN X
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Casn_Flow_Waterfall [Read-Only] [Compatibility Mode] - Microsoft Excel [Unlicensed Product)
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A

Styles
Intermet Expiarer it

W] ,
; il Cash Flow Waterfall (Real Estate)
3

Word 4 [Annual IRR] _Investor | Developer |
5 Equity Contribution 90% 10% [ Mthly IRR | Annual IRR

6

7 Preferred Retumn 1% 90% 10% 0.8735% 11.00%
+ | B Both partes get retum of capital pan passu.
- | 8 Technically, the prefemed retum rate is the first hurdle, and all dollars necessary to retum the pref yield is split "equally” ie. pi
= | 10 In a pan-passu deal, all dollars distnbuted are spiif af the same ratio as invested up fo the preferred retumn rate, ie. unbl each

1
12 Hurdle 1 15% 65% 5% 1.1715% 15.00%

+ | 13 Hurdle 1 (afler the retum of equily to both investors & prefemed retum), the Investor receves 65% of the monthly cash flows «
¥ | waterfall 73 Q4lm] Pl

SE|C E 100% (- +

f'gmtl I o e A
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144



ERI0384B

Blaze €E— RZ {3 521, RDP & A b _EiZ AccessServer 7.3 A ERBETT, &

&5 WAN—Y 3 O Blaze Server 31 YA M — LI NTWAEE. EER RDP Yoa b
EE: MZT =Ny 7 LT,

I ashmEise g8y 2%

TNVAZ ) —=v -y ¥a O], T ADMEI VLRSI NIZIGEITH U WRGEZ T R— T 5701,
AccessToGo X[V 1 A% HEfAET 2 Z e TcE £ (ABREREELEGMMEINTVEES)., 0K
e AL 212k, 77V =Y a VOBREICHEAR, TR T Ly MNalEREOREHE Y 31 X ZE%E A VI
L£9,

145



ERI0384B

I 435

T r— 3 o A~DER

TAZ by TRIKTRBRLT TV r—vav0a2EET 510, [kl NI A—&0 [TarI54h) X5

A—REHRELET,

TOTS L INTA—
4

EEIRCRO e s
T LERET S

Bt iz RDP & &
M EDRED TS
SLDAEEET S
£ DT RE L
E S

N2 T 74NV

RDP H & b Tt X
Naz77)r—va
VANDNRA, T
r—a A Egiz
1 VA=V EINT
Wb ZEeEMRLT
{7ZEW,

WD 7 # )X TR
ERA

TV — a0
37 L X AD IS

Ao

TV = arEMbEn, BEZRO 7077 4288725 THRESNTWEEE, Eyyay
NEGEINEBZTOT TV —ra vOARKRRINET, BEFLAEZT TV r—raitd->Try a vyeffk
DI N =N, VE—FTAZ by TREERENFERA,

146



ERI0384B

F" e Yok, NY - Gaogie Maps - Windows TrRenck Explaer

VE—F -7V T5r—2avidX—3IF) - b= NICEHT255ICOAIMEL T,
T—J AT —=2avDARV—F 4 V7 « AT 5 (Hl: Windows 7) TIEFHATE A,

@_"; w [ 707 v geageoom 3] ™ x I'_:' o 0l
|0 Vo Poraies. Todk tte:

J W ]\.-r' £ Soetad et = B 6ot Hora o =

e o, - Gonge s | (B =3 @
‘Wed Images Vidis Haps  Nren  Shopping Gmal morg - Signin €
Gl}i13|i2 Maps  New York, NY SewchiMaps |

Z DEEIX. Windows
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HEl
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D?..'r Microsoft Office Access 2007
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DIZHBELRFNEILA RO T

1. &35 PC~D VE—F RDP B TINTWEZE2ry N7 —7EMFICHERALET,
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2. TV Ra—=H - FNAZ (Hl: iPad) IZ AccessToGo 1 Y A b= LT,

3. 4% r$5% PC TRDP #EMELET, [TV Ra—LASRL | YAFA | VE— NEE] ISR
9. (VE—FFRIZ b7 5, [VE-FFRAZ by TEEFLTWE AV E2—Z 050D
xR g 5] 2 BRUET, NLA FEHAVFR-FINTWARVWEZD, 3 BHBHOZREILERLRNT
KEEW,

4. Ta—FOER) K227V vy s U, VE-MEkizerd5a—Y2EMLET, [OKI 227Uy
2 LET,

5. PC ® Windows 7 74 77 # —)L I &k 5> T3%[E RDP #fmriFrnl S hTwWb I L 2R LET (7
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ZEHREZNRD PCIZR— MEXET 2NV —ADREINTWE T 74TV 4 =)V /V—XDIBT K
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URL AF¥— A%, FRIRESINEZT TV Tr—va v T A2 by 7 -y ¥ avi AccessToGo 2L T
FET 272D iR 2R L 3, URL AF—24 lericom] £721% Tmrdpl Z{#ifH L T, AccessToGo
OESiE BENICEBTA2Z P TEET, AccessToGo TIZ URL AF—24 2 LT lericom| #{HHAL., ¥
7IT7 43 (Blaze. Connect, WebConnect) Tid Mmrdp) ZHL £9, MXiEm AL HRLTT,
URL AF—ATZREINTWVWD rdp £7213 blaze KL 7 7 A Va2 2 —IWRER (£/E2 Vv 2)T5 L,
AccessToGo IZZFDRET 7 A NVONEIE->TRy Va2 L T,

AccessToGo %3 TIZFEfTHIZ URL Vv 22210y 23 5&, AccessToGo 7 7V
T=arvADYDBEZDOANKRIDET, YVVIRTERINTWVWEIRTEZFHARA

L °
- L7212, URL % &ET 2 B2 1% AccessToGo %47 L TWARWIREE TR IT L7 0
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URL Ax— A %fHHL T AccessToGo vy ¥ a v aiEEd 3121%. ATFD 320 HFERH D 19

1. HTTP/HTTPS # AW T .rdp £721& blaze 7 7 1 V&2 EHT 2 URL A¥—L%2HH9 5 (10S &
Android THR—FINTVWET),

Bl (774> avaERLTWSHEIR. lTericom] % Imrdp) ICEBE#MZATLEIW): <a
href="ericom://http://www.test.com/myconnection.rdp" >Connect to RDP Demo from WWW
</a> <a href="ericom://https://www.test.com/myconnection.blaze">Connect to Blaze Demo
from WWW </a>

2. T4 AD Ericom 7 A )VANOD rpd £7-1% .blaze 7 7 1V 2&LH 5 URL Ax—L%z2#iHT 5
(Android DA THFR—hINTVET),

f5l:  <a href="ericom://myconnection.rdp">Connect to RDP Demo from root folder </a>

3. FTNRAZADY T - 74N X5 rpd £721F blaze 7 7 A V%8 T2 URL AX—L%HHT 2
(Android DA THHR—bINTVET),

f5l:  <a href="ericom://sdcard/myconnection.blaze">Connect to Blaze Demo from subfolder </a>
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[ % 1) TRIF (Save As)] ODEMFEZFETLT, REZRET 7 FIVICREFELE T, rpd F7213 Dblaze
77 ANVDEROBEEMET 2121, TRET 7ANVDRTA—RDEHR] OREBHL TSN,
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B = ESTRI 274 e LTSNS, 774 R0 R LURMLE SN 7o Ofi R
PRI R L O

Hi=HE: S=HERL -

HET - | MIME (DEE%E [ T hupdsss [ -
423 text/ha23 rallt
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aca applicationfoctet-s_  O0=h)l e
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i 71 BOHEFEr
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3. AccessToGo WA VAR —ILENTWVWETNAZADT =TT 2FEHL T, MEFKEADY V2 %24
6 Web R=VIZT7 72 ALET, FTOVVI%27Vw T35, BEFBADNT A=K EMALT

AccessToGo DHENNIZEEIL £9,

€ C | [ 192.168.1.44/test2.htm

Acme's AccessToGo application and desktop shorteuts:

Connect to EDP Demo from WWW (test rdp)

Connect to Blaze Demo from WWW (test blaze)

Launch MS Excel

Connect to VDI deskiop

Launch MS Dvnamics

Launch M5 Visio

WETTAILDINT A —RDES

—_ —HDFE (H: FIRI) 1%, AccessToGo TIXEAINTWEYR A,

e
EE:
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NS A—4 g4 7 FI74IL K Bkl

alternate shell s
ANV —3IFI-HP—=r
ADEy ¥ a YT
AT 5 o VE2BRTE
LE9d, T,
program.exe 72 &M
REY =V EFREL
=0, A=Y —
IV =iz
T4 2 UTBRIZET
T57 V-3
VEBRELZDTS
OIZMATSZ &
MTEET,

T IVAHE:

c:temptest.exe

audiomode i
2 (Blaze) 0: ZDavta—&
0 (AccessNow) THETS
1. VE—F -3V
¥a—X—TH4%E
ERC)
2: HAELZZW
auto connect i
- FHINTVEEA,
autoreconnection en- | i
abled 1 P YOI L 7z BRI
(R E7 T NN S
bitmapcachepersistengbie
- HHINTVEEA,
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NTA—4 g4 7 FI7 4K Bl
connect to console i
0 0: A8t w > a iz
By s 5
1. avy—J-xv
YavilERT S
desktopheight i
600 tyYarvDFAY
by FOEE (K2
JVHAT)
desktopwidth i
800 kyYarvDFAY
kY FOlE (¥ 272
BAT)
disable cursor set- | i
ting - HHINTVWEREA,
disable full window | i
drag 0: Blaze 1: £y avTok

1: AccessNow

Z v JEfEd, T4
v R ORBEDFRTR
T B

disable menu anima-

tion 0 1: vy ¥avizbiy
HBAZa—DT =
A— a3 v EESb
5
disable themes i
0 1. vy ¥avizsly

55— D[ %
Sbd %
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NTA—=4 g4 FI7 Ak Bl

disable wallpaper i
0 1. ¥y ¥avizsiy
% BEML 2 SR AL S 5

displayconnectionbar | i
1 1. ZVvAZ2Y—> -
Ly Ta BV,
Hefoi N\ — %2 F£R T B

domain s
- 1. ZVAZY—> -
Ly Ta iV,
el N\ — %2 F£RT B

full address s
- Y= IP 7 RV
A /40 (B OA T
¥ a vy DOR— MH)
T
f#:192.168.1.1:3389

keyboardhook i 2
FEHER) 72 Windows
F—DflABDED
5,

0: @—H) - av

Ya—X&E

1. VE—F -V

Ya—&X L

2: TIVATY)— -
E—FDA

maximizeshell i

- AT TVER A,

password 51 b
- HHINTVERA,
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IRTA—=% 47 F7 4k EHEA
port i

3389 FHINTVWERA,
redirectcomports i

- fHINTWEREA,
redirectdrives i

- I TWERA,

Kb iz

[drivestoredirect] %
ZILTL XN,

redirectprinters i
0 0: VXL LZ L
VAQA

1. y¥arTor 7
A7V TIU&
VXAV NS B
2: blaze PLHTY ¥
R RIANEMEL
TVXAL 2 T3

redirectsmartcards i
0 1. vy arTro
A7k A=} -
A—=REVXALVL Y
;4% (NET ©OA),
BFE I Linux /N —
VarvpATT,

screen mode id i
2 1. 794V
2: JIVATZY —v

server port i

- FHINTVWEEA,
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INTA—=4 147 Ak DI BT
session bpp i
32 TRTDA TV a v
P R—bIhTH
*9:8, 15, 16, 24.
32,
shell working direc- | s
tory - REY oV E2IEEL
TWaIEE DR
FT4LI MY
YV T IVAE: citemp
smart sizing i
- IO TVWEEA,
username s
- arA IZERT S
a-94
¥ T IVAE:
administrator
winposstr S
- RN TVWEREA,
allow font smoothing | i
1 1. 7422 - AbL—
Vv T EREMET S
redirectclipboard i
1 0: fE%h
1: B
prompt for creden- | i
tials 0 0: &)
1: A%
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NTA—=4 g4 FI7 Ak Bl

session sharing i
1 (U :3)

connection type i
D ET L
B

¥ TFIA4 b
[E3i
WAN

: LAN

drivestoredirect s
- DI R/ N P
A g —=7) -
T4 A7 (C:):
CD-ROM/DVD
Drive (D:)

dirstoredirect s
- VXLV I RT3
TANK TR
[N AN
Fatvbh] (BLU
Windows BAZAD [ A
TATL THIVE),

use multimon i
0 0: BfEDMHE

1. SVFE=REM
M43

2 YIVFEZXITH
kY5

#: #HBDE=ZX—
TS
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INTA—=4 147 Ak DI BT
remoteapplicationmodei

1 HHIhTOEEA,
allow desktop com- | i
position 2 HHENTVERA,
compression i

- FHINTVWERA,
disable cursor set- | i
ting - FHINTVEEA,
bitmapcachepersistengbie

- IV TVWEEA,
redirectposdevices i

- RN TVEREA,
authentication level | i

- FHZNWTVWEREA,
negotiate  security | i
layer - FHINTVERA,
gatewayhostname S

- I TVEEA,
gatewayusagemethod | i

- FRINTVERA,
gatewaycredentialssourde

- RO TVEEA,
gatewayprofileusagemethod

- FHZNOTVWERA,
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INTA—% 147 F7 4k EHEA
promptcredentialonce| i

- IO TVWERA,
audiocapturemode i

- FHZNATVWEREA,
videoplaybackmode i

- FHINTVWERA,
use redirection | i
server name - HHINTVWEREA,

Ericom N7 A —X
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INTGA—% 547 TI7#I b BT
blaze version S
- N—Va vEKE
BT IAE:2.1
blaze acceleration i
1 0: f&xh
1: Bx)
blaze image quality i
40 Blaze @& (100 —
oAV A, 95 - &E
. 75— &, 40 -
B, 20 -3t ),
Blaze password S
B RS AT (Y PAPS
7—FK
html password S
- BE I hTwizn
INAT— R
wc password S
CryptUnprotectData
AL CHESEL
7,
x password S
- XTEA Z{H LU THE
FUET
Use Ericom Secure | i
Gatewa;
Y 0 0: HE4)
1: Bx)
Use Secure Gateway | I
7
T 0: A
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URDEER, A7V —ryay PEGKOGIETHE I N XS,
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NS A—% 47 FI7 4K Bl

atg screen capture | i

blocking (Android) 0 (1: B%. 0: JE40)
AR O BRK

ZNiE, Android 7
NAAXAETDARY
V—=v - -Fy¥y I Fvy
ZHIEL £9., AR
ZU%GE. A2
V=Y - F¥ 7F¥
IR TEEEA,
¥ 7z Android %K E
¥y IF Yy TER
Molze\nd
Android 2479 %
AW —UDNERRI
NEkd, NIA-X
DAL A
FFINRNTA—XD
fEH Null D&, &

HIZAI )=V
vy NI HE
LR EY,
atg screen capture | i
notification (10S) N "
0 (1: A%, 0: X))

i, 108 7oA
ALTDF Y 7F v
R % AR R U
E

atg screen capture | s
notification text

- Zhik, 2z —v -
(i08)

v 7T v M E
N7z 1 —Yizk
RTBTFANTY,
HAGEAYE—V%
FRT BHITIE, BE
774 ((blaze 7 7
1V) % UTF-8 T
Fe50ENHY X

9, atg screen

capture nofification
(108) T 1 A7 &
NTWTH, ZDON
FTRA—=RDIEIN
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J URL 2% —2%@HLTT )V r—>ay

v EEEYT S

—3IFN =N/ VE- TR b T - =N T TV =2 a v OAEEET 57217 URL AF—
LEMHT 256, BOT 7Y r—3 a3 v% [RemoteApp 7HZ I 4] YA MIEINUET,

ORI, MS _1 V%2 2F0INAT7 TV r—ra vy ) AMIENT S HEEZ2RLUTVWET:
ot =10]]
| FMF) HREEA) RTO0 ANTH)
[¢= b | | H [ -
Ramnbalmm T3 i bia_ | e
Remotefipp 24 —F X S P O —IL 3 Remotefpp ¥4 —J+— (..
C Rometodop J0510~ ECENISINISLOER FLENREERL At @ Da-s-cam
R 23 Sk AN 2,
Remotefon 707200 BILEIS 0 oL ERIRUTUREL, FoTeB7{ sk e
i < || 2 RO ot AR -
En E= 8 RDY¥-biEE
09 27508 S HETT. Remotetpp || D FUMEBROHE
EEEEIR = ERUTTRENBOET. || =
Of, tay5«Osnsf—F &5 Remotehpp SGENOLIA.-
g 720 7755 9= AH| & Remotespp EEQ LA
B cien e A
W ISR RD Web P47
e
L Y-} FA0LTIRE il
1 o-kitsk
P RRSTIATO-5- ;
= s [FoA2 =% 1 DR
FATERE | AIROAIEE) | FORFAP. | eBR. | |-zoem
[' <Eae) [ Eaws | | et | =
rpd F£721% blaze 77 ANV T, ARDNRIT A —XDPFEINT WA I L 2HERLET:

e remoteapplicationmode:i:1
e alternate shell:s:mspaint

e (7 a V) shell working directory:s:

B URL 2% —2%A/LTA2Y—r¥ay &7y 2T 3% (Android)

URL A¥%—2A4%41 LT Android it AccessToGo (8.1.2 LA L) 2 EE L 7258G. A2V —rPay hO#HEL
Tuy I TEEIBETEIENTEET, A2V —VYay b7y 2 26%T 5121, blaze 7 71
JUIZ atg screen capture blocking ZEMI L THRIZ L £7,

=M AccessToGo (Android) 7 7V 7 —> a vV CHE#ED A7 V=V Yy ay MEERETTE L, A7) —
vyaw MEER T OV 7 INTVWEI L EZRTAVE—IUDNERINET, ZOAvE—ViFARL—
T4V VATLAIEIVERINDIEDTH LD, BELFT LI LI TEERA,

B 2270 —ryayhizonwTt 7 7Y r—y 2 YIERT 5 (10S)
iOS fii AccessToGo (8.1.2 BA k) Tl A7V —r a3y MEENETI BT Web ¥ — N JBHTZ %
ET2HEETR—PLTWVWET, AccessToGo I, %Uﬁﬁﬂﬁ'ﬁfaﬁ NI A—=& (BEERHEE TN ZDT R

L 2%) % Web POST %L TH—/ -
(HTTPS #7z1% HTTP):

7 RLAER—-MIEELET, URL OHEUIROBED TY
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https://host:port/page?paraml=valuel&param2=value
(URL OKRRBIZ"M"%Z DI, ZDHRITNTIA—RXZFBL £7)

POST %#fEfd 2454
o URL 0F — X548 body 122055 hE ¥,
o T — XM DE/F header IZEEXINE T,

A7V —=v¥ay MEEPETINZEE blaze 7 7 1 VND VT A — XD atg screen capture url THE X
N7z URL I L. IROWAET Web POST £,

o {8 URL @ LBHD A ¥ — 4% (http 721 https) 22 5"?" £ TH Web POST 2:® URL (Request
Ny H—) LD ET

e 18 URL @ NRAIZEWT"?" THEINZNRT A —XEAHNIE, RANTESE L 72" 7" D Web
POST @ Body #i/85 A =& &7 £,

o, BEINLATA=ZDMIZ, IRD2DDNATA—RPEMEINET,

e LocalTime - - - i0S TS ADRA LAR YT

e Product * - - ATG N—Y 3 VIE#H
2—H LocalTime & Product DEfFHNEE AR I A XT 270 D(MAIZH D A,
Z OHfElE, Blaze 2721 RDP 7 7 A VD 3 DO&EARMHL THEL £

e atg screen capture notification:i:1

e atg screen capture notification text:s:

e atg screen capture url:s:

=YD AccessToGo(i0S) 7 7V r—> a v CE¥ED AT ) —v v ay MEEEFEITT 5 L. latg screen
capture notification text| IZEZEBINZTFAPDA Y —IUNRFKRINET,

Bz X, RO &SI E L £9: atg screen capture notification text:s:AZ UV —>vavy h&2 70y 2 LZE
LI 22 )—=vvavh2F vy 7F Y LIS LA EZZIDAYEY—VRKRRLET,

sy 2 a= e
Ericom Blaze

AZV—>riayhkEJOVIZULELREN
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HAZEA v £ —V % RRT 2541 Blaze £721Z RDP 7 74 )V% UTF-8 74—~ v M TRIFT 2 HEDD
nE9d,
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I 4310 F9=A1L- -H4FE—F

| B onER

Pefoi L OREDFELEL TWBEA.
U A—IVTHE AR - FPRESINTNS I L 2R LTI ZI W,

RDP:3389

Blaze:8080 (3.x BARTD/N— 3 »Tld 3399)

Secure Gateway:443

AccessToGo 77V sr—Ya & RDP RA MEHOITARTDOTI 7147

TRUVAER— O EHRT B121E, T80 A2 Telnet 7 7V %2 X7 0—RKLT, =5 v DT K
[Connection Refused] A vt —IUMKINDGE.

VAL KR— b ADEfRERAET,
WIREEE o TV E T,

J URL 23— A2REL 70\

URL A F— AT AccessToGo DEHET5H DD,

DR zmEaR LT Zaw:

o AccessToGo D3 TIZFETINT VAW

I FHTER

WEFHADNT A =R Z2MHH L TEREP TR WVGE,

e RDP 77 A1V TEHINTWVWS RDP FARDT FL A (DNS AT NA ATIELLffRTED Z L

EHAELTLEEW),

e Ericom Blaze Client(fEgl &7 o —R) ZfifHL T, B 7 7 )V (xdp £721& . blaze) & HERL
F9, ZHUED, TRTDONITA=ZDPELSERSINE T, ANIADDHLGE, 7 7 1 IVDE

i £9,

l RDP SSL % %1124 %

Access Server 121X, RDP " A N ECHMIZT 270D 1T+ 7 RDP ADT 7 ANRMKRETY, D/

®. RDP Security Layer % SSL ~NEE LR WTL7ZE W,

RDP Security Layer ®

Bl =3

X R

FEEET, e

N > ®D AccessNow SSL W54k % 721 Secure Gateway % {#H L T SSL BS5{bzEMU £7

Security 1
Security layer: IHDF‘ Secuity Layes ;! | .;j
Securily
Secunty laper: m X
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| PTWC % ESG T® SSL #FifL s —

Ericom Connect ¥ 7z1% PowerTerm WebConnect(PTWC) ~®D 7 27 £ AHIZ Ericom Secure Gateway &
AccessToGo ZfEHT 256, FHEINZHEHEEZ ESG 1214 VA M—LT 2008 —fHTYT, H— 13—
T A DTONA XDFATT BEMINGHEL Y 7T A NT 254, #AXL CSR % 70N XITEET
LMENRDHD £,

AccessToGo Z#YNZ YK — M 5121k, CSR ZEKT H2BRICU R E2HEL £ TS5 — 2 TanNs &
(CSR) @ I3EMl] o> avT, MER] 04TV avE2EHLET, 7740 Tk, 20k Microsoft
Strong Cryptographic Provider (Signature)] IZFHEINTWVWET, IN%. Microsoft RSA SChannel
Cryptographic Provider (Encryption)] 2% L £7,

U BsikY -2 JosrS—-o3087q1
glF

BEEiEY—E2 0N —BAT s M EEEELE T B k% — D MR, SIRAFMIE =10k
&E&‘E&Ebiﬁo B bRAARSNEC TR TS BNE T, N4 T AME FEEeTeeE sl

BEE{ES—EA 2006 5 -5k

Microzoft BS8 SChannel Cryptoeraphic Provider ;I

Microzaft DH SChannel Cryptographic Provider
Microzoft BSf SChannel Cryptographic Provider

I1I]24 'I

sicEs® |am | #re | st |

CSR YN HE SN TWRWEGSE, 1RV bk - ¥a—71Z [The client and server cannot communicate,
because they do not possess a common algorithm] (F@ET7 L TV XL RND, 77147V &P =N
DEETEFHA) EVII Y MNIRRRINET, IO T —LBRERINEGE, ESG HITH L\ GEsE
ZERTIBERDH D T,

I 2571V y hE—F (E#N—) 2BHTE RN

AccessToGo 155 1 VFDTF 4 AT VA DGHIZTNNA A% R T Ly heARULET, iV AccessToGo
i0S N=Y a3 v TIETNA 2L l{Padl OFEIZZTL Yy bE—FRDBERICRD ZUE, v8.1.2 BLED
AccessToGo i0S TIHEEIRFZ, 5.5 1 ¥ F (£72IFEZNLAE) DT+ AT VA DEHIZXT VY NE—FR&2H
Bz UET,
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BOHE

APPENDIX

5.1Ericom Secure Gateway @ CSR {E
X

B 511 CSRODEREIRZEDA VA=

ESG ¥ — N ECREIERATICANE R CSR OfF L, GEED M Y A b -V 2 FEfEL X7,
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1. CSR ¥4TH® inf 7 7 1 VEMER L £, K&
BTld ESG Y — N EiZ
c:\work\CSReonfig.inf & UTIER L. fR1FL
TWEY,

3% Subject # & ¢F Extentions ® dns IXEREEIZ
BOETEHELTLIZIW,

X% CSR @ Subject BEDHF T
TO=XXXXX Co.,Ltd.] D&SIZHhV <%
S0EESR LT CSR 2 EHRT % L SFBAEAN
HITINBWEEL’HY £T,
AVREFENATIHERIUTOLDIC
CSR OEREZEELTFIL,

- Subject BEDEDOHDERERE XL ZXF
EAVINLEIOAY (5) ICERE

- Subject BHEDEEZDITIC
X500NameFlags — 0x40000000] Dtk
% BN

[NewRequest]

Subject = "C=JP,ST=Tokyo,L.=Chiyoda-
ku,0=K.K.Ashisuto,CN=esg.ashisuto.co.jp"
Exportable = TRUE

Hashalgorithm = sha256

KeyLength = 2048

KeySpec =1

KeyUsage = 0xA0

MachineKeySet = True

ProviderName = "Microsoft RSA SChannel
Cryptographic Provider"

ProviderType = 12

RequestType = PKCS10

[EnhancedKeyUsageExtension]
0ID=1.3.6.1.5.5.7.3.1

[Extensions]
2.5.20.17 = "[text}"

__continue = "dns=esg.ashisuto.co.jp&"

2. c:\windows\certreq.exe ZF|fH L. CSR DO¥
TEITVWET,
axy REI>
c:\windows\system32\ Certreq.exe -New —f
CSRconfig.inf CSR.req

= WES: 2R T

184




ERI0O384B

3. fER L7z CSR Z@GERNE D B ZLTH 5

WY, BEXFADIENEZZITI -7 5 ESG

B — NDJE YR T £ VRN
DFIE~NTTAET,

AEAEZBCE L. X

Hw_

© v 1 [k PCr DAL FRH(E) » work v o [wokon®

Yo HEEAD & L L =L LS
8 §2:0-F 8] CSReonfig.inf 2015/08/04 10:14  EvRFyTTRR 1kB

| TS = 2015/08/04 10:15 __REQ IP 1)L, K8

L BERTFURBA II;lesguar 2015/08/04 10:20  PHYF(1ERE I 5K8]
pc

B 59:0-F

& FAONT

1 Rtk

o

aesr

W z1-wh

& o-nuFan(e)

L

4. MMC #&ZE L, [ZXF v 7108 &Hlkk]

27w I LET,

IE%;«(—) AR SEEIOO) 2PN AATH) H_ olx
]

3

SO CRESSAEILDT A

oo .

Breonri
709

| T e L T

5. TREMAE ] 238U [Ehn)

2V w o ULET,

P AMIRLED, EHRLAH I R MRLRD TR T, Mo T

SO,
. EERT WA TN MR T 8FT.

BB AIZF9TH AS): WRANRZTH AE):
I nA- P CEE= [ wmommeo.. |
i 42Us DRER  Microsoft Cor. — Lk
D920 2e53-9 Microscft Cor... Pk ()
= TR0 Migroseft and ...
ERTIAZ Th=T7= Migroseft Cer.. EABB)
LI~ Microsoft, Cox..
Q;%na%;g— Micraseft Cer.. FrlsB0)
- Micrasstt cen.. ||| [
A Az R Migrogeft Cor... [
-4 IALE—b P Microsoft Cor.
HO-niL e Micraseft Cor..
#E0-niL 2-4-20-F Microsctt Cor.. | ©
L WA= Microsoft
Hi
Micraactt [ wamEeg. |

"m:
|m3‘4w!5¢:-'!-.':-0. RO AT~ f - DIEMEA PO EE T AT T

T ]
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6. AV Va—X—7HT ] ZEHRL RN
#7)v I UET,

ZOZF T TS SIEAE:
O 34— FASHM)

T L e

® JATz—5- FHIAHC) I

0l [

FPEL

7.Ta—HNavv¥a—&—] ZFRNL (527 %
20w LET,

ZOZFYFTEIESFIA -5 -BRIRLTH AN

il = W et )
@ O0-fl IA1-H—(L): (ZOY-AEEFLIVSIA 1—4-) I
O oA L5 () [ #B®. |
2%k 31 ASRHLRE SRS 1 5 G EE TA3 LI TH(W)
TN, AV IERFURBSEOMBEINET.
< E3(B) FT FrATIL
—

8. MHAE (= avVa—&X—)] HERRI
N xR L, TOKl 22 v 27 LT,

A2 5T A ASIOAA L A AERIRURD, BIRURZ I S MRULRD T EFT . IBEIRERZv I VT
[, ECITSRE RS SR T EF D,
FUBTABZFVTAAS): SRENRIFTLAE):
e s ~ AEIRDRSECO). .
T EF1UT OMABENNT  Microsoft Cor.. [ ) {EeRE (01 DA —4—) : !
Ds20 2552-5 Microsoft Cor.. [ IR (R) |
=T 2H0EE Microsoft and ...
BT T Microsoft Cor. .
Loz~ Microzoft Cor.. [ RO
O 04— E=H- Microsoft Cor.. [ TEmo |
it Microsoft Cor.. L
Az —omReyh Microsoft Cor..
B -7 ESE—F Ph.. Microsoft Cor.,
Weo-n Jwre Microsoft Cor...
o 2-H-¢H—T  Microsoft Cor.
) HEIA— Microsoft Cor..
EmeTr-sr—- Microsoft Cor...
G ot cx -
o
{EPAEZ a2 Y—ER #lC1—- OlERBRPOPISEET 83T, ‘
]
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MEERE)] 246520 v 2L, [TRTD
M Z22Vvw 2o L%E9,

9. MEAN] -
RAD | o T4 VK=

e amo/cs @@

Is TROMR WK BF0) SEEADQ) SN AT !!!I

i an S [
(TSI | o S el P —
o myoss  wremm A A
<dnr> <l e ké
B <t

DEBEDEEEBEDE BEY

[lmwarma s

10. TEFHZEDO A v R—+ 74 ¥ — K] EFHLES
[RA] 2V w2 LET,

FERAE @ it~ b D Y- FOBlE

%fﬂfﬂ‘!ﬂ. 1R, IESR@EMIURE. SLUERE LN UZNE T 2o SIERRA N PEOE -

(ERAME o TRTSNIEANE, 24— 1D BMEL. T-SERELAD, IRETSi0F T/
BNk )-SR R HT I RAORE S AT OES. [ERER P, (FREAREEN32
F4 EOHBETT.
FRIFLRIT

WED2—H—(C)

& 0= 2:AL2-5-(L)

BITIBRIE, [RA] BAUILT SN

Cong | [Jeoen |

11. (B 22 Vv 7L, 177405 IZRTEN
T B AGHED S A ZBZE LT [IRN] 22
Vw2 UET,

A2 K- T3
AR = FEBIPIHEEL T G

AR
IC:‘!\NWWesg‘eer

| (e5®.-

EE: ROBHRESL 1 00r (L REOEREERE TS
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 IESRW (P7B)
Microsoft ZUFIALSIEBE®ALP (.SST)

N ==
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12. TEFHAEA M 71 12 Al PRREINTVWSEZ
LERMERL, (RN 22V I LET,

HIEAS AT
TEFRERETE, ER R R NS AT L E oS,

Windows CIEEREZHFE BReCERaE S, (IR OSMTEETS LI TAFT.

O RS OASIE BTV, BROCIERE iR a(y)
® IERWTIATRO - FERETSE)
1EMEALF:

L [jemen]

O B

13. [56T7| 22V v 2 LET,

AR O - O Y- FORT

[T B2UoFoL, WA A - FanET.

L =79 | [JFeen |

14, GEHEDA Y R—- P INEZ 2R ET,

®ow

B

_n AR m_m BEEAKD) 0500 AT q [
i ]
w

| [

e ashianaco

Tri SSL Japan CA - G2

201508119

|

Lol S5L Jopen CA - G2

Triel Cloas 3 Zopan Rock - G5

wsane

<3z

<>
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15. AEHEEZ X TN ) v 7 L, WERNFET S
e EMRALE T,

T Ok, COMMEEEET A .

B 21, ashistg, oo jp
i Trial S5L Japan CA - G2

AN F015/05/04 M5 2015/08/10
T ZMINBC AR - TLET. |

Q RETHOIF— b2 h{5)

16. TREM) X 7 2B &, TR OXFI 2R L.
PEATHEET,

W1 wa gt

EFE(E): [«FAT
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5.2Blaze Client/AccessNow FJFRFD T
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Blaze Client % 77 7 % (AccessNow) 75 D AccessServer ~NDO 7 A VI, £/, KT 7V r—a v
KRBT AT by TANOEGRIZTY FA—PIZRRIND LTI — %23 LTH L £,

ZHI D Blaze Client ¥ AccessServer DNN—Y a3 ViZ&k > T, RRINE Ay —V
NRRZZGEVRHVET, FTrREFI VY FI-—VIZRRINDZTI—D e ET
DT, FREADIT I —DBRRINEZILIHDFT, FRICBRWVIT—DERI N
Blaze Client > AccessServer DA T E WAL, BEY R— b2y X —~BH/

WEDEL I,

o

Blaze

AccessNow

e o — ¥ — & H

BEoTWBIEE

Your Username or
Password are either
incorrect or expired.
If this problem per-
sists, please contact
your system ad-
ministrator - (error

0x22)

The remote host
requires (NLA)
Network Level Au-
thentication. Please
make sure that User-
name and Password

are entered

EHa - oA
7 — KAEE > T W

L85G

Your Username or
Password are either
incorrect or expired.
If this problem per-
sists, please contact
your system ad-
ministrator - (error

0x22)

Your Username or
Password are either
incorrect or expired.
If this problem per-
sists, please contact
your system ad-
ministrator - (error

0x22)

ADRX T LTW3
&

Your Password is ei-
ther expired or must
be changed before
logging on the first
time. Please up-
date your password.
If this problem per-
sists, please contact
your system admin-

istrator

Your Password is ei-
ther expired or must
be changed before
logging on the first
time. Please up-
date your password.
If this problem per-
sists, please contact
your system admin-

istrator
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AD O 2 —H —HE)
ftxn w54

Your Password is ei-
ther expired or must
be changed before
logging on the first
time. Please up-
date your password.
If this problem per-
sists, please contact

your system admin-

istrator

Your Password is ei-
ther expired or must
be changed before
logging on the first
time. Please up-
date your password.
If this problem per-
sists, please contact

your system admin-

istrator

ADDODI—HYF TV
2 RDNAT — KM
WA /A

The remote host
requires (NLA)
Network Level Au-
thentication. Please
make sure that User-
name and Password

are entered

The remote host
requires (NLA)
Network Level Au-
thentication. Please
make sure that User-
name and Password

are entered

(AccessServer @ OS
MBI L TW3)DNS
Y—NBEY LT
Wb

Your Password is ei-
ther expired or must
be changed before
logging on the first
time. Please up-
date your password.
If this problem per-
sists, please contact

your system admin-

istrator

Your Password is ei-
ther expired or must
be changed before
logging on the first
time. Please up-
date your password.
If this problem per-
sists, please contact

your system admin-

istrator

AccessServer ¥ — ¥
ANZETLTWD
%t

Unable to connect

to Ericom Access

Server [<Ac-
cessServer 7 KN L
A:3399> |

3% AccessNow 1 271
VHEHANT 7% AT
% 7&: L \o

ClientPC = —  Ac-
cessServer [#] T &
AR — b THUET &
mNGE

Unable to connect

to Ericom Access

Server [<Ac-
cessServer 7 KN L
A:3399> |

3% AccessNow 1 271
VHEIHANT 7% AT
% 7:—3: l( \o
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AccessServer D i B
EVRWHELTWBEH

Unable to connect

to Ericom Access

3% AccessNow 1 271
VHEHEIANT 7 AT

= Server [<Ac- | Eh2\W,
cessServer 7 KN L
A:3399> |
AccessServer 7 2 | Licensing Error : | Licensing Error :
VAWHEYIN DG | Check with your | Check with your
& System Admin- | System Admin-
istrator (Error | istrator (Error
code:BLZ-10) code:AN-10)
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e EOS (End of Support)
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e Access Server

e FEricom Blaze Client
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3.1 2019 %1 H 23 H
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TIORAN Y R— V4 —
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L BHWELEROT v 7L — b THHO BRI
7 E-mail, Ashisuto Web Support Center(AWSC) & D Bliin&hE W77z < B
v . CRMFHCER SR TWEEE E L ERCERSNTE Y 2TV abe
Ty 7= b eRIEITHHELEZI VW, MEOFYMRR L BERREKRILEZ

Dl A LTBEY T, 2TRIRAVEE BERSEVEFHAN, FELT
WBERIZOWTIR, ¥R - MO F CHFERSETWEZEET,
Ashisuto Web Support Center(AWSC) 7 47 > b &HEkD BFHN
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o WREHFL v (FAQ) DB
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