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EREMITIONEY ., COTOLREUTNSHEREINTNET:

o T—HIR-ADHERL

e EZXRX-O2v70 - U—EXDHES LV
o SRFTLDT—-HLRbSVT

o TOMDTUwW R - AZIR—RZ OIS

JUwy RIE TTJUw RE] (R THBIESNET . IARTDOIIR—
2 NMIFEDT Uy RETEHRENET ., B—=RY hDI—TJLDE
Ty R(E. —BO&RIZ5EZS5NDRENGDET. T IAIL D
£ mi1ld [EricomConnect] T9Y,

Uy ROAIIN—(CF. UTFHEENZET:

. JOtw>74 - 1=w rH—/((Processing Unit Server)
e Ericom Secure Gateway(ESG)
. BIE Web HY—E X(Admin Web Services)

« US4k Web H—EX(Client Web Service)
« RemoteAgent Web H—EX
e RemoteAgent (Windows 0Dd>)

AccessPortal (& Connect D—Ef& L TA > A M=JLE=NFEITH, JUw
RDA>)\—TI372< . AccessPad > AccessToGo DRAT+1 T - 05
A7 TEHBDEFEAS
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BHRTI> RI—Y - POEX

T> RI—H(F, EIFEFEHD Ericom R—H)L « A1 >F—T 11— %
LT, Ericom Connect \DY 1> A > ENFHSNEUY - %=
L TEET,

e AccessPortal (&, Connect N\NOJ-1>UTCEIDHETSNIZUY—R%Z
RRIDIEHD Web R—XDIR—FILTY, UY—-IXZEEHTDE.
ZHIDTITVT—23>FEFFTRI by TH AccessNow (C KD
Web I SOHICRRESNE T, HTMLS ST SOURRETT,

e AccessPad (. Connect (COJA>ULTCEIDETHNIZVY—RZEER
RIDIEHDRAT AT - IOSAT7>hTT, UY—XZEBTDE
FZEIDVITVT—23a3>F@FFT AT MY TH. Connect B —/D
EZER LT AccessPad (CKDFTRRESNET . CDTSAT77> b~
TlE Blaze D705 L—23>BLKUE7IOLESL—23>DE—
RAD/R— bENTVET,

e AccessToGo (. Connect NOJA> L TCEIDHETSNEUY—R%E
KRIDEDHDENAIL - PTUTY, UY—-I%ZREITDE. %A
27TV —23>FREFTRI MY ITH, Connect —/\DETFE
Z{EFA LT AccessToGo [CKDFRRENFET ., ZDI7TJTI Blaze
D7IOLSL—2a>BRPET7 oS L—>3a>DFE— RAIYR—
RENTULET,

Web RA—XADEH

IRTOEBREERE BEB—DFBEWLRT L Web R—AD1 >4 —T
T —ANSETUET ., 8D Active Directory 710> MNMCEEE
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DV ICAEZEIDHTHITENTEFTI, Web>H—-—TJ1—X
FIRTDOISTTTHR— b, BHMRTISTAPOA2 X b—
SIEIBEHDFEA.

DR EEDHr(Launch Analysis)

COMBDREIDE. FTUT—2 3T AT by TITADI—Y
DEGETO7 7+« T CHMTDEBAIRY—ILTT, ZNICKD.
BEEEEEI>YV—ILZFRALT. IRTOI-YoEETOEXR
DANRD N EOFMRBREZER/DCENTEET,, FllRERZE
RAUTERZDITITDZLET, BREODIRARFZRE AZETESH]
BEMENKIBCE ELUET. cNE FBONSIINZa—-F1>0

EIDRI—VYDREZ®S I ZECDRADET., Fe. DY

—ILEUE— FEERENTERNI T LY MREDFT/I\A X LETD
RIBZ MU T DDICIZIEER T,

FHEIN—RADD

Ericom Connect Tld. #RAZIZARICHIET DIzD(CTIL—T DEER
MERASNTVET, IRTOLRHAENZUY - 2] J
IL=T(CEIDHTSNZE. FTB&ENS Active Directory(1—H, &
IW—TRENEIDHTENET, 20%. & 2] JIL-T(F 1
DERFERD (A5 LA] JIL—TCEIDHETENET., €D [
AT L] DIV=TCIFE. 7TV —=23> 07ROy T Z2ETITD
SRATFTLNEENTVET ., [R5 AL JIL=TCKD. FELULE
O-=-ILZzHF O —/I\ED—DOXF—>3>%, BIDHETRHDOIIL-T
(CHE|TEFET,
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ESRXX - A2FUSIORX

Ericom Connect Tld. UY—XDFERRRIC DOV TOFHINERZ
BEELEDRA - YRy ([RHETIZHIC, IRNTOI-HT &
v a>o7 o7« EF4 OOTRBIFENE T, CDORDEAT—
SFA T DORRIGE < DR THIIEET

o VIUT—232ETROMYTIDBITIROUTE 3> - R=X
DF REH

o IA—YDEEMDER

o IRAFTLDT—U0O— REBEEDRIE

o MIERER (Mt BIZHT. IS5

1.2 EH

1.2.1

SQL F—ANR—2X

Ericom Connect (C(d. IRTDIRTAIBERZIEINT DTz8DD
Microsoft SQL B"HET Y, SQL Server 2012 F/z(& SQL Express
2012 (FE/z(FZNLE) M FIAEIEE THDWNENEH D FE I (Connect B
—/)Us OIR—R2 hER—NS 2 EICHDIREEHDEEA).

SQL (&, IARTDT VY RIBHRZEAEINT DIzHITERASTNFE I
2w ROBEICWHETIEHDEE AL

Uy ROZFT—/NCKD, T—IR-RERDF v 1 MMREFS
NFET, SQL T—HINR—X EDEFENFRI=NIZIZS. Ericom
Connect U—/NCKDFT—HIXR—=XDA > AEY - )\—==3 > HMEH
SNEENMIENE T, TRV (CH I LEFREELE
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AN BEO>Y—ILD [LR— ] #EREMERTER<IRDET,
SQL Server N\DIFFEMNETTEINDE. IRTODF1—DAYVE—
MEEETN. OJNBREEINET,

Connect TlE. Windows REEE7=(E SQL SR = AL T —FR—
AlciEHmTEET. JYUw ROWHEA{E(Ericom Connect Configuration
Tool)FISENRA TS a3 > ZER U T ZE0). Windows FREE(C (3.
Connect Processing Unit Service D' EHIREIEIBIR CEITSNTULD
WMENBDFET,

1R ~—)Li&:

« T—HR-RD [TCPNP] ZBMEL TS EZHRBLTLE
=L\ [SQL Server #8p~*—=+ 1 | [SQL Server &xwv 2
— 2D ER%] | TSQLserver ®7ONTIL] | [TCPIP] ZB%D
IET2RENHDET),

« SQL Server Browser H—EXZ#cEI UL I (BICEEI TEITIN
TWLWBRENBDFET)

o Windows F8sEZfERH LIRVMEZE. SQLIES E— FORIIZHE
(CLFET.

ER

o T—HINR—RIERDIZHIC SA I—THERENET

o WREOTA>ULTWVBI—HN Windows FREEICERENET

o IEBEULERIBHRN SQL ZREECERASNET

o Connect T —HINR—ADFHHAFHEZSIAHEIDIZH(C. T—
JNA—YM Connect B—ER[CKDFERAEINFT
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o Connect —EXDEEIBHRN Windows FREEIC K DfERAENE
9 (U — EXRDERBIHRNARN (CIEE SN TULDIZEDH)

e Connect DA R=)LICKD. COI—H SQL HERITS
=NE9.

e SQLI—HI(CLD., EEULLERIBRMEA=NET (A YN
FREULRRWEE. fERSNET)

1.2.2  Active Directory
Ericom Connect (&, I1—HFREEDTZH(CNAo0OY T hD Active
Directory EfiE SN TULET, Connect DO—H)LE RAA > DIE
PRZEFFOT—EX - 7HD> bOFERZHEIDLFEIT @FIHID
Connect BEI2E 1 —H &L 0).

J—HH Ericom Connect ANY - >+ > 9 BRIC(:
o IA—H(TIEEINERAAIMERAINET,

o BAAZHHEESNRWGE. SRTLADTIAILEDRAA>
MMERE=NZET,

123 FARAIMNYITYSI> KA

Ericom Connect (CKD. Connect IRIBAEITRSN TS IR TDL

V=X IRAN - ZRFLB:S—=ZFIL - =)V 2y 3> - 7R
AMEBEEINET, UTDOARL—Fa >0 - SXF LY R—
h=nNTWET:

e Windows 2008 —=7FJL - —)\| FrEZNUL
e Windows 7 J—OXF7—> 3>, £EFENUL
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o MRANLET RDP BRI ENFIAERIEE

Ericom CTERAI D@EY/R— b O—5)LD Windows T 71 777D
#—ILTHRELTLESLV\#:7R— b 8080 MFTARDBEEDMAN & A/E
9 B).

P O-7L IDE1-4- OEFaUF4H%
= SHEoEa
& EE0RE

A mErFaUT(0sEal \ g

p B BB | = . o I ot aas-

JI—YHRDP ZFHUTCT RO MY TFEEY—) NIBRTEDL
S5, A—=FH)L - H—/)INLEDOVUE— R EEZRITOTLIZELN,

P
j@v[gcessmow AT O
@ Ericom Ports

1.2.4  Windows 2008 R2/2012 R2

Ericom Connect (C(Z. Windows 2008R2 ZFE/=(d 2012 R2 W"HETI,
H—/)NCIEUATDI\—RITT «- ARV I=HENDULET:

o« 47
« 8GBRAM
e AGB DI\—RFA RIUEZTHESE

e SQLT—HAIR—RZRBE—VZ>THRITIDIHEMI: PoC F). 8
1774 16 GBRAM ZiEE UE T,

1.2.5 {SHESNIZIIAS

% Connect Y= > E(EHSNIZEERAEZECE T D &2 HEIDH L
F9., TJAILRH— REEAENY/R— SN TLET ., Ericom
Secure Gateway DEAE (E. = RXFT LADSED DNS & —HE=ED
WHENBDFET,
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DNS &R—b

Ericom Connect (C(&. XY FJ—2TJLETDNS (RXA1> « =LA -
H—EX) i FIAREETH D ENMMETI, Ericom Connect
Remote Agents (C&D. Ericom JUw RAIEH I DEEDI” R L X fE
RDTZH(C DNS MERESNE T,

Ericom Connect DERIC(E. RY D —0_ETIHFEDR— SHFIFA
OfETHDCENMMNETT . UTDERTIE Connect Fz(&
Connect IRIFET—MM(CERATNDI/R— bZRLTVET., NS
DiRk— . [BEZHKRT DAl OWTIEESNIZSRTLLETH
ARl THDZEMMNETY, CNSDIR— MERTITAIL S
ZESNTWVWDIGES. ENSEIT7A7IA4—IL L THRHETDIHEN
HDFEI, SQLY—/NETUY R - D2IR—R> hEDEELTND
JUw RT(E. SQL H—/{ LT SQL BAfE/R— ~(1433) &R Dis
ENHDFT,

Ericom DO R—F> NTEHRSNZTIAIL S - R— b

R—hES £ H EEZRNT 3

443

Ericom Secure Gateway ESG H—/U

443

RemoteAgent (51~ 2)Web J—E | Web H—EX - J
X — R

8011

HTTPS #2H® End User Web -1 > D547 > = Web
H—T1—R H—E X (Connect
H—)\)

8022

Administrator Web Interface =18 \Web H—E X
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(Connect 5—/X)

8033

HTTP #2E® End User Web
Interface

547>~ Web
H—E X (Client
Web Service)
(Connect 5 —/\)

8080

AccessServer Session
Communication

TS/RDS

4174

U w Ri@EIE(LUS)

IRTDTVY
ke /J—F
(ESG/Connect B —
)\)

7000-7100

g0 w RiiB{E

IRTDOTVUwY
k- /—K
(ESG/Connect 5 —
)\)

10098-
10198

g w RiB{E

IRTDTVY
ke /J—F
(ESG/Connect B —
)\)

—R%EY(C Ericom Connect EHAAFENDE TERASND 7T US—2 3
S EH—EBXRICKDFERENZTIAILE - IR— MTNSDR—
(F. RIBETHRINVAXENTUVDBEEERBEEENSDET),

R— 8BS

=R

SEZRNRT M
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_ m

~ :/
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O
(0]
™ (N o ©
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— [ o™ (40]

EDH>T)L:

L

a

Ericom Connect IRIETOD/R— &

12X =5 DERA

FAEERA AR =SEUTDOEESDTT:

1.3

ErL

e
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WARESErSZ= DR
S e
(EricomConnect.exe)

ABRBIZEBERRREDLDODA A M=
T9. CDA>RA—=FZFEALT. &TUwy
R O2IR—R>2 bZERICA > A =)L TEE
9., Windows 2008 R2 F/z(& 2012 R2 K& T
9,

EricomPoC
(EricomConnectPOC.ex
e)

WL 3250 (Proof of Concepts) B> A —5T
9, D1 AB—=S(CIE SQL Express 'S F
NTWLET, Windows 2008 R2 &F/z(& 2012 R2
NMHETY(BHATEEMLUTLEEA),.

RemoteAgent x64
(EricomConnectRemote
Host_x64.exe)

Windows 2008 R2. 2012R2. Windows 7 x64 &
KOBNUALEDARL—F 1 >0 - ZRFLED
RemoteAgent - >~ A b—3TC9, AccessServer
NEFENTVET,

RemoteAgent 32
(EricomConnectRemote
Host_x86.exe)

Windows 2008 & 32 bit Windows ARL —5F
> « =5 /x FHD RemoteAgent T,
AccessServer "SFENTULET,

AccessPad
(Windows. Mac.
Linux)

Windows & Mac DARL —F 4 >4 « ST A
F®D AccessPad %17+ J « O5AT7 > DA

> A b—=3=7T9 (Mac ik AccessPad (FEAT (EF
RDIN—=3 > THIEFTE).

AccessToGo (A bJ77h
5457>0—R)

Android & i0S HOEINAIL - OS54 77> KT
9,
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131 OIS 3a> - AR5
1.3.1.1 P—FFIF%v

CDAAM=SZFERLT. EEEFERDIYY K->
IR—R2 hZERADODY—)/ N> A=V TEET ., AEEH
DFIATE. —HEBI(IC Ericom Secure Gateway(ESG)%Z <
v ND—DDRIKICHDIERAY—/I\THRITLEFT. Ty 3
> IRANEDT—DORXFT—>3> £ T RemoteAgent ZEITUL
FJ. CDAMRA =S EFE—Y—)\NOEHICERATEFT
M SQL T —AIR—X([FEFNTLFEEA.

1.3.1.2 1> AXA M=J)LFIA

EricomConnect.exe 1> A —S5%ZETLT. 517070
DOFEICHWNET,

License Agreement(fEFFFAZEN)ZMERZL. BIRLTIZEL,

Please read the following license agreement carefully.

ERICOM SOFTWARE LTD. A
END USER LICENSE AGREEMENT
Terms and Condition for Ericom Software

IMPORTANT - READ CAREFULLY THE FOLLOWING TERMS AND CONDITIONS (these
“Terms™) BEFORE OPENING ANY OF THE PACKAGES CONTAINING ELECTRONIC MEDIA,
SUCH AS A DISK PACK, ETC,, OR DOWNLOADING OR INSTALLING THE ACCOMPANYING
SOFTWARE (the “Software™) OR ANY PART THEREOF. BY OPENING ANY SUCH PACKAGE,
BY SELECTING THE "I ACCEPT" BUTTON BELOW, OR BY DOWNLOADING OR
INSTALLING THE SOFTWARE, OR ANY PART THEREOF, YOU AGREE TO BE BOUND BY
THESE TERMS. IF YOU SELECT "I DO NOT ACCEPT,” THE DOWNLOAD PROCESS WILL
NOT PROCEED. DO NOT OPEN ANY SUCH PACKAGE, SELECT "I ACCEPT,” DOWNLOAD
OR INSTALL THE SOFTWARE, OR ANY PART THEREOF, UNTIL YOU HAVE CAREFULLY
READ, UNDERSTOOD, AND AGREED TO THESE TERMS. IF YOU DO NOT WISH TO AGREE
TO THESE TERMS, DO NOT DOWNLOAD OR INSTALL THE SOFTWARE, IN WHOLE OR IN
PART, AND, IF YOU RECEIVED THE SOFTWARE ON ELECTRONIC MEDIA, PROMPTLY *

® i accept the terms in the license agreement
I do not accept the terms in the license agreement L_grint |

28



ERIO141A

A2 AN=ILAFEEEIRUET:

Complete: H—/VUCIARTHOIAR—FK2 A A M=)LU
EC

Custom: B—/NUCA A b—=)LFBOIR—FR> hEERTE
ig_o

Complete

Al program features will be installed. (Requires the most disk space )

Custom

Choose which program features you want installed. Recommended for advanced users.

[ Component Selction] 51 7O (CHNT. B—)IN1>X
h—=ILF DI R—FR> hZEEIRUE T,

Select the program features you want installed.
Ericom Connect Data Grid

[VIEricom Connect Controller Service

Ericom Connect Secure Gateway

[VIEricom Connect Admin Web Service

Ericom Connect Client Web Service
[VIEricom Connect Remote Agent Web Service

[VIEricom Connect Remote Agent Service

[Finish] RY>Z#0OUwIFDE. A2 M—)LEBDRED
J=&(C Ericom Configuration Tool W"E&IM(CEEEI LE T .
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PoCA>2ABM—35

1.3.21 7—FFIF%v

PoC(Proof of Concept: #E&3E35E) 1> A h—3(d. SQL
Express EEOINTORERIR—FRD eV A =)L
ITREHITHFTENTWET ., O M—=3(F FHEICE
ATEDLDOFEETESN. 1> X =)L - TJOBATOI-Yi%
EZR/IRICT DL DEET SN TLET,

1.3.2.2 1 2 A M=I)LFIR

EricomConnectPoC.exe 1 > A b—5%Z%EiTU. [Nextl %
U IULTAAM=)LZRIBUET,

CDOAAM—SHEFERFICE. 1—Y - JO>T MIRRS
NELBA. 1AM —ILDTETHE. SXFTLAZFBETEDILS
(CIRDFET,
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Welcome to the Installation Wizard for Ericom
Connect

The Installation Wizard will install Ericom Connect on your computer.
To continue, click Next.

WARNING: This progrom is protected by copyright low and internotional treaties

| Next> || cancel |

A A R=)LRICI—Y - TJO2T hMIFRRENFEBA. 1>
A R=ILD&#E(IC [Finish]l RY>Z Ty IFdE AR
~N—JLZDERTER(C [Ericom Configuration Tool ] ME&IRII(C
HEEULET,

1.3.3 RemoteAgent 1 A M—=5

EricomConnectRemoteHost_x64.exe -1 > X b—5(32 bit ZE/z(ZIH
BD x64 ARL—F+ >0 - SRFLDHBEF
EricomConnectRemoteHost_x86.exe)ZE{TLUET. D1 X b
—3(C& D RemoteAgent(F -1 1) AR—R> bDIHNA A h—
IEnNFEd., 1>AMIRTIDE. BESYA7OTNRRSE
NFET, BEIYISGA—FZANDULFET:

« Grid Name (ZJ'Uw R4)
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e« MyHostorlP-2JUwv REDSISFLAD#AIAH. RY ~J—DL
CTHoe e REN D—B MDD DMEZFERLFE T,

« Lookup Service Hosts (JLY O 7w - H—EX - ;R )

« Tenant Info (7> N&#R)

Setlings

Grid Name |EricomConnect |

My Host or IP || V|

Lookup Service Hosts | |

Tenant Info | |

Grid: Mot Found Host: N/A

Connect To Grid Disconnect Prepare Far Cloning Exit

TV w RADIFEFNAKRING D&, BEE FEBDRAFT—S T [Grid] A
[Connected] &FRRSH. [Host] A [Running] &EFRRSNET,
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Settings
Grid Name |EricomConnect |
My Host or IP %COMPUTERMNAME: \,|

Lookup Service Hosts | |

Tenant Info

IAgent software is installed

Grid software is installed

IAgent service found

Updating configuration files ... done.

Searching for grid EricomConnect ... found.
Updating service configuration ...

Starting service ...

Waiting for connectionto grid . ... .. Succeeded
[* Done ™

Grid: Connected Hest Running

Connect To Grid Disconnect Prepare For Cloning Exit

JEE: RemoteAgent Z7>1 > A M=)L93E, BEINICTUY R
MotlficnEzd.,

RemoteAgent for Linux DEMAECDVWTIE. [EREAA Rl @
Linux 0> 3a>zsR<IEE0N,
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1.4 A >2AXBM=)VIEDFIR

1.4.1  Connect Configuration Tool

+ > XA M—)LH5ET 9B &, Ericom Configuration Tool HXEEIRY(CHE
L. [O2R—FR>2 b« RF—F X ]| BENRRESNET:

Component Service State  Start Mode  Connected to Grid Status
Controller Service Running Automatic Running

Secure Gateway

Admin Web Service Running Automatic Running

Client Web Service Running Automatic Running

Remote Agent Web Service Running Automatic Running

Grid name: EricomConnect Grid status: Exists

This is the documentation for the Ericom Connect
configuration tool. This tool controls the Connect
components that are installed on just this machine and is New Grid
narmally only used at installation time. Once installed,
the administration interface should be used to control
and configure the system.

Configuration Analyzer

Join existing grid
Select the desired operation on the right. Launch Admin Ul
Launch Access Page

Launch Documentation
Start Services
Stop Services

Disconnect from Grid

Prepare for Cloning

Exit

EEDRFT—FXMEHT(E. IWIEDY—/ED Connect I 7R—F
> hOIREEMNFTRRENZE T,  [Connected to Grid] DETIE. >
IR=> MER(CTVU Y RAEHRESN TN E DI R RESNE
9, [Configuration Analyzer] R5 >~ w2 L. Ericom U
v RZFERTBIEHD/I\SA—=FZ AN ULET. [Configuration
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Analyzer] (CKD/ISA—FDIEEENTTONTIZR. U v RERRDTZ
&I(C Configuration Tool [C/\SA—FHEENET,

Configuration Tool (&, ROXSICLTIONY>R - FO>T "HSE
iTRIEETC T :

“<RZ 4 7>:\Program Files\Ericom Software\Ericom Connect

Configuration Tool\EricomConnectConfigurationTool.exe”.
RDIFECEITIDCELEETEFT:

MStart "config" /w “< R Z 4 7'>:\Program Files\Ericom
Software\Ericom Connect Configuration
Tool\EricomConnectConfigurationTool.exe” |

COMVUPHUF, 1> RA M=) T I DIETRHFEIRELADFET,
INRTCDOATSI>HRRIDICIE. UTFTEETUET:

EricomConnectConfigurationTool /?

T IAIBTE BEDT 4 LI MJAIC
"EricomConnectConfiguration.logs &WS%aITCOY - J7 1)L

ERRE=NFE T,

1.4.2  Configuration Analyzer
Ericom Connect Configuration Analyzer (&. Configuration Tool N5
FIFHEIHET. Connect TEAT DR TR/ S A —HZIRFL T DTTH(C
BRAULEY. HUE. Ericom Connect X7 ADFHAENKER LT
HBall. NEYREEDRRZRHET DDICHIEFT.
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Connect Administrator
{User admin333@corp.acme.com Password eeesesess v

r Service Account

® Local System ) Connect Administrator O Other
50L Server
Server |acmedb{ |v| Perform DB analysis

User with sysadmin role for database creation
® Windows Authentication (CORP\visitor) O sQL Authentication

Detailed Results
Environment ~
Database connectivity

Database administrator

Database mixed mode authentication
Service account

Start service

Service is administrator

Domain name

Connect administrative user

Create initial administrator

Sufficient active directory permissions A

~OO0OO0OO0DO0CO0OO0ODOO0O0

~ Owerall Result

O Not Run Al of the tests have not been run.

[ Extended Checks | Copy details to clipboard |Analyze| | Return to Configuration Tool |

—EBD Active Directory(fll: E77 01 X7& L) Tl&. Ericom

Connect BI2E E LTI MBINT 726D AD ERRIFHRN %
BLRDGENHDFT ., AD (CFITRTIZHDERBIRZIFE
IBICE R T—RADEDA(CHD ROVT - FI> DR =ZED

w2 UET,

Password esssssss '

Ericom Connect EI &R (C{ERA I 2&EIXIGIRE Active Directory A\D

T OCIANFFEIESNIZ AD 7RI hEADUET,

Connect Administrator
User corpi\mike.brown Password esesssssss A

Active Directory User corp\admin Active Directory Password eeeessssssssse
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[Analyze | NI >ZIHT & S AT LADVHUEITFERETNDRE/ N
S A= DIREENDMTIONE T,
Configuration Analyzer %z Configuration Tool &(3BIDRAS> K70
SOY—=I)ILELTHD>O-RIBZEETEFET., NI
Ericom Connect Z-1 > X b—)L 9 D8 &5 D2 T DHEIIC,
Ericom Connect TR Y —/\(ZI&RFE T DD(T/IIEF T,

143  Uw RO¥RAE

FROBEHEY—/\BRORYIOY—)Hh\, BE—T> > HOEREDIRE.
[New Grid] A< 3> %#BRUET,

=

Mew Gnd

B (L. 10 BOYZUICRAT %S, R¥IOY—/NUT [New Grid]
AT a>mERL. D 9 EDHY—/VT(E [Join existing grid] %
BIRUET,

[New Gird] Z3#iR9 BaI(C [Configuration Analyzerr] Z#CE) 72
MoEHEa. EEXYVE—IHARRENET. [New Grid] DAEIIC
[ Configuration Analyzer] ZEE# T D EI(FWATIEHDEFEAM.
BEIDLET,

[New Grid] A< 3> %i#ERIDE. [Create New Grid] EIEH
RRSNET:
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r Server
Connect Administrator  |admin@corp.jlx7537.com Password Dpesssssesseseee
Grid Name EricomConnect
My Hostname or [P 10.0.0.18 -

Lookup Service Hosts 10.0.0.18

Service Credentials [] Local System Account
Password
Admin Web Service Port | 8022
r SQL Server

Database Server MYSQLSVR N
Database Name EricomConnect

(®) Create Database () Use Existing Blank Database
Admin User Windows Authentication [CORP\wvisitor)
Server User [ ] Windows Authentication

EricomConnect Password | @1534d85ebcd2dTES

COBEM@EICIF 2 DO a>RNHDET: [Server] & [Database]
[Server] O3> Tld UTFDOT«4—ILRADAITHRETT:

« Connect Administrator & Password — &z#J Ericom Connect &
BEI - ERIER

« Grid Name - Connect U w R D&HI

e« MyHostorlp-ZRICERA=N20O0-AIL - 7RLX

« Lookup Service Hosts (LUS) - ' Uw ROBEEHEIREFFRI T D (C
(FERDFHRICLFEFT, Feld, BRET—EXDRAMEUTEE
EF DY) \DF7RLRAZANDLET ., —DDTYUw ROEMRIC
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DEVPRLLEL2DFH DO LZH|HHLET . BEID LUS S
AT ACIFER IP 7 RLANMBEZ SN TVWDIRERSHDFT,
LUS DEETE(F. INTDITVUY R - ZRFALTRA—THINE
B D FT (WA TIFIRSHEL),

« Service Credentials - B—EXF®D Windows 7HJ> hEFEZFE
IWNAZDEIRFT - PRI hfERALEFT . Windows 7777
D> hEERTBIEE. 1-YE0—-HILERBETHDINEN D
NFEI,

« Admin Web Service port — Admin Web Service(AWS)(C{ERT 3
R— M.

[F—HINR—-X] ©023>TE UTFDOT+« —IL RADANIHE
t“a-o

« Database Server - SQL Server D&g1. X MISEIR, F£/2(&
TERT RLAZANDULET,

« Database Name - Connect A(C{ERL T D5 —F/R— A DHI

. Create Database — Ericom Connect [CRD TF—HANR—X - B —
INCFRIZRT —INR—AMMER ENE T (A —Y (CHERN 5 D15
)

« Use Existing Database - = —4~X—2X « H—/\ E(CERRBH DT
—IR—RZFERALFET, BRBEHDT —INR—IAERIBEIRIC(E,
T—IR=ZANDT I AENVETT .

¢ Admin User - SQL SA 7 —INR—XEBEI —H(EEIDHE
(EDNWTIEME(CTIHU T Microsoft SQL R A hEFEFE L T
<FEESW)ZANDTBH. [Windows Authentication] Z{FHT S
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EHCFTYVIRYDIRZAICUEFET. [Windows
Authentication| ZERI 35S, KELLEI—HIC SQLFT—4
NR—2ADVERR EEE T DIEHDT O AENSEZ5NTWNWDZ &
ZHERLTLSIZEW, ZOFIRIC(F [Windows Authentication ]
ZHEDULET,

« Server User - T —INR—XHDERE ] —HSHHTET D(ERIH
EEZFER LTRGBS, T—5%&E)H . Windows 77HT >
hEEALET.

IRTDIT A —ILEADATID T4, [lnitialize database and

start services] Z2Uv O UEYT, JUwv RONYEAMEENS XFT A
DOEFNTT ITDE. FEHTIEEICIRDTZH LU VEEE#I: (Launch
Admin Ul. Stop Service & &E)HY Configuration Tool (CRRSNFET,

144 EEI>DY-)

Connect Web R—XXEIB> Y —)L%&IEN I B(C(E.  [Launch
Admin Ull RF>&2 U O ULEIT(AYV—IULES AT LDT T A
ILNDT SO ZFERLUTEIHEINED)

o

Launch Admin Ul

¥RT Uy ROESBF(CERUEEBEE 7LD NTEIRIO> Y —)L
ANOTJA>UFET,

BIEI>Y—JLIEIRD URL ZfEA U CTIEEELZEH I DCLEETETET:

https://<t—/\77 R X>:8022/Admin

40



ERIO141A

1.45 ConnectCL|I Z{ERYI D

4@ 9B ConnectCLIW—)LZFERLT. ONR - S04> - )I5A
—F%ZHC Ericom Connect DXEZEXITI D EEBRIEETY,
ConnectCLI W —)LZERTBI(C(3:

« Windows DIX >R - JO>7 Memd.exe)ZREET

. [< Ericom Connec A/ X >\Ericom Connect Configuration
Tool\l (CHELFET

o [ConnectCLI VI 7L >X] QI3 >(CEREHBE N TLDIN
SA—S%ZEMAL T ConnectCLl.exe ZEITUET,

« ConnectCLI %479 B(C(&. Ericom Connect DEBEOT 1>
HMRETCT(BRIN> ROETRIICEEEDERIBIRNMNERINE
9)

ZOYV—IUE UFD T2 XA h=JLE] U232 OWEEZRRTET
BDIZHICERULET,

1.46 ESG DNE

ESG Tld. 443 7/R— hAFTA)LNTERESNTVWEY, T IA)
MOR—bZZEEID(CE. [D—EX] (CBELT [ESGH—-E
A wENT>ZIOUYIULET,

o
TDE. [EE Ry hD—20 | tFa77/R— K] ISR— MEZZE
BULFEY,
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JRMD ConnectCLI OY> RZE{FERAUTESG ZiRTEITDCEETEFE
ER

o IR—MMBEN 443 DSV ETBIEE(E. IR—MERELET . X
(F. R— bZ& 8443 [CERET DIZE
ConnectCLI EsgConfig common Network$SecuredPort=8443

* connectcli esgconfig common Network$SecuredPort=0443

etwork$iSecuredPort <= 8443

1.4.7 SEBAEDENTE

B> Y —)LZFE=(E ConnectCLI O > R&E{FA L T Ericom
Connect CilBAEZRTECE=XJ,

EEA Gul
[T —EX] ANBEIL. MHRY—EXDRENT > (BEDT A
A Z20Vv o ULFET. U—/\EDBICHDEENRT>ZI UV D
LT, =)0 LANILTILAEZFRETCEFR T, Feld. b—EX -
LAIL@I: ESG H—EX)DFRENRT>Zo ) o L, FJO—/00 -
LARIVTHRET D EEAEETY,

ESGH—t' 2 é o

SERREDNIE (CBEN L. [SERREDHRESE] HILU [FIAZBDEE
Bl Z5ELFET,

_E:FJ.I)—?:’( -

SEEAEDERE H A o
ta  ThumbprintTi&sR

RS OGEE 0
ts 43 jklue550a0e90b91774971804b cd 10 aa 32 32 df
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ConnectCL| ZERUEAE
PAF®D ConnectCLI ONX> RZFERAULUT. AT LDPEZHRTEL
X9

o (EANJRE/REIAED—EBZMHR I D(ZDO—EICR RSN DIHAE
DIHMMERTZET): ConnectCLI ConfigureCertificates
ESG AHDsEIRE ZHTE (91 al 07 Otz X F):

e ConnectCLI ConfigureCertificates /noaws /esg
/noeuws FindByThumbPrint <thumbprint>

ESG(ARER)” otz X )& ER U7RLY Admin Web Service KT
End User Web B —E X FADIEAZEDETE:

e ConnectCLI ConfigureCertificates /aws /noesg /euws
FindByThumbPrint <thumbprint>

NIE Y DAEFEF T/ DRBIE—HESEDIBENDDFT ., EL
BAZ(FSXT AL TTORR—KagEl EUTA2 R h=)LT 2w
ENHDFET. DAILRAO— REEAEND/R— h=nTNET,

EsgHostAddress (C IP 7 RL RXAZRTE T DRITEFRLTLIZE0N,
7 RUZINERTE UISSERAEZE & — U RWNES. 5O (CKDboOX
RX-A>(CORS)DREEE U TUIREN., FEHRMNFrISNER A

148 EHEHEI—Y0EN

BEIO>Y I ZEALUTCEREZENIT LN TEXT, [EE
(FEFTF2 )| %E] (CBEFL. BIFOBEEELNLOEE(CI
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—HZEMT DN HLEIDEEEERZIHF DMOENZEMRLE
a_o

HE | 123

ConnectCLI Z{FRA U CEREZEMIDCEETEET,

o ConnectCLI AdminUsers add <user &/Z(d group> < RXA 2> <
IA—TFREIIN—-T%&>

e {3l: ConnectCLI AdminUsers add user test.local admin@test.local

1.49 RXAL>DE

Ericom Connect Tl&. B# RAA > DFERAMNDR— SN TVET,
Active Directory RX> Z@ERIDE DR « 1w MOERE CER
LCWBIBE(IERAEND T ENSHDET . Active Directory RX -
> 7ZEBITBIC(E. RD ConnectCLI OX > RZEFRALET:

ConnectCLI ActiveDirectories add test.local
( Ttest.local] (CIFENMTDRAA2BZANULET)

1.4.10 RAPM - S XFLDENM

Uy RICH—)0D—OXF—23>&BMTDICIE. WRETS
= X5 AlC Ericom RemoteAgent MSI Z-1f > A h—)LUZE T,
RemoteAgent (C(ZATD 2 DDA Th'DET:
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« RemoteAgent (x64) - I/XTD x64 Windows AL —F 1 >4 -
S A7 ATERUE I (Windows 2008R2 Server A L. FfzlE
Windows7 x64 21 )

« RemoteAgent (32 64) - 9 /X TD 32 bit Windows AL —F« >
2« L RF LB KU Windows 2008R2 & Windows 7 LARID x64
Windows ARL —F+ >0 « SXAFATERUET,

« RemoteAgent for Linux — Ubuntu Linux 14.04.3 BfZ3=4TLTL)
BIATLATRIESZMEALTLSIZEV, Linux OEEEDFFH
(EDNWTIE. EBRAA RO Linux D023 >z28RBULTIEE
LYo

T—>21>2 bDA>AM=ILA5ETISDEL Ericom Connect
Configuration Tool HEEEENET .

[Join existing grid] &2 w2 U TS X5 A% Connect J'Uw RA
EBMUET,

VEW TC

Join existing grid

Connect JJw ROFEHZ AL UET,

Grid Mame EricomConnect???
by Host ar IP 10.0.05

Lookup Service Hosts 10.0.0.4

Tenant Info

[OK] Z0Uvw oL, Uy RADEFRZRIELET. coJOE
AlF #)4~89 W BIHZENHDET.
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Performing secondary configuration

Searching for grid EricomCeonnect. . .. ..

Starting services ...

Waiting fer components to connect (may take several minutes) ...
*** Completed ™

1411 PIU—<3>EFRI MY IO

FIEHEIYV-ILDFES—23> - )IRILT [REH] 20y D
LEXY.

[UY—X] Z&RL. [7TUT—23 2080 F2E 7RO b6
W BN Z#ERUE T,

e Go

IV —23 >N AT BICE. BRI RAZANTDIH. [WRD
H—/)\EZT0UvOULT. RI—bh XZ21—h5—D2ZFIRULFET,
UY -z HIDE. BEMIC TAI Resources] EWLVDERID
[RR] JIL—T(CEDHTENET,

S JA)LETIE. TAllResources] JIL—F(CIE1—FwI)IL—TF
NEIDHTENTVERA. FIBEZEIDETDCE. [BR] 4
JTONWN=TDI 00UV IULFET,

1.4.11.1 Active Directory A—YZXJEFII—TDEIDYT
FDHTZITOVY—-RZERLUET,

DY —XD TFHML )/ \RIVERT NS, #EITD 1]
IIWN—=TZo Vv IULFET:
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-2 EE] =
PAL2 (i)
Hhik i}
134
YU—2% o
Desktop
WA L]
Active Directory @7 FL-R i ]
FRIM I a—t bk 74y i}
LR
RE—pA=a—a—Ivk-F(T (i)
(RIRY-4
FAT ARES L]
LA
—EOFRH 1]
ea302466-e4ce-4f6d-ae67-76ce5671c540
yU—25)—F o
* All Resources
s Both

CDFIZ3>CkD, BRUZOIL-TD [TJO/ 51 (C

BE]LEY,

[1—Y] #T0%3&RL. [Active Directory A>T hxiE
i ZzoUv oL, AD A—UWIIL-T - AT O F

7zl TEveryonel ZJ)L—TF(CEIDHETET ., #HARETIE.
BOIW—TCATZT O REIDETENTLEEA.

[Everyone] ZFERATDE. S AT ALANDIEGZIFRISNTULY
DIRTOI-—HICIUYV-IANEDHTENET,
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| S 247 FRA JoiTa
Everyone g T

[N TIL—TICUVY=IQEDHTSN. [RE] JIL—
TR 1Y (&EE1I-—TnJIL-D)CEDHETENDE. &
HRIBE(CIRDET,

INRTD [BNB] TIL—T(CEFTTAIL STESRXFTLANEID
HTBENEI( [ RXFT L] ZIL—TF TAll remote hosts for Root |
MEIDHTESNEY),

GI—4

All remote hosts for Root h

1.4.11.2 [2XAFL] II—TDEIDYT

[AB] DIL-TOFfiBtEZEIDETIRE. [ X5AL] 57
ZOUYIULET, COUY—XDEERICHIATIEL T DY
—INEFRO YT ZEIDETDHIC. [ZRFAL TIL—
TZEBMUET, &F—/N\EFRO YT F. T2 RN
PIOCATEDLDC, D] TIL—TDA)—([CTF Db
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BENHDET.

N =22 aF 2—3f AT

00
oo

BlENZIRTOY—/\EF RO MY T (L, BEMNCEIL S
-1 >d72F)L—= [All remote hosts for Root] (CiBIlIENZET,

FARgER [R5 A1 JIV—T% [RFE] JIL—T(CEMms
BT [ZRAFLTI-T=EN] 20Uy IULEFET,

oAk =2 i 21— YRFL

BIRUIZ 12 RFAL] JIVL—T%= [R8] JIL—THhSHIBRS
BICE [ZRFLOIN—TZHIK] 20Uy oULET,

EHEDOTA

Connct REBNBRHSND E. I RI—TRAIOTX bOERNTE

JARRE(CIRD X T,

HR— NS TLVD Ericom T> R1—H - 774

TRXGEET AN BEIC. EEOY—ILD [ XAFTLNLVA] &
BRU. INTOIRTLANEEFRVRAT—HF X TRV &2k

L TLTIZE0N,
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Ericom Connect [CEFEND 3 DOI>RI1I—Y - 7OTCRGET
Ericom Connect #57 A NI 3(CIE [T RI—Y HA Rl #SBRU
TLJZELY: ¢ AccessPortal. AccessPad. B KU AccessToGo,

1.5 ConnectCLIUI7ZL >R

Ericom Connect CLI (&, —EBD¥FEIEHEERRTE T D/2HDIY K -
A2 - A2 —T1—AZEMHLUFI . ConnectCLI ANDFT I AL bD
JXRUFIRDESDTY: [< Ericom Connect A/ UX>\Ericom Connect
Configuration Tool\] Ericom Connect M—EBDEETE EHaEL. OIX >
R+S+1> - W—JL [ ConnectCLlLexe| BIAMIS(EFERENTETEEA.
—HBdD ConnectCLI X > R(Z. 3E4THI(C Ericom Connect BIE&DR3
ZHEELUFET, NFE EF1UFT o LOEBADIZHDHEETTT,
FEL. ATV R --S1> -ty 3>%FRA LT Ericom
Connect EEREBRIBERZINR - S>> - Ty 3> (IRFLET,
CNICEKD, BEOOV> RZRITIDERCBANTDIRENRLIED
F9,

e set EC_ADMIN_USER=<admin user>
e set EC_ADMIN_PASSWORD= < admin password>

1.5.1 BARNRERAE

ConnectCLI <X > RE&> [|AT> 3> fE] ... [6121..] - FOX > RT
(F. BRBIATZ 3> &880ty haFERTEETT .

ConnectCLI /? - fEATJEEIR I AN THOIAY > RE—EBFRRUFE T,
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ConnectCLI /?? 2%, B8R EZST K DFHBRAZR T, EAPIEE
ROV Rz—8BRRUEFT,

ConnectCLI /? and /?? 7.6.0 LABF®D/\—=3 > T(d. ConnectCLI /?
BRU 2?2 ([CATZa> DR FIN 2 ERAITDZEN AT,
f: ConnectCLI /?remote (&, XF5] [remote] ZELIANTHIANY
> RERUFET,

ConnectCLI N> R& 1?7 -FEDIV> ROFHZERRUET,
(FEAEDTINY RT. Connect DEBEDEIRIBTIRDI U Y REH
WMETY, INEZATSIa>EULTEIDIC. RIBEHEER
LEF, ATZ3>gé WEIIREEHIUATOESDTY:

« /adminUser <1—HY %> EC_ADMIN_USER

« J/adminPassword </VUXJ— K> EC_ADMIN_PASSWORD

« /gridName <ZJUw R&Z>EC_GRID_NAME (O E1—
4 (C Connect component H'-f > A h—)LENTUL\DIEE. i
BHDTVUY REGNT T A)L NTHERAETNE )

)lg 1
frl

AR REEAT I DB TREANF LN FEXRIENFEE
Ao AT ZHAE —BOTIL I« v IRZERLUTREMETEE
3_0

FIZIE. AT>3> [JadminUser] & [/adminPassword] Tl
[fadminU] ¥ [/adminUser] /(& [/adminUs] ZERTEEY,

AT 3>% [Jadminl (&, —BOTL T+ wORXTIERWzoER
TEFXEA-
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BIRIEIRNBRENDIRRE(CEVWTIBESNTLVRVEES., &
ConnectCLI O¥> RTFO> T MIKRRESNZET,

1.52 S RATFTLIEBRY

ConnectCLI Version - Ericom Connect D/\—=3 >R RESNET

ConnectCLI SystemConfig - =X LAMBRDI S A —F =R T
(FRELFT. BIBRLDGE. IRNTORENTKRSNE

9. BlEZIEEIDE. BEULLECTO/NG 1 HERESNET.
ConnectCLI SystemConfig 7 0/\F « =& - 1 DETz(FHEEDIERK
INSGA—BFZEFELET,

ConnectCLI SecondarySystemConfig - >4 U/ (S A —4
OMEERFTTIERTE (CERAUF I EEMERAUEEA). 5IERLDS%E
B, INTDEENKRENET, 5Bz EIDE. BELLE
(CTONF A HEESNFET,

ConnectCLI ConnectionConfig - HiEi&#t(Blaze 77 -1)L)A T3
SEREXREFRUET., NE. CDNSA—FZLEZLT
WEWIARTDUY—RETIL—TICHELFET.

ConnectCLI BindingConfig - 38D/ 1 > RFHIR)AT > 3 > D%
EFTIFERZITVET, NE CDNSA—FZEEEZTLTL
RVWIARTDIYV—=RETI—-TICRELUFET,

ConnectCLI TwoFactorConfig - 2 BZRXKTED/ \TA—FZKTEF/C
(FHEERLE T

52



ERIO141A

153 PJUwER - QJR—2R> OB

ConnectCLI EuwsConfig - 1 > XS > AD—EFKR. —HBIIRERTE
DFRREMER. A RGBTSR =L DR EREZITVNET,
ConnectCLI EuwsConfig List - IRTERITHFDOINCOI> RI1—H
Web b—EXZ—&EFXRRUEXI., ZZTDIID] (. 1> RF>X
B OBUSFRE(CfERAENET.

ConnectCLI EuwsConfig Common - f > X5 > A TEESTENTL)

IRWNSE(C(E. IARTD EUWS ([SERASN TV DIHEDIBA/ (S XA
—AINRRENFT,

ConnectCLI EuwsConfig common ' [0/\F  ={&- 1 DETz(FEED
—REAYIRBAN/ (S A - ZRELF T,

ConnectCLI EuwsConfig <id> - ED EUWS D > X5 > A58
DTOINF 1 NFTRENET . EuwsConfig List IN> RTD ID &
EARALZET.

ConnectCLI EuwsConfig <id> 7' [0/\F« ={& - $ED EUWS D 1
DEEIFEEROA AT FEDTONT 1 ZHELET,
EuwsConfig List N> RTD ID Z{FERLFE T,

ConnectCLI EsgConfig - 1 > AP > RD—EFR. H@BRTEDMHERR
EFRTE. AR RKERRI S A= DR ERTEZITVET,
ConnectCLI AwsConfig - 1 > XY > AD—ER/R. HilEsTEDIHERS
EFRIN A A RIERRI S A= DR EREZITLVET,
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ConnectCLI RemoteAgentConfig - 1 > XY AD—EFKRx. Hi@
HEDMETRERR. A R > AERKI S A —5 DHETR EEREZITL
F9.

ConnectCLI GridInfo - RDIBEHMNFRRE=1FE 9 : Business Logic
components & Databese Sync components(=5— - H—EX). /\
—T42ADRT—FX, )\ OFYITDEIDET, J>7F
(GSCYDRAFT—H X,

HHhoB> )L

EricomConnectBusinessLogic Intact; Partitions=2; Backups=1; MaxInstancesPerMachi
ne =8
EricomConnectMirrorService Intact; Partitions=1; Backups=8; MaxInstancesPerMachi
ne=A
CONNECT 3DBUM.corp.jlx3.com
GEC 1
EricomConnectBusinessLogic Patition [Primaryl
c 2

EricomConnectBuszinessLogic Patition [Primaryl
C 3

EricomConnectBusinessLogic Patition [Backup 11
c 4

EricomConnectBusinessLogic Patition [Backup 11
GEC 5
EricomConnectMirrorService Patition [Primaryl

BIZICIE 5D0O>FTFHHBDET,

ConnectCLI SetGridParameters - JUw R « JNSA—SZHET D
JeHIERULET. FILLWISA-—FZEERITDHS. BELIE
MMERRIRE T H DN EDHDIRIEN CDIN > RICKDIThHhNE

9. FERTETHDIHE. B TILORENR RSN, BRJO>
7 MIRRENZET,

fERE:

ConnectCLI SetGridParameters #partitions #backups
#gscPerMachine #maxInstPerMachine

KERDOLS[CRODTVET: N IT VT + 1)* )\—F 4> 3>
#}+1=1>FF#(d>FF =GSC)
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[SetGridParameters] ZfERA LT AT ALA%ZBRUIEE. /\—F«
23> DOEZEEEUBSE}. HEZBMCITDHICIRNTDOTY
w R OUR—R> bZBEESHULET.

[SetGridParameters] ZfERA LTS AT ALA%ZBRUILE. /\vTT
VI DEZZEEUIEIZEE. SREZBMCTDLHICETD
Business Logic Controller b —/\ZHBE£E#HL XTI,

1.54 UE—p - IR MDIBRL

AT232FEk JUy R O2R—2> bR ERICTY,
ConnectCLI RemoteHostConfig - 1 > X5 > AD—EFR. HiB%
EDMER ERR. A R 2 BRI T A =S DR EFREZITVE
9, fil: ConnectCLI RemoteHostConfig info <guid> - 7R CE
IDEMEBERERRLUET,

ConnectCLI GetHostldentifyingInfo - =~ XF /A ETEEHEIN TS
IRAREZET RLRAZRRUET,

ConnectCLI RemoteHostGroupMembers - FIFRIEEIRS A5 AR
AN =T DO—ERRF(ES AT L - IRR SOEBIIRHIBRZT
WE7.

ConnectCLI RemoteHostGroups - > XFT AGRA NIIL—TD—E&
For. 1Bk BIBRZITVLE T,

ConnectCLI SystemInfo <address> - Ericom Connect (CEERS/z
INRTDOZRTFTLARR B)DFFHIRERNTRSNFT T

ConnectCLI RemoteHostConfig common
WebServerAddressList=https://<¥—J\ 1>:8044 https://[<H—I\
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2>:8066 - RemoteAgent Web H—EXRHICIBE UL RL X%
RemoteAgent WMERA T DL SKTEULEI (P11 2 D RemoteAgent
DHTHEA), NoDfEZEY—/)\- DA RTHEITDE. 953107
b A ROFEFLEETEINFET.

11—

1.5.5 [=EIRENTE

ConnectCLI SetLogLevel - IRTHI>R—F> N(Server. ESG.
EUWS. AWS, RA)DOY « LR)LZ, IBEURELNVICGEELE
9. TIAIBDLANVIEBETYT, COFREMMEL DI R—F
> RREINY RTITS T ENTEFT

ConnectCLI ConfigureCertificates - GRIED N > L T)FIAHAIEEIR
INRTDEAEDFR K. FZ(F ESG. EUWS, AWS FIDILEDSIEHA
SZERELET, HEMBODOY> RTEITDTENTEFT,
CDEFECEKD, INRTDA 2RI A ICxLTo/O—/ULIRSERE
ZRTEUZEI ., EsgConfig. EuwsConfig & AwsConfig 11X > K%
ERALT, /1> RICATEICIREZBEIT D EEAHETT .

ConnectCli ConfigureCertificates reset - > J 4 )L FOBE BRI
BAEZFERAITILDICIANTOIR—FR hZEUtY UKD,

ConnectCLI DeleteCertificates - O—3)LODEEBAE X M7 HSEIERAR
EZHIPFRUET,

ConnectCLI DeleteConnectCertificates - =~ X7 LAMNSINTD
Ericom B B&:iAEZHIBRLUE T,
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ConnectCLI ImportReportDefinitions - $TUWL\LIR— NEEZE 1>
/—ﬁ_ I\L/gfa_o

ConnectCLI ServerSideTimings - H—/U - Yo RO/ TA -T2
R AAR—ZFRRUET,

ConnectCLI EncryptSsoPassword - SSO 1 >45—_J 1T —X C{EH
IBZHDIESIE N/ R D — RZEFEKRLET, /SA-FEL
TIRD—=RZABDLTVRWNGS, TO2T MERRESNE T,
ZOOX Y RICIFEEEDEINNETT,

518 BB ID/\RT—RZANDUET

ConnectCLI ImportLanguageFiles - S58 7 7 1 )LZ 1 > /R— MUE
9

ConnectCli TechnicalSupport [GetConfigurationProperties,
SetAllServicesAsStopped, QueuedLogMessages, cbMonitor,
expirePassword, changePassword,clearAutoDeletes, gridMonitor,
multiValidate, dbgmon]

ConnectCli technicalSupport dbgmon - IARTDFT/\w T « Xwvtz
—ZZRERT/I\VOTHERITDIA>YV—IL - D1 2 RIIGXKELE
9,

1.56 VA4 A>DIBK

ConnectCLI Setlcon - NREBEAHDIY —X(CHRI L - VA A%
MEUETY
SIE X FOER(FRDOES DT

[/Savelcon <T 7 1)L
>] <FileWithlcon> [ <ResourceNameRegex> ]
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FileWithicon: (ERDILRFZERLIDEBD I 7 1ILD/IKX, T
7AILDF A 1> (Windows TR TO—STERRSND 77 I
—HUVUY - R EBEMITONTUVET,

ResourceNameRegex: iXE3 27 TUT—> 3 &ICNYFIRIE
MFIRAREED Connect REEBZFEA). TR AXFENXF
NXBlIENET ., ERRBICEHRD7ZTIVT—23>MNYvFI3
. TNONN—BFR RSN, EENEREINFET,

/Savelcon <filename>: 771 A (FEESNTZ T 7 A ILETHRIFESN
F I HLRF(FEEBIAC Ticol (C/RDFT)e NUE 7%=
HREUTRERT(C. EDT7VA I RERTINEIREET DIZHIC
fEATEET,

FFO DTV ITIT—23>DT7A A ZRETDICE.  [henant]
INSA=FZBIMUET ., FIXE ROIT RICKD. DFEEH
d [Browser] 77U —>3>2(CHBNT. TF> hE ltenantl] D
A2 - T7A)L [firefox2.icol MMEASNDLIRELET.

ConnectCLI Setlcon /tenant tenantl c:\firefox2.ico Browser

157 MR

ConnectCLI GetLicenselnfo - Ericom ([CIXEESNS 122 AFKITIC
BRSNS —FZ2EKRLET,

ConnectCLI ImportLicense - Ericom WS5Z{ELIESA1TE X %ZES X
FACAR—BUET,
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158 I>RI1—YI5%R

ConnectCLI ResourceTree - 1T—YHFIRBIEE/R IR TDHT7 T U4
—2 a3 >MRRENET,

ConnectCLI LaunchAnalysis - 1= 77U —<> 3> DicH%
AT URBRICANREET DHINRREINE T,

1.5.9  Active Directory 85K

ConnectCLI ActiveDirectories - T> RI—H(CERAINTLD
Active Directory 77« J - 7« LI NUDTY MMIHWT, B
EN—EBF R, BN, HIFZITDSCEEHFTUUET,

A B

ConnectCLI ActiveDirectories list - 2TE R AHD Active Directory i —E
TRENFEXT

ConnectCLI ActiveDirectories add test.local — [test.local] AD Z3iEjN
UET

ConnectCLI ActiveDirectories remove test.local - [test.locall AD %
HIBRLUE T

ConnectCLI UserActiveDirectorylnfo user@test.local - Active
Directory 15 [user@test.locall (CDWTDIBEIHMNFRSNET,

ConnectCLI ActiveDirectories /nonStandardUpnSuffixes upntest.local
modify test.local - RZEFAD UPN BT 4 W ORX RAA 2 ZEFEL. &

NBDORAA> - BI4wIXTA-PNROTA>TEDLDICLE
ER

ConnectCLI ActiveDirectories /adUser mike@test.local
/fadPassword Hellol add test.local
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- adUser [mike] Z#E L. adPassword [Hellol] %Z Ad [test.local]
NENMULET,

KROFFHRIRERACDWTIE. BRI RD Active Directory
ConnectCLI DfEREDTEOS 3> 7SR LU TIIEE0L,

1.5.10 ConnectCL| BEHEEDEIRBHDEETE

ConnectCLI Tl&, BEITICEIBEOERBHRNMNELIRDET, B
BZENT BT [set] ZERALT. EEEOERBHRTIRIEE
HEUTHERRETI, A ROYTILIEIRDEESDTTY:

C:\Program Files\Ericom Software\Ericom Connect Configuration
Tool>set ec_admin_user=john.doe@acme.com

C:\Program Files\Ericom Software\Ericom Connect Configuration
Tool>set ec_admin_password=MyP@s$wO0rd

1.5.11 FTF > BMNEGE
ConnectCLItenant /? - 7> FMEEICEET I INTOINY K
NERRENET,
ConnectCLI tenant list - ZRERHDINTDTF> MHIKRRESNET

ConnectCLI tenant /tenantUrIPrefix acme add company1 — 5!+
[companyl] &L T4 w2 Tacmel ZFERUTHLWLTF>
hEERLET. TL Ty IOXFEERIY —ILADOTA >

fEASN. 77> bDURL &EUTERSNE I (HI:

acme.serviceprovider.com),

60



ERIO141A

&

. EEEISSBDOERM

Ericom Connect 183/ —)L :

ConnectCLI TenantConfig - 77> hRE/ S A—FZRRFTZ(E
RELUET. 5I8RLDGEE. INTOHFRENKRESNET . 51
ZIBEITDE. BEULECTONFT A NERESNET,

ConnectCLI EndUserTenantReassign <user> <tenant> - $1 LU\
F> b I<tenant>] (CBIFDI1—Y [<user] ODBINIDHTZEITLE
9,

ConnectCLI ActiveDirectories /tenant TenantA add
companyl.com - Active Directory [companyl.com| Z>73> b

[TenantA] ICEIV)H¥TET,
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1.5.12 HIrENiEY—EX - A2 R—2R> DY —2

H—EX - A2R—FR> hDO—EZHRRIDICIRZEZEITUET:
ConnectCLI Services list -

[tIlr] DIzbD I T R ZRODIEIRTOB—ERXZENY—TTF D
(CIFREEITUET:
ConnectCLI Services cleanup PermanentlyDisconnected (or
TemporarilyDisconnected) - H—EX Z IS NIIRRE(CERTELUE
ER

COOXR > RE TH#ERA] REOEDTZIFARESN. FLELTH
DY —EINDFE (FTOhNFEEA.

JN—==3> 75 TIRHEROOV> R(LEEDOVY> RZEFEARALTLZ
=0LY):

ConnectCLI
AwsConfig|EuwsConfig|EsgConfig|BLServiceConfig|RemoteAge
ntConfig list

ConnectCLI StandaloneServerSetState PermanentlyDisconnected
idlid2 ...

1.5.13 RemoteAgent ZHIEFT S

RemoteAgent(J —/\B LKV T—IRXF—>32)D—EZFRRIDIC
(FREERITULET:

ConnectCLI Systems list - [tI#f] 9 DzbDI>F U hzEEKDT
IARTD RemoteAgent Z2X—T 3 B(CIE, REFEITUET:
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ConnectCLI Systems cleanup PermanentlyDisconnected (E7/z(&
TemporarilyDisconnected)

IN\==3> 75 TIRHERDOV> ROV FZEFERALUTLKE
=UY):
ConnectCLI RemoteAgentConfig D—&

ConnectCLI RemoteHostSetState PermanentlyDisconnected id1 id2

1.5.14 SQL F—HNR—=ADI\YIPYVIT/UX T

F—AINR—=RZ)\Ww IV TFBICFIRZFERUET:
:ConnectCLI BackupDatabase /databaseServer <tF—/){%>

/databaseName <DB %> [/databaseUser <1 —1>]
[/databasePassword] /noconfirm backupFileName.bak

T—INR—RZYXA N7 IBCER2ERBLET:

ConnectCLI RestoreDatabase /databaseServer <ty—)\&>

/databaseName <DB %> [/databaseUser <1 —1>]
[/databasePassword] /noconfirm backupFileName.bak

ZD2D0OOY> R(E. TbackupFileNamel (COE—%=RFI B
& T SQL Server 7 —AR—XD)\w O T7w I X N7 %=ITUE

9, [/databaseServer] & [/databaseNamel| ZIEE T DIHEND
NZFEY, [ /databaseUser] ZIEL TLVRLMEE., T—FR—X

AT C Windows FREENMERSNE I .  /noconfirm SHEES

NTULRWZE, BIFO/\yO7v T « TJ7AILFEET—HFR—X
= FEZIDRIC. BRNBERENET,
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o NwOFPYT - TJ7AIZRESDEANVETT,

o SRAFLADETPICN\YITVYITNEITESNDIIZENHDET,

o AN—NwOT7YIEERICIS—NMRELCBETE. HEH
DT —AIN—-R IHEZZTT. 7—FFERDONFLEA. TD
BEEFESI BNV Oy TEEEHIET .

NS DIEEZERRER K EMT D2HC. T—FR—XT SQL IV
> R [backup database| N"H7R— &SN TWIRENGDET, &
1% SQL Server & SQL Server Express ([CE%ZHU. 95K - X—
M Amazon & Azure SQL OO/ \A A (CIFEZHLUFEE A

5L, REQODI—INFT—IR-AD/I\voT7vT - 4 LT KU
DTV ICREZF O TVDRENSDFT., BF. L TKY
[FRDKXDICIRDFET:

["C:\Program Files\Microsoft SQL
Server\MSSQL12.MSSQLSERVER\MSSQL\Backup ]
H—)WUE—-b - Y22 EICHDHBEE. 1—TH UNC /(RIEHT
DT+« LT NUNDT ICREZFOBENSDFT . HIRIERD

KDCIRDET: \B—/N\C$\Program Files\Microsoft SQL
Server\MSSQL12.MSSQLSERVER\WMSSQL\Backup

U BT 2 DIEDNT NN TERITTEFT .

o TANR=ZAMWIEL. A—DF—HIR—-X - —){EF—FIX
—RET/I\Y IV T URRTITDIRENDDHE:
o INRTDConnect JUw ROB—EXZEIELET
o TAHAR-REUAKNFPZUZEY
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. D—EXREEBULFET
o T—ANR—-RI(F, BEEBEFRFEFIDEEMNMTONITIREECRD
ESr)
o« INRTDITUwR-IZ>T [Disconnect from Grid(Z'Uw
Rsatjif)] ZXTUERT
o [Redeploy(BER)| Z#XTUEXT
o LWWVRDIKATE. FITHD Connect AT AL UL T(E
DX RPEREFTURVWTLKIESV. ETURBE. 2 XF
LPRHE T DRIREMEN DD F T,

DX RTEERICIS—MREUHS. T —IR—APBHELFT,
COBENRELUSBE. BEUZT —IR—IXZHIRL. UX KT
EEZBERMTUL TS0,

1.5.15 wWTF—HIR—ADFT—HZHETD

ConnectCLI OY > RZEFHAL T, BELET—AHUEIOOT AV
—SHHIBRIDCENTEFEI., T IAJL MOEAREIZ 90 HEITY .
AFD2D0OOY> RE{ERTEET:

« ConnectCli DeleteOldLogMessages [A <3 >]*
« ConnectCli DeleteOldLogMessagesDb [A > 3 >]*

DeleteOldLogMessages (&. Connect B —/) 57 —FX—-{LxNn
JeIEGE IR ZEUS UE I, DeleteOldLogMessagesDb (&, I~X >
R-SANM5ZENZRTLET. AvE—HHEIRESNdE 7
—IR—ADBENEMBESNE T, AT 3> O—EZMHERTDIC(E.
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R EEAUET., T IAIBRTIEH. LIR—bLR)ILOOTAYZ—
S(EILR— MEBEEHET T DImDICHIBRESNEE Ao

ConnectCLI OV¥> RZEFAL T, BELET—YLUFIOT —4FR—
X -tv>a> - T—HA%ZHIBRIDCENTEEFI, T IAILED
HAEIIE 90 HREICY ., UTFD 2 DOON> RE{FEHTEETI:

« ConnectCli DeleteOldSessions [A >3 >] *

« ConnectCli DeleteOldSessionsDb [A < 3> *

DeleteOldSessions (&. Connect B —/ {5 DB ##E#klIEHRZEIS U X
9. DeleteOldSessionsDb (&, OY> R - SA2H5ENZEITL
FJ, NTEKD. WD DF—TILISEEENET ., AT 3
S D—EBZERIDICE 2 ZFEALET,

1516 IA1E>ADUHINV

TS > @ Ericom Connect ZAFACTSTAEREAZIR— BT
DCENFRETI . NICEKD., BRDTVUwY REGB KT Active
Directory Z¥ DS A A ZHECETEF I,

SATCRERDT —FZEMRTDICIF -

ConnectCLI GetLicenselnfoRecovery gridName domainName
outputFileName.xml

SAEIRZEAZIR— BT BT -

ConnectCLI InstallLicenseRecovery /databaseServer <DB H—)\

> /[databaseName <DB 44> [/DatabaseUser user]
[/DatabasePassword pwd] license.xml

BREI-YZEMITDICE-
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ConnectCLI AddAdminRecovery /databaseServer < DB B3 —/\(>

/databaseName <DB 44> [/DatabaseUser user]

[/DatabasePassword pwd] license.xml newAdminUser
[password]

JINRAD—=RETFHD> COREECERASN. REFSNFEA.

1.5.17 FTRAIMYT DA BN - SRIVEEETS

FROMYT - w2 a>DAA N - )IN—(CEFNDISINIL - TF
ABZZEEITD(IP 7RL R, Blaze 95147 > k- SN, 70t
SL—>3> s GNILZANBZD)ICE. ROON> RZEFERUE
g:r

ConnectCli ConnectionConfig title="Custom Title Label"

¥ Custom Title Label

Recycle Bin

fEAE: ConnectCLI ConnectionConfig [AZ'S3>]* [prop=val
or prop=@filename] ...

r H@EEG(Blaze I 7 MLV DA TS 3> &/ EFX(IHRLUET,
NiE. COINSGA=FEEEZTLTVVRNWIRTDOUY - ET)L
—JICHELFET,
/adminUser <string> []
11— (env = EC_ADMIN_USER)

ladminPassword <string> []
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JXXTJ— R (env=EC_ADMIN_PASSWORD)
/tenant <string> [rooturl]

57> b (env = EC_ADMIN_TENANT)
/gridName <string> [ECPREL1la]

A9 37w % - (EC_GRID_NAME)
/locators <string>  [10.0.0.12:4174]

21w RZERT 128D (BRI T DG
/[no]Showlnheritance [False]
/[no]techSupport [False]

KOFH/RB|E. TOZHIL - BR— bFETHEVEDEL
=0,

S1E>X

% Connect Z'Jw RT(Z. 30 BfE. 50 EFI1—HOFHMAERS1tZ>X
MREMENFET, 123 vl - SAERBEROMBEEFTLVNS I
A0 R— M. B GUI F/z(& ConnectCLI OX> RZFHALUTE
TTEFXT, BIMDTUY ROEEB: X MA)ICE. BIDST1EZ>X
MRE(CRDEI(CTHBESICDULTIE. Ericom DIBHEZFTHREULEHE
<IEELY),

NEBEHDYUY — X% Connect FFHTEENT DR, 12> XN FIHH]

BECHINENSDDZET, Connect ZNMUTCHIBESNDIINRTDOUE—

b -y a3 EFRFLEBEER)E. COSAEROTOI-HTEL
THDI> hEnFxzd,
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R—4)L - w3 > (AccessPortal. AccessPad. AccessToGo)D14)
ANFSAERELTHDIY hENT, eNSHSEEENZEUY —
ADHNHAIT> hENFET,

161 BEIOY—=ITODTZIFTA4N—>3>

POTANR—=2 32 FZ(FEEDIZSH(C Ericom (1 Z>+v7)L - F—
ZIXETDITIE:

o« BEO>IY—)LICOTA>UEY
. [B/E] | St (CBH

Root | Administrator v

& ~)7

(c )
o S Al
A
| wi
o

UTDT+4 > ROMKRRSNFT:
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FATER

Number of Licenses

50

Expiration Date

Mar 15, 2017, 7:.00 AM

Initial XML i}

<SiteLicenselnfo=>
<CreationDateUtc>2017-01-04T05:15:34.6195040Z</CreationDateUtc>
<ActiveDirectoryName>cvtest.local</ActiveDirectoryName=>
<GridName=941EC76GA1</GridName>
<SiteKey=bfd06077-a4d1-46d1-ad5a-2343b81bc52b=/SiteKey=
</SiteLicenselnfo>

Activation XML e

<License>
<Restriction=>

<LicenseType=Issued</LicenseType>
<EditionType>Enterprise</EditionType>
<Mechanism=ConcurrentUser</Mechanism=>
<GridName=>941EC76GA1</GridName>
<ActiveDirectoryName>cvtest.local</ActiveDirectoryName=
<ExpirationDate=>2017-03-14T722:00:00.0000000Z</ExpirationDate>

o [lnitial XML] ZJE— U T Ericom ([GXELET

o Ericom BMILWF—ZE/KLEFT. F—ZRRT1 > RIODTF
ooz a>cdAE—-L. [7OF74R—hK] Z#LFET. &
Nc. FLLWSAEANERCRDET.
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1.6.2 ConnectCLI TP IF4~R—>3>

VIOFTANR—2 3> FEEHEE%E ConnectCLI ZERAUTEITI DS
ENNEJRET T

===

o [ConnectCLI GetLicenselnfo >info.xmll ZEiTUFET

o [linfoxmll Z7J)L%& Ericom (OXELFT.

o Ericom BiLWWF—Z%RU. [licensexml] EWSERIDT
7IILTSA B AMREETNET,

Ericom 5514t X - TrA)ILZzRTBD. 2DIJ71)lZ2> X
FLOCAR—KUET, SATERORNBIIUTOBEERDT
WE9:

<License>
<Restriction>
<LicenseType>string</LicenseType>
<EditionType>string</EditionType>
<GridName>string</GridName>
<ActiveDirectoryName>string</ActiveDirectoryName>
<ExpirationDate> string</ExpirationDate>
<MaintenanceExpirationDate>string</MaintenanceExpirationDate>
<NumberOfSessions>number</NumberOfSessions>
<ld>string</ld>
</Restriction>
<Signature>string</Signature>
</License>

J7A)L&Z(FTED 5. /RD ConnectCLI OY> REEITLUTSA
> REAR—FUET:

[ ConnectCLI ImportLicense <license.xml AMD/ >

71



ERIO141A

1.63 AFHAHERITI>3>

Ericom Connect (#k4 /12T« >3 > M AFEEETI ., Ericom
Web B hOXRZFALT. IFT>3>0DEVESRULTLES
U\: http://www.ericom.com/connect-feature-matrix.asp

NAS LOHRELZY MEAFEIRETY ., FHMl(CDULTIE. Ericom D
IRFERIBEE (CHBBVEHESTZE,

1.6.4 Connect [C&ZEMND AccessNow & Blaze

Ericom Connect D> t7> X (C(&. Ericom AccessNow HTML5 &
Blaze 7OtS L —> 3> /0> —-MNEFENTULWET., N
S5O0 )02 —%FRAI3EHICENIRX MInESLSDFEA.

1.7 Connect DA A M=)

Ericom Connect Configuration Tool Z#E LT, JUw ROMSHIMUET,
W)LEET U, SRFTAD [TO0SLDBIMEHIBR] #EEEERU
C Connect #77>A > AM=IJLUET,

TOIS DT A VAN FZEE

TOISLEFIALAN-NTBR —ENSTOISLBERUT [7o1AM- L] [EE] i 14
ZIWILET -

B2 v 7oA ‘/ZI“—Jli

2L COTOIFLETIASAN—ILET. |
& Ericom Connect St el A =
=11

FITT
Ericom Software
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2 EEI>YV-IILDERTE

21 EHEHIZY-IINDYAL>1>
Web R—RDEBI>Y—LERBT BT, UFORENSBOET:

« Ericom Connect Configuration Tool ZEEE#H L. XA > « XZ_1—H5
[Launch Admin Ull Z#UZE9,

e XD URLZBEAHUET: https://H—/ 77 RL-X:8022/Admin/

BV —INGA A>T DDA IR EE. TUw RIE
A CERESNICEERE L —Y(ICH5SNFT,
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o
= cOo
‘. Egz-:lss DoNE Rm

Ericom Connect Administrator

Web 1 >4 —J 1T —X(F. KEFEE 1366 ET)LICERBEILSNTL)
X9,

J\—=3> 7.6 LLFID Ericom Connect 1—H (&, RDT7 RL XICFEEL
TIH/I\=>23 >8IV —)ULICT7OTXTEETY: hitps://<t—/\ 7
R L Z>:8022/Admin/classic.html
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d1—Y - 4259—J 1 —RAEEDEIR

BEI>Y-ILOI—Y - A2H-T1—REFBZELEIDICIE. A
FOOAZFHFRAN - AZ2—2Z0V)yIUT, HEBERZHEXT:

< Settings *x

’ Language l

| ]

SEBE AT I DEBRLET

< Language x

Display Language

English (English)

—ENSHNDOEEZERT DL BRULEEN LY - 125 —
JI—XR([CERETNFT.
HAREZERT D4
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@
fe=RIRaM

ez

VRT LNV

A7 —5R RF—HR
@ FHXN-ART—HR AU
®  JYsFRT—HR TP

D © ® 0 B W

@ Fa-ITEHINOSvt—Y

Ericom connect D—EDFT T A )L b AT Z 1D MMIRETYER S
NTHEOH: : TAll Resourcess t° "All Hosts group. )(E&EEREN
FA. INSOFTFAbZO—HILVEECEEIDIICIF. AT
T bDOTONF+ (CEEL. O—DILEBTERDTFRA AN
LET,

22 EHI>YV-)=ERTSD

CDOWeb R—XDEBI> YV —)LIE. ATD/\RILTHER SN TULE
ER
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Fes—23> - )R

0:' -

FES—23> - )RV EODYV-ILDERICHDET. ZD/CRIL
T BEIO>Y—)LTERTIEER DT I UNHKENRRSNE T,
HFTVUDREEF BT - oz ahigEFncnsddsarnd/he
IRREERCRRESNDEDRHDFET. HFTULZRL TEH
9L BT - o athiRRSNEFT. 5 EHFT L BT -
oS 3>0—EMEUET. BEEFREFEMENEZSITIE. XY
O—JL - J\—DFRENFT,

T34 - )FIL
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ZO)\RIVEOAY —=ILDOFRRIVUTCHDERT. D/ RILTIE.
BIRUEAHT IV ICEET DRERERS SUERENKREINET .
—EOAFTVUBIRE [Py aR—R]1)TE. [TZ5A43UL N
TILEDA RICRRSN, TDMOAFTIYBERE TUY—-X] )
TlE TEEL /RN TSV )IIRILICEFENFET.

[E¥401 /CRIL

ZO)FIVE. —BDATTYUTIOY—ILOARICRRENET.
RRSNDHBE. D) \FIVICE [TS5ATVU] ) SRIVTERUIET
A5 LDENMIBIRE LUREKENZTENE T .

—BATZ T U MDORRBEIRDIZEH

BEO>Y—ILO—8DATZ T MME. BEMIFSNIERENT A3
>EOVUYOUT. BEAFZEADZIEODIENTEFT ., BEC

DEORATZT O MME B—HF7TUDEMATZ O bDO—ET
ER
®

(BRI -REFIFOLEEENRET, REDOATZT I MM
IRRERBDODTNET . RNEDEMATZ T MERRITDICE
A2 Vv OUT Bl E—RICADFET,
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Ol Brnrras) - BEIEEL. AEOITRTOATS TS M
ERESNTVNET, REDATS T MNEFRERCT BT, T
93 EHUw LT [iDfeied] E— RICADET,

V—ILFVIT(Y—=ILEZ )

o

(6] JCRILT—BBDERED LICY DX - h—YILZEL &,
HEEED BRI EZHRAT DY —ILF Vv ITDA Y E—HFRR
=NE9.

PAVT A HAOEET 1L
UZEIEELET

HRADYIDEZ

ZNENDREC(E. BIOL AV —SEZHATEETRT. [

DYDER ] MY ZFERLT, EASNIZEZRAT DN TO—5
W MEZRET D ZEEENERTEEXI . Connect THkEZIE

EF BTDEDFHBICDONTIE. [EBESA K] O TREERE] 228K
LT<ZEl,.

HRATRAS > DA

A9 (/874 —7vh
(R =l e

79



ERIO141A

2.2.1.1 O—HIVEDIETE
RO EZEK L. O—D)MEZFERITDILDC [HkE] RY> %=
HEULXET:

e

O—AIUEMER SN TS EZY —ILF VISR TEFT.

COSREDIRTEO(E

T=2EANL WRTFIEIR TSI LY, MR 8%
=)= FLTER v RIEZTET 32101372
ZREIIILET

2.2.1.2 ERSNITEDOER
HASNTAEZ(ER T DL DIC [HE] R ZRELFRT:

m
L.

AR SNIENMERESN TS EZY —ILFY ISR TEET .

COEREDIRIEDIE

T=EANL FRFIZEIFT &I CLU SR TZEEA

— =S FLTHR 1 MREE BT T BI 37
FEEOILET

—a
=
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23 AvIaR—R

[FwaR—R] D02y NTEBRSNTULWEYT, FO0>1Tv b
C(E. SRFTLDOESE. 1—Y - 7O EFTA4BIVOCIE— K - KX
k- F—HACEETDIERARBEHRNERRINET,

SATLNIVA

DI« >xTw & Connect >R ADREME(CEET SBERRXIE
HRERHLUFET, SRTACRENDDIHS. FIOHBATIS
—CEEZHRUTEEN., 20Ty MIFUATFOF—FH
Z2FENFI:

o T—HOIR-RXAFT—HX

e TJUWRIF—HX

o Fa—-(CEHEEINZOTAYVE—

o THAR-—RFEAEHEATAX)

« RemoteAgent (Windows) /\—=3> X5 —4 X

« RemoteAgent (Linux) /\—>3>XF7—452X

e VU747 -ttvI 3> (Connect UHDUE—K - v 3>
FEENTLEEA)

. UMrEHFtYZ 3> (Connect IHADUE—b - Ly 3> EE
FENTLEEA)

e TATLAXRT—HXA

o SATIADOBEFEAR

o« H—Z=FH)L-H—J)\(#)

o TRUMVIE
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VAT NIV
A —8
@ F—AX—RRT—HR
@ AT —ER
@ Fa—ITEHSIN-OI Ayt
@ T AEN—FEHEGTKTAX)
@® RemoteAgent(Windows)) i —3/32/2AF —H22

RemoteAgent(Linux)/ i —3/32AF—4H2
TOT4F gy

a9 e

SA{T/RART—EA
S 2 2ADHFEHEAR
B—zF L=

720k w7

o

80MB/10240MB 1%
TR
RAHFEHINTOELA
0

0

0/50 0%
20178%3H 158 7:00
B—z 4L — AD{ERE EHPR):

A0 7 OIEREERER): 0

7T =g OFEREEFIR):4

0/1000 0%

H—ZFILRDS)Y—/INET—IRXFT—2 3 > DIREZER T DT,

[ RFT L] | [EBiFEH] (C

ATF=HR - A2S5—4
fx: IE% - BHEEF

we: BFEA S

a"ig_o

- BiFOIRE. EE LRI ETT
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v BRISHICHRETY - BEAREIRCIUB UEREN S DX T,

1230 —45 | NEB%#

F—HR—R | & 0-74% DIEAR

DI #6: 75-89% OEFAE

7: 90-100% DIEFRR

A>T —5—12 U RBA

75% TFEESOT DFH. 76% L ETIHR
=

90% TlILAKR— b - OTDH. 91% LI LT
(F1RTF

95% TIFEEBEOT DFH. 96% LU L TIFHR
7o

O X v E—DEEIBMERDES D TT
(RENSEREDIE) : TR, T/\vJ. 1B
], BE, I5—. L/R—b. ZF&. EA.

d—Yoty >3 VERNECRESNE
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EC76GA12954 192.168.161.64 @ E(TP Jan 11, 2017, 2:41:06 PM
ESGH—tR
EC76GA12954 192.168.161.64 @=ETP Jan 11, 2017, 2:41:01 PM

Remote Agent™ —E'
EC76GA12954 192.168.161.64 @=E(TP Jan 11, 2017, 2:38:40 PM
Remote Agent Web™ —E R

EC76GA12954 192.168.161.64 @ =iTP Jan 11,2017, 2:41:02 PM

BH—EX - 447070\ F %2 200—)0UL - LRXILTEETDIC
(F. =/ G4 )\—D [HRE] RI>=ZIOIWVIULET,

&

BH—EX - A2 RIZOTOINF 1 DEFEIF. RIT20UVIT
dh\. ConnectCLI ZERHUTEITUE I,
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BIZ (L. $FED ESG DEEAEZEZEE 9 B(C(E. Connectcli
EsgConfig list ZE4TUL. XERD ESG D GUID ZEHELF T,

C:\Program Files\Ericom Software\Ericom Connect Configuration Tool>Connectcli EsgConfig list

dmin visitor
2f8b-4eBe-a7de-9e789ead7129 GATEWAY
« RIC. 7D GUID %Z [instanceld] &UTHEAU. SEBAZED [find]
AYVw RZRTELZEFT ., Connectcli EsgConfig instanceld
Security$CertificateFindBy=<on of the FindByXXX values>
e TDHE. GUI ZFERAUTEEDIERE/I\SA—FZEHELFE T,

Connectcli EsgConfig instanceld
Security$CertificateFindValue=<the value>

sFHl AR

[E¥#0) /) CRILICIE. & Connect > R—2%> b - B —)\DEEHATS
O/ G hRRSNET,

[(RF—SX] FT(CF, BRULOZR—R b - —/)IDAFT—
SFABWNATRRESNE T, [OT] FTLEE #RUZOZIR—FR>
k=) BEeNzOY - T—IPNRRSNET.

[E] AT (CFE BRULZOZR—2R2 b - B—)UTEEFEDTRER/
SA—INRRENFET, HIRE. COFTTH-EXDFTIAIL b
DR— bDFEZITVET,

URLR—}

|3 ONA A
L: ouss
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2.9 SRXAFTLIER

FIAIDS : B

oo 3a>TlE B 9TDFIAINBZEZRTL - LANIL
THRELFT . BUREZBRCOIL—TEFLEUY—-X - LNILT
EETETEI,

FIAID : HlAST
COtoSa>TE (3l 9T TAILNES T A - LANIL
THRELEI., BUREEERICIIL—TFZEUY—X - LIV
TEETEFEY,

a1

SE AT LNTE
Ot 3> TlE BB UIDEERIVYALY D MNERRED
AT LRNILDEFE/I S A—IEETEUET,

s DZCAVE!

cotzo>a>(clE. Trootl F> NEDENMDEREENEEN
TWEY, BIZE. [O9507> sOJd0>8E] »° [X14 7X
27 kw7 dD Active Directory B IdERHDET, TF> Mgk
IdDE. OIS ITEEBNIC [TF2 MEE] £12D. §FEN
BDREFTF R EICERENZET,
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RADIUS

CDOtU> 3> TlE. RADIUS ZEZR=ANR—XZ5EE Ericom Connect
Z{EH I DIHED RADIUS :REXIEBRHR LET .

RADIUS ZB3ML - RADIUS —ERZSEZBMMEITBD(C(E. TN
(CEREULET,
RADIUS B —/{)7RL X -RADIUS H—/)XD 77 RLAZ AN UET,

RADIUS /R— b - RADIUS Y —/)\DRh— hZEAHDUET ., T TAI
(& 1812 T9 .,

RADIUS #E%2 - RADIUS B — )\ ETERESNTLBIHEHEZ AL
x99

RADIUS 54 [n777J ~#) - RADIUS H—/NEDBIEDS A LTI~
ZRELERT,

RADIUS Bil1T - BNV RBI U TZIHZS D, RADIUS B —/\DOEHITD
EIEEsRELERT .

RADIUS AL b « RAAZ - I—TZNTRAEE R XA > TR
BaC. I-—YaCBMIDTIAILMD RAA > ZIBELET,
—EBD RADIUS H—/UC K D EHRDMREN IR SN D RIREEN DD
CEISFRLUTLIZEWN. TIAIBPDRAAIN @] THESD
BE. ROERMERAEINET: T1-—HF@ RA1>]
TIAIBDRAAIN \] THEODBE, ROEAMERAENE
9. [RAANT—H]

ZTNBIDIZE. [RAA AT MMERAIN. IREEDESHE
RSNFEI,
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RADIUS IX{E1—H R A2 - RADIUS B—/\(C TREMI1—HY%&
ZERITDIHZEE. [FW] (CHRELFET. COBEMZ [LWWA ]
(CERETDE. I—TADHMNEESNETEI((RAAMNTI-T DY
TawvOREBD. Fleld 1I—YT@RAA> OTL T4 v I XEBD).
Bz [(FV] [CERETDE. TREMI-—TENXEINET.
I —HaNTEEM 1 —H & TRUVSE,. RadiusDefaultDomain %Z315
EFELTCTOWNE, ZNAMBTrvOXELTENMENEI APV R
A1)
RADIUS 58IE737% - RADIUS > X7 ATER T DERIEFEZEIRUE
9, BEULEXFIN, FRADE—ERET [password] &UT
RADIUS H—/\(TXfEENFET,

o NRD—=R-Ry D=0 )IRDT—K

« NRO—FK -)IXO-RK

o NRD=RBELVPNRI—K -y hI—0 - )IRDT—RE/IR
O— hZERUEE

o NROA—REUVIRT—K -/){RO—-KrERY MD—=T - JIRXD
— hzEREUITE

RADIUS A% - T> RI—Y(C RADIUS DIFRARERT DM
ZIEIRUET,

RADIUSTEHZHF

wICEH

'ﬁ'ltﬁﬁi
{BFL 741
:5c_miEE *?ET Y i
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o HEI(CfEA - BIC RADIUS MMERENET
« fERAULRL - RADIUS (HMERENEEA
o ESG fRHATIEH =1I=EF - Ericom Secure Gateway(ESG) #2HT
-8R UIZiBE. RADIUS iAEMMEENZET,
o USATVIUKNIPERMDIXE - V51472 D IP 7 RLRAZHFE
ZBMED RADIUS B —)\INXELFET .

O2 DEEE

& Connect ZUw R« O>/R—%> b0 « ILRNIILEFHELUET,

=3

Ericom Connect DBIBEDEE|(L. COTTIS 3> TEERINTL)
x99,

TS54<TY - JXRIVICIE. BUFD 2 DOMEENH D ET:

e [Admin DRE|=VERL] - BRITERE UICIERZIF DT LULVRE| %
YERL LE T,
o [Admin DEE|ZHIBR] - ERUICEEZHIBRUE T,
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FUWEEIZERR I D I(C(E.  TAdmin DEENIZVERR] Z20Uw oL
FI. JRSNDERT A 7OT(C. FUWREIZ ERRZADL
ia_o

FLWVEREDIREE fFRL

BIEEDREIS

EIREDRE|DHEA

TR \ T

USRI DERRE. TOEENIEIEIRL T 38 /(LTG5
1ELUET,

01554 1ELR R B | e

o [JOG+] - ZHIEHAERELET,

o 1ER - ANDOEEI Y —)UERZHRELEFT . SNU(TOR
FFH> MNOFWEIARTOTO/NFT v (&, FJO—/VULICEREN
x9,

o A—HIDI—T -BEIDA\— LB () ETIL
—J(EHERN)EFRELET,
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2.10 FF> b

COEoSa> Il BIOBROEENZSENTLET, 1DFLE
BROTFH> baERTDE. TEAHAUEE] B (573> MEE]
(CENDDET,

FIAIDL : BH

o> a>TlE TFEUR - LANILT TEH] 9TDF7TAIL
BMELEY. BUREZRRICIIL-THZEIY—-X - LANLT
ERCTEFT,

FTIAIL : YT

IDEITITTE TN - LALT T3] 9TDFTAIL S
ZRELET. RAUREZRRCOIL-TEZRUY—X - LA
TEETEFT.

BE 1 T > MERIE

COoOTa>TIE BLRTF b - LAN)LDFFM EERTEDERZ
TVWEYT, BIRE. [FFhE]I DT IRA ROy T ] AD
Active Directory @] IdEMNHDFET,

118



ERIO141A

5%7E : RADIUS
COtzo>3>TlE TF> bD RADIUS isEZIBRRKLET,
=E

Zoto23>TlE TFY MOBEEEORE ZRELET .

2.11 YT DEFE

SRl T (C(E. BRATIHEREDERTE/ (SA—FIHEFNTVET D
o2 3>TE WSODDFEFNRESNTNET.

Y—RIN—F+1 - VYUI1—-S3>0EME

IRCOY—RN—F4DUSFA LTk - VU1 —-23>ZBRCT
B TUFAL D hENDIY—RI\—F1 D7 RA> ] (CBEHL.
[*] ZANDUET ., 7 RAZ(CTIE. Uniprint, Net2Printer. Tricerat

IREDEZ <D RDP R—KADYJ 1 -3 2HEFNTNET,
Uniprint, Net2Printer Y2 Tricerat 7R EDHY — R)\—5 1 DEIRIV U 1
—23>2(@E@ [TJUZHDUSA LT NE—R] ZEHELTNDE
BTEUSFA LT hENFIOTERL TS, INB5DVY
1—>32(& kED TUFA LT henNdY—R/I\—F+4 DI kA
> REERERLUTCERLET. [TJUHDUSFALTNE—R]
(&, RDP R—DE)L b ZEIRIES KT Blaze AT U >4 Dd#(C
WHENET,
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F—R—Kk - OS—-ILoBEHIDEX

COEEEFARBRIETYR—MUTEDFEEA,

Ericom Connect & AccessServer 7.6.1 (C(&. ARICEDVZA O
T—)LDOBEE)DE X (AccessNow 7w =3 > AEDAEIMETNEL
Jeo XFZEANTDE. Ericom AccessServer ([CKDZDXFNHEE
DEZICEAETDIEDTHDIMNMFITVIEINET, TS THDIHEA.
ZNEEHRUTHF—IR—RZZEEUTHEITDLD RDP v 3>(C
wE—IHREINET. I-0— RBLURFv>I—ROAN
DEAPBR— FENTNET . COHEEF. BVWCAKEERD
ECOERICRBECIWI: REENT S8, —HFENSHEAD
EBCTHD. MBFENSEANDEE).

%

Il

Il

COOMBEIL. T ITAIL MTIFERCIRD TLET, s%E(F Ericom
Connect B2 1>V —)LZFERAUTCETUET. COMEe=ERE
FBRICE. UTFZEITUET -

o Ericom Connect BI80> YV —)L=HSE, [3] 9T01>7
v NMERE | F—R— REFEBEDHIBI] ANBEILET.
o« COOBEEBMILITBIEHDEEDREXFINEALUET,

COFREDIEX (L, UATFDEHSDTT:

keyboard detect languages:s:F—mR— R ID,FAta-#&7T Fta-1&
T, ...; F—R—R D FAME-ET FHEa-&T

[FIE-#87T 1 OFEERNTHF—R— RANHRENDIHEEFEIC,
METD [F—MR— R ID] ZERET DHENSDTI(F—/R—KID
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FUE—K - ARL—F >0 - SRAFALALDEEATSI>THD
MHENSDEY),
151

keyboard detect languages:s:0x04090409,41-5A,61-
7A;0xf03d040d,5BE-5F4

F—7R— R ID: 0x04090409 = RFE(CKE). 41-5A. XF [A-Z] BK
O [61-7A] (&, Ta-z]l T,

F—7/R— K ID: 0xf03d040d = NTJ S 58, 5BE-5F4 (JIRDXFFT
9 AT SAEEDAEHA Magaf - NJ S 58D AlFm Gershayime <
NUCIE. IRTDOAT SABONFHNEFENETIT (NI SAEBOXF

HOI-J— R&EHTML (CDWTlExRESB LTSN

https://en.wikipedia.org/wiki/Unicode_and_HTML_for_the Hebrew_al
phabet)

XFDEHE (L 16 EE TH D, EFI=0— RXFDEH T,
H—)BITF—R— REFETEEIDHS. 517> ML TSEE
NBEZENDIFTEHMRINERDFRT,

C BN ER (CEMET B(C(E. RDP Ty 3> DIREDI—HME
(FIC, FHIDEBNAMA—ILESNTVWDIRENHDFT., =
FBICKDOTEF BHD/NU I -2 3 >hFELF T (Bl [E58).
AccessServer D1 > X k=)L - 7« L2 KU(C. LangControl.exe
EWSERIDT OIS LMFELER T, BEDCI-—YEIFICA>X
—ILENTNB IR TOF—R— RO—EZRRI DIC(F.
LangControl /list Z={TUE T,

SEMIDBEISND & TULVLWEEORYIDANNFZIRL - (IE
I B2HIC 500 S UBDDITMREENFEELFT T,
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https://ericom.sharepoint.com/sites/productgroup/Shared%20Documents/02%20Product%20Planning/2017%20Product%20Planning/7.6.1/Unicode%20and%20HTML%20for%20the%20Hebrew%20alphabet:%20https:/en.wikipedia.org/wiki/Unicode_and_HTML_for_the_Hebrew_alphabet)

2.12 IEMFINDOEH

ERIO141A

Ericom Connect DEIEE 1>V —)LTIE. 1RZBRHEE TDIEREIR (regex)

DFEANIYR— hENTWLET,
ER

N HRAVES S

NE | IIL—T
SATAL|RA S
ST O
H—EX

15

Active Directory DIRZR

LR— b

fERE:

*(PAIURD) - 0 EOXFIC—EHRUFT
? - 1XFOHE—HRUFT

N NXFHIDFREEE—HUFET

$- XFIOREBE—HUFT
%-1DDUFIIXFE—RUET

AN FINFZXBIUEFREA
BAXFIE—HUFI (T IAILL)

CNICE. UATOREBLNZENTLE
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Bl: T—HINR=X(CUATFDOXFINNFET DIHE:

Michael Greenberg
James Lui
Eyal Golan

UTFOXFIN—HUFFT(EBEDOANTIE [] B5=2alBLEY):

« [Greenberg] (F1&EFEBHE—HUET

o Ingl FHEIEE—HUFEA

o [g$] F1EEHEHULET

o [gl F1&BEBEIBBIC—HUEFT

o [gl F1EBHEIBFBBC—HRUET

o [I??] (F1&HEBE. 2&H. 3BEHIC—HULFT
o [P0 (F2&BFBE—HUFT
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3IVRI—Y-HAK

Ericom Connect Tld. #RZIRARL —F 1 >0 « ZXF LT )4 D

S5O7ITZANMYIR— SN TWET, BR—bhENd5 /1 X(FRD

EHDTY:

e HTML5 Web JSOHMEEH NI ARTDS /1 X (Access Now -
A —J 1 —RX%=ER)

e Windows(7. 8.1. 2008R2. 2012R2 ! _f)

e Apple Mac OSX 10.10 BL_E (Intel DJ+)

e (FEAED AppleiOS 57/\A X (iPad. iPhone & iPod touch)

o ([FEAED Android /N1 X

e Google Chromebook/Chromebox (AccessNow - > —J T — X %&{E
)

PITVT—2 3> FETRAO MY TDRRICIE. LUITFD 2 DDFEENSGD

NFEI:

o RATAT - ISATU -T2 RI—PBDARL—F4 >0 - X
FIOATHRATAITICMET DT T —> 3> ERAULET. 15
17 - OSA4T7> MME. ZEENR RDP OBEEZHR—MULET,

e HTMLSA>AH—TJI—X-EEUTZITVT—23>ERUFTAT
v (& Web TSDOTRICERENET., T> RI1I—HD7/(1AX(C
AO2O—-RIDEDERESDFEA. FIRINCT 7 A )LERXIRED
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HEEX, o0 - R—XERD, X145 T RDP U517 hE
(IERDEIEZUET,

TI>RI—YFE UATFOKDR—FILD 1 DZFEALTHA>1> U,
ADEHTONETT VT -3 ET RO MY TZRRTDIENTER

3_0

AccessPortal - A7 TV —2 3> 05T X0 My T EES I B Web
R—ZADA > —TT—2R, AccessNow HTML5 OO0 MNLEFERL
F9, AccessNow OO0 ~J)LIEHR— K 8080 ML CEBIELET .

AccessPad - N7 TUT—2 3> WOF A0 by T#=ILEN T 2R1 T
4«7 - 7T U —>3>, RDP F/z(d Blaze 7O MLOWITNAE
EALZET, Blaze 70O ML EFEALIIES. @E(E3/R— b 8080 =
NUTITHNE Y, RDP O NILZFEHAT D & \BEEFR—
3389 Z/T L TITHONE T,

AccessToGo - N7 TULS—2 327 X0 by T %iLE1 9 i0S

& Android EIFDE/NAIL - 51772 b, RDP F/z(d Blaze 70O
NLOWITNOZEFERUE Y. Blaze JO N )LEFERUEEE. &
fE(37/R— b 8080 NN L TITHNET, RDP JOMIILZFERATD &
BE(F/R— b 3389 =/ L TITHONE T,

ZD 3 DINTCDOERAEF. ZBESD URL DR—(CERBANEEE L T
HDFT,

https://<EUWS B —/ (77 R L X >:8011/EricomXml/index.html /= (&
http://< EUWS B —/ 77 KL X >:8033/EricomXml/index.htm|
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¢ ERICOM Welcome to the Ericom Connect End-User
Access Page

Ericom Connect provides powerful and easy to use methods for end users fo access mission critical applications and
desktops. This page provides usage information for each method.

3.1 AccessPortal(Web)

3.1 [EAAE

AccessPortal (& Ericom Connect D1 > XA b—JLICEFENTULET,
AccessPortal(EUWS) D1 > A =)L T#H. 1—HEUTDLIN
H\D AccessPortal URL ZFIFHLZET:

HTTPS(ERESNIZEERRENWETI): https://l<F—)\7 RL- X
>:8011

HTTP GEtZ+177): http://<b—/\J7 R X>:8033

ESG: https://<ESG 7 RL A>:<ESG R— k>
I—YOERERD T« —IL RIEENTZBA 2> - TO2T MY
RRSNZFT,
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&
ERICOM
‘. Access DONE RIGHT

Ericom AccessPortal

A—Y - A2 —-TJ1—REEF—R—F - O —ILOBERZED
BIEEY (=232 ] BRIET7IOERITDICE, RERT>Z
DIUvIUET,

RYDEHE(C(E. UTFDATS 3a>hkRrENET:
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< Settings X

Language

About

[S38(Language)| AT 3> &BIRTDE. UTOBEMNFRRSE
N, ECTAAHA—T1—RAEBBKIUF—R— K - OF—I)LZ&ER
IRZENTEFY, [F—/R— RO —)L(Keyboard Locale)| Z
BIRUT, -9y 3> TERATDIF—R— ROEEEEIRT
BDIENTEET, 76.1LLUETE SEELF—R—FK - -0O5—J)LD
RERITSOTZE(CT /AR ECO-RIURFSNEFT. NS
DFEFEZT> RI-—PRAITHET D E. Ericom Connect B —/ VRIlD
TIAIL MR EEZTENFET,
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A
il
B
b 4

w{

1]

Japanese (B #35%)

F—AR—For—iv

Japanese

[J{—==3>(About)] AT>3>ZBIRITDE. UTOEENFRR
SNFT. N=Z3VEREFEHRY S INEFNTNET,

1 4 IN—3 b4

Ericom® Access Portal™
IN—3)3°:7.6.0.12954

Copyright © Ericom Software

WWw.ericom.com

L A b

OJA>CmINT D& ElDHTENEFTTUS—2 3207 AT~
w IH¥ AccessPortal DX =1 — - J\—([C—EBXRRSNFEI, T|NY
THNEUY—XR(E. UTD 2 DDOE 1 —CTRRSNDIHEEN DD
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F9: —BRRBIMIUY RERE1I—EZEITDI(C(E. FEBD
AccessPortal A1 — + J\—DTOZ3>UICBHUET, )

Desktop

Ericom Connect Configu

= |
w
W
*
W
w
W
w
W
w
w
w
w
W
w
W

N —X&EERENITDICIE. A "2 IOIYvIFRRIEIVIUET,
AccessNow HTML5 />4 —J 1T —X%=FERALTCFZ U — 3>
PF R MY IHEENL. AccessPortal /\— (ZEEN (CAE(CER/IME
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=NZFE 9, AccessPortal /\— E(CT7 057« TRV —IAWKRRESN
x99,

J7{IL(F) #|EE) =H(0) FRNV) ANLF(H)
I

AccessPortal /\—& X RIDICIE. AZ1— - RI>HEDUWIFE
ElEAYv I UET:

dA—YoF7TIUo—>3> - vy MCEENMTONIZGE. BEXE
BIBDEHICETTOTZEEHRUEI ., JHEICKD, OTATLTH
SHE AccessPortal NOJ 1> 9 3NEBENHDET,

3.1.2 AccessPortal X=1— - J\—

AccessPortal X =1 — « J\—(C(F. UTOLDSRHRENSDDFET !
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3.1.21d7>053> - )\—
J7>023> - )\—CF. ATOAT>a>hsnExEd: A=
— <R BRER, O>FTFAN - AZTa1—

AZa1— - RH> - AccessPortal X =1 — - J\—DF'R - IFFRR=TIR

E9 DI2ODFEADBENRIREIINT >,

AccessPortal 1®3& - NFY Y — XDOBRZEADXFHNZ AN UET,
[77Uo—>3>] —&d BENCI LYY TENFET,

IRTCDITAIIINKRRENE T, INSIFHRROXFIITIT 1 )LZ

U>dEnNTUEEA.

AFFRAM - AZa1— -7 0V IFDE UTFOATS
IONRRSNFT:

#OH bt a—

=

& 55FE

e i—g

& |
¢, ERICOM O

JUyw REDZ—IURMEDZ— —B&LTUY ROXRZVDEXDC
ENTEFEY,
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ME - OJ>EED [RE] AT>3> LEk SE.

ERIO141A

R

R OT—ILELTEMDI VYD « FZARXA— I UREF Y
F - T ARDHHER) (CEET DHREZEE I DENTEFT.

£ SHIE

Japanese (B #&353)
F—h—roy—i
Japanese

G‘t',"yf??:x—“/ai/@ﬁs?}']
{

‘e

oM

ELOXREZEARLUT. HIOEEICRDM. BLD [X] 2 LTI

STHRAN  AZ2—ZTECHAUDTENTEFT.

IN—=3 > (About) - COEMEIC(E. RIED/NN—>3>, BIEOTA
> LTWBI1—Y. #ERPO—5—/ B LGEMDERRY > IhE

RSENKT,
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Ericom® Access
Portal™

IN—3/32: 7.6.0.12954

IRTED 21— masa@cviest local
H—)37F LR 192.168.161.64:8033

Copyright © Ericom Software

www.ericom.com
ASA T A

& i
¢, ERICOM O

4 =i X

3.1.22UY—-X - TU”7P

ERIO141A

CHOIVUPICE. RDIDDEIZIA>HRHDFES: 70747 &

KUCAD, IANTC,
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79747 (2)

Desktop

=ricom Connect Configu

Excel 2013

Express

Free Sound Recorder

POF4T - INRTCDTITAITRFIIT—2a3>ET RIS
BRARUET, VO747 - Ty ashFET DIHEEDOHTRS
NEI, UY—XAFENDHER & L THEETERRSN, JUw RE
RCHBEBEDZEDI THRRENET,

BRUCAD - IRTOBRUCADDT T VG-3RI NYT
ZRRUET., BRICADOTYS I HEETDIBEDHERRS
nNE9, VY—-X(CF. BLEDY—TMFNTVET,

135



ERIO141A

INART - FRTIERIRIARTOT T UT—2 3 2T R by T &K R
bia_o

Bo>a2id. BRFEEFADEEOIENTEFTT,

3.1.2.3 (BRI REIR R4

UXBREZ—TE BDOHTENTEUY—XRICDNT, UTDEEZ
fERTEFE9:
BKUCADDEIN/HEIEE - 20712 EUTERRSNET, FELWD
ILLIBEHIC, PTIVT—23>PTFRIOMYTZERUCADEL
TEHRIDENTEFT, UY—REBRICADELTEERITD L.
BEIC [BRICAD] B3V ICRREINFET,

U3 - [X] 74O EUVTRRENZET . 7070 Tidtzv 3
S EUMUET. 2Dty a>iEk BEMIIC (7707471 Lty
3 >H SHIBRENET,
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‘ FOT47(2)

ﬂ Notepad
i Calculator

’ 5ﬁ,| :,)'\l'/l (2)

Excel 2013

Xpress

";,_3 Memory Diagnostics To«

AE Access 2013

E Calculator

ERIO141A

JUy REZ—TIE INBD7023>EFUVY—-X - 74 (CH
—VIEEDEDERRSNDNSRAZ I —HNSERATEET,

' v FK
* BRICAVEER
X FU%

Calculator

B8 I DiER

AccessPortal Tl3. I—YhBEOJA> I ERL, ERDSY

JTtyazERTEEY,

LI TNHD AccessPortal T hS

OJ70h93&. BEIDZIIRNTOYTEOTT7IRLET, D

wETE. BLANILDOTEFI VT T I DIEHDEDTY,

U
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WA I TR—DI1—Y - tw>3>%ERA L T AccessPortal Z 5 <
(&, ROWITNHh DA EZFRLUET:

e TP D [ER] #BE(Chrome D)
BFDSIzH10 Uy oL, [F70%BR] #&RUET., BfF
D1—Y - Ly a3z ERLTHULWI TN EEIENE T,

Access Portal

wunsed
C fi &hb

EFEHAH
i 77y

S7ZEE k

e AccessPortal D URL Z1E— & R—XAKNUET

AccessPortal @ URL(#l: https://<t—/\07 RLX>)ZEFHLWIT S
Y. 9OANTJE—-&R-XKFTBE, BFOI—Y -y a>x
ERULIZH UL AccessPortal w3 > hiiE#cnNEd.

3.1.4 RDP OHEIEZRTE

AccessPortal DERBEIMERDIZH(C. I—TZ LICEHDTZY 3

> ZHR] 9D RDPIRUS —ZHRELTLSZEL, INICLD, &7
TUT—2 32 CKDE—DyS 3> M HBEENZIDTERL., &
Ly aZERALTE#S:EINDLDCRADFET.

H—)\oO—H)L - IRUS—TZDREZITDICIE.  [gpedit.msc]
ZERBUCUTZRELET v
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v 3> Ea1—SDiERk | BT > L — & | Windows 1>
M=K | UE-FROMYTH—-EXR | UE-RTRI YT
tySa>RR S| #E |
A-HUE-FRIMYTH—-—EXI-HCHULTUE—-RTRY
NyTH—EXtYyS 3>z 1DICHIRTSD

INE. RDEDSICSRAFLADLZANUTHRET D EETEE
ER

HKLM\SYSTEM\CurrentControlSet\Control\Terminal
Server\fSingleSessionPerUser REG_DWORD  0x00000000 r

i%E#%. [gpupdate /force] ZEITUET.

3.2 AccessPad(R1T17)

AccessPad (&, Windows. Mac & Linux THIERIRERRA T+ T -
DSATV>2 - T7TUG—232TY, AccessPad ISEE LA
MroUo—23>EF YE—bh-7JU—>3>&0-H)L -7
RO N ITRRE(CHRESNIZS—LLRRD 4 2 RO EUTERRS
nFE9,

AccessPad Cl&. Microsoft Seamless & Ericom True Seamless
Windows Dl 73 DHEREN' D 7/R— b &, Connect B>V —)L%&
FRALTC—TMCE— ROREZITDOZENTEET . Microsoft
Seamless #EE(E. EDHEBEN AT« T TH/R— b= S Microsoft
DI—DRFT—= 3 HAARL—F 4 20 « ZRFT A ETDOHERAT]
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3.2.1

3.2.2

ERIO141A

A0 >0— RiEfR

1> A b—5I(3 Ericom @ Web Y1 EO\SAFTEET,

Windows AccessPad x64 (Windows 7 LUF%):
http://www.ericom.com/demos/EricomAccessPadClient64.msi
Windows AccessPad 32 Ew bk (x86 Windows 7 BB%):
http://www.ericom.com/demos/EricomAccessPadClient.msi

ERSE

AccessPad ZE& LE I,
AccessPad (. RF> RO~ - IO5A 72 hEULTEREITEE
9, Mac FH PKG 1> X b—3 & Windows FHHD MSI - > X b—
SMHHDFET,
HA>A> - JO>T MIRRENET ., Ericom Connect H—
INDT77 RLR(THEKET DK DI AccessPad ZERELF T,

Ag4>

B FIPPRLAE RSO -DERERE ASILTESK
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R— Y 443 IS DIBE . BARII(CIBTE LE I (fl:
192.168.1.1:8011).
@ER'EDM AccessPad

ik 0%

FFIPPEL ARy D -DERIERE ANLTIZEN

BHOT—/)\- PRLAEZEZ=ZOO>XTIDDOUASEUTA

HNTEEI, fl: [sevrl.acme.com; sevr2.acme.com]

2 -H4a:

jerry.smith

RS

TERBOEEEZBIMEL TVBFE(ICE. SO 7LD
[ZTEBREEL] Ot 3a>a28RUTIES0,
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A2 142935 E. FIATIEERESN AccessPad ([CRRESNE

RICOM ACCGSSPOd

Access

0O OB

. HEmzikEdd(CE. BNoERZI VY IFRLEFIVIULET,

o AccessPad Z#& T3 DL, INTOEHBAMIKIENET,

o IA—YDO7TUT—23> -ty NMIEBEZMRICHGES. ZEZ
WRID(CE. OTATUTHSHEE AccessPad (COJ1>9
DRENBDFT.

3.2.3 AccessPad X=1— - J\—

AccessPad MAZ 11— « J\—(C(E. AT ORRIMERIIEREN S EN
TWET:

Eﬂ'\—b - AAZD—EBANRDFET

E#E?#)b@(?yj) SRIAINSYD—EICRDET
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mmg'lﬁiﬁ -)N—==23a>BES. /> A=) TAJLS. Ericom
Connect H—/\: 7RL X, IBEOTA> L TVWBRI—HEHERRS
nxd,

E?ﬁ;"ﬁ - AccessPad D1 —HRIDRTEZITVET
5 e e
3.24 O=HIL -FROMYT - P>

AccessPad Tld. VY —XDFRIMvT - 23— by MY
A > DERZEBMMETEET,

FTRONYT - A 0EMEE. TAFE] | TUY-X] | TE
Kl ZITARTITVWET, UY—RDFTRO YT - 7oA Z2E%
EFBICE HEZ [V (CEEL. [fFREFE] 2 UFT.

F RO I a— vk 743w LiJ

13

WIND DT RO T - 7o I =B UTZREE T —U A
AccessPad ZFERALTCOJA> 9D &, RIMEESNITIREET
AccessPad WEEEIL. T XTI by T - 7 D> DBEMENTTHONTZ
DY —ZINFT R0 by T ICRRENFET,

TANAEITAO EUTERRSNRRVWESD, TAIIASNDREERBS
(. BUY—-XDSNIVICIRODTA - bEERUET: <TAI
HE><7TIVo—23>%8>.

2

C7.Desktop
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3.25 O—BIDAAF—pb - AZ1—-7PAd>

AccessPad for Windows T(d. 23 JY—RXADAXSY—b « X1

— -2 3—bhHY MNPAOOERZBNMET D ENTEFT,
A=k AZa— - 7A220BEMEE. T2FE] | TUY—X]

| TEX] 9TRTITVEYS, UY—-ROTAO>=2EMETBIC
(F. EZ [(FW] CEZEL. [RFE] 28UFY,

RE—bA=a—a—tb- T4 1]

=

RE—hK AZa— - PAO>=BEMEUTZREET TN
AccessPad ZfERALTCOJ 1> 95 &, AccessPad (FE/IMEbEN/z
RETEBL. RY—b - XZa1— - 7208 THONIEY
V—ZANFT RO by T (CRRENFET,

Ericom Connect Applications EWDEBIDIL— b « TA LI &=E
AUT. RY—h - AZ2—(CT7A MR RSNFT . & Ericom
Connect IRIZ(C(E, RDTA— v hEFERLIZITAILINENETN
(CFRELFT: [l - 77> hal BB ZDRS. T
> haDHNEFRRENFET,

I Ericomn Connect Applications

JLX Company - Employees
& Desktop

m

3.2.6 O—1JL Windows M50 SSO

AccessPad for Windows TlZ. AccessPad AND>>J)L - YA A
>(SSO)(C O—HJL Windows BEIgiRsEZERATEEXId., SSO=H
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T BICEH. 1> X ~—JLH(C [User local Windows credentials... |
FIVIRYIRZACUET,

Install Ericom AccessPad Client to:
_,../ C:\Program Files\Ericom Software\Ericom AccessPad Client), Change...

[TJis=e local Windows credentials to single sign-on (S50) to Ericom AccessPad Client:

SSO HEEEBMIC T BICIE. AccessPad D1 > X h—) L& (CELE
METY, BREZITHRVGE. FEID AccessPad DICEN T/
AT— REANDMNRE(CRDET,

T
\ "’,:1'\.‘ \f

Please enter your password:

J-F-&(U):

J{AT-F(P):

oK Foutll

RADIUS ZAB®EL TUL\DIHE. SSO (FHkkc L TEMEL. #iiTO
TR T 2BBEDEROY A 7OTNHERRENET.

Ty 3> TFROMYT - ZAOAEMEESNTVWDIEE, OJ
A >IN D & AccessPad (FE/IMESNITIREETERBILE T,
AR U—/\D7 RLANENFZ(IFE L/RWNEE,. SSO HEE(E
f2IELUZFET . AccessPad MSI TH—/U - 7 RLAZFRFIFHEIT D
ET. 2= AL RIEGMMREAIRECIRD T T . #IEIDIEHDOKIN
#. SBOERDEHICH—)N - PRLRAZFrrvS19DZEET
=TFY,
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3.2.7  AccessPad Uniprint JX> RJL (Windows)

Uniprint 751 77> kY2 R)LENTz AccessPad MSI 1 > X b—
S5 I>20—-RUTCAFTEEFY, DA RAM—S%FEATD
&L Uniprint 514 7> b1 > X h=)bEn. BEIA> A S=)LU
7= Uniprint 7547 > M EEETENET,

N RILENTULD AccessPad 777 > 1 > A =)L T DA,
Uniprint 2514 7> hET7 A2 A M—=ILanExzd., /> RLanic
AccessPad MSI [CIFUTD 2 DD/IN—==3 > WD ET:

e 32 Ew I 0OS A: EricomAccessPadClientExtended.msi
e 64 Ew I~ OS A: EricomAccessPadClientExtended64.msi

[EIRE | ERHR)ZFER LT /> RILENTZ AccessPad MSI %
12X M=)LFBHBE. Uniprint (& [C:\Program Files\UniPrint Client]
(CA>RAB=ILEt. SZRFLDIRTOI-UNFIRABIEEICIRDE
ER
ONREEBELUVTA R NIV DICE. [BEE] LUTCOV
> R-JOT hEERALET
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514
EEFLLIETA)

527 I-CEYBHIDK)

J0I(F1(R)

cx) JINYER J0YTh
1 527 I-lEVEY

X MYRIEELS

o 2|5

REZEITUZFE I msiexec /i <AccessPad 1 A K—5>

ERENDOI T ELUTHA A M—=ZZFEALEIHZES. Uniprint (&
[C:\Users\<OQ %' 1 >+ 1 —H>\AppData\Roaming] (1> X b—JL
=N, REDQI—TDHMNFIARIEEICIRDET,

3.2.8 AccessPad Uniprint JX> RJL (Mac)

AccessPad & Uniprint 751772 Y Rilenfe/\vo—= -
AAB=FZSFI>O-RTEEIT. DA RAM—SZFEATD
&L Uniprint 547> S A A h—=JLen. BlET1 > XA h=)LU
JZ Uniprint 547> b EEEZENET . Mac OSX 10.8 LIfFEH
wENSH0FET,

Mac F3®D Uniprint ZEREJ3(C(E. 1—Y - tyv>3>TcoUwvT
IR—RDUSA LT hZEMETDRENGDFT. FFHl/RERAC
DUL\TI(ZE. Uniprint Mac 51 77> MEIEE A R [Uniprint
Management Console Settings| 720> 3>Z SR LT ZEL)
(Uniprint @ Web Y1 545> 00— REJEETY).
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3.2.9 AccessPad (Linux)
A2 RAS=)LOBHREFIUTDLESDTT:
e Ubuntu 14.04 LTS

o«  MMX XFH&dD CPU
o  LUTOKFREZ:

sudo apt-get install libqt5x11extras5
sudo apt-get install libqt5printsupport5
sudo apt-get install libgt5serialport5

sudo apt-get install libgtSmultimedia5-plugins
Debian RX—XX®D Linux 74 ARNJE21—>3 > HHD deb 1> X h—
SHEftenNTVET, 1> X =)L TBICE. UATFDIXY> Rz
EITUET:
dpkg —i ericom-accesspad_x64.deb
IV —=2 32 ERDT 4 LD KJICA VA M=)LEaNZET:
/opt/ericom/ericom-accesspad/
IV —2 3>z EkEIBICE. DT LT NUMNS [./blaze]
ZERITUET.
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Ericom Blaze for Linux 7.6.1 (&, 64 Ew - 54772 hDiEh/\
—>3>7TY. UFE ZOUY—-X(CHTDEEMDHIRDO—EET
9. INBIEF ERASNTVD DA > RD - YR—ZvICXD>TER
NFEI,

o JNRAOU—=2-FE—RH tyZ 3>z [{Exl] 95L& &KX
1t - RIMEDHEENEMELIR<IZADET, D> RD - A X%Z
AEIDCE. PTUT—>3>z2BEIBL TS,

o Blaze by 3>Z&/IMET D L. ERTERLIRDHENHD
F9. 7ITU—23>zRB0. BEBLTRY > 3> I(CHiER
LTSN,

o JILROYU—= - E—RZERTIDE. FIERD1 > RONEE
DLEBE(COY J=NBIBENHDET,

o S—ALLR-TITUT—2320T14> RIDODRSYINRL—
X(CEELIRVZENR S DFET. D> RODRSYINTT I
BFT. BEOEATIIHERRSET,
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o BEBREET A ATLACERHREELYS 3a>ZFRRI DB 2
232 ICEBORNRRSNDZENHDFT,

3.3 AccessToGo Connect (EJ\1)JL)

331 A0>0O—RTE35mmM

WD 2 DD)\—=3 > D AccessToGo T Ericom Connect HH7R—
ENTWET: 1=/\—H)L AccessToGo 77T U B KU AccessToGo
Connect 71U, AccessToGo Connect (& Ericom Connect 1—H'H
HTY,

o Android AccessToGo Connect: Google Play & /=& Amazon
Android 77 1) X ~J7C Ericom Connect %R UE T,

e Apple iOS AccessToGo Connect: iOS App Store € Ericom
Connect ZtRELF I,

3.3.2  {ERAE

AccessToGo Z{#H UL T. Ericom Connect #E#H i JO—HT/KRA RS
NTWBT7TULS—2 3> 0F AT MY INIEHR CEEI . Ericom
Connect C AccessToGo ZERAIBIFIRFIUTDOESDTT:

e IRI—Y:F)\AZ#: iPad)lC AccessToGo &> A h—
JIWUZFET,

o Ericom Connect B —/\D77 RL X (C#E#E T D KD AccessToGo
ZRELFI, /R— b 8011 F/zlS 443 eI 2H5. BA
REVCHETELUFE I (#H: 192.168.1.1:4343),
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BNV E— NTITONDBE. J7 1704 —)UIL—S DHED
7 RLRER—ZFERALUET . Ericom Connect H—/)IADF
B ZE/R— MRX I B)IL—ILHEESNTVWDIRENSDDFT,
L E— MESAIC Ericom Secure Gateway Z{FEHLU CTUL\BIBA.
TDINERY” RL X ER— RZ3ETE U ZE 9 (Ericom Connect MMIED
77 RLXT(E72<). Secure Gateway (& Ericom Connect B —/{
ANDOYUN=R - TOFZEUTEMELE T, Secure Gateway D
IR— MEZZEE I D ENTTEETY (T T AL b 443).
AP A4>FDE BIDHETENZIRTDOIY—IM
RRSNFET,

Q ERICOM AccessloGo

@ S i Recent

Search
Business HR Applications
Applications

P

- E
aze to My office  Blaze to RDS Farm MS Paint RDP demo server RD! Desktoj
PC (Fast) Access

- Bl Microsoft Excel
2010

BHDUY—R&FY T U THERZRIBLUET,
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3.4 S0 BAA(SSODATSa>

3.4.1  BEREAD SSOM>A4—J1—X

Ericom Connect (C(&. 2MEBD Web B kB UY — X Z i8I 9 D7
SHDI) - A2 A(SSO)A > F—TT—ANNEENTLET,
ZDHEREIC KD AccessNow 1 > —J 1 —XZ=FERALTI7 T IS
—2 32T RO MY T EBIBES TEET,

Connect (CINSA—FZES DS 2T+ >0 - R—ZHEEEIT D
FEDTEELELT, B2 TILD SSO R—THRDU > O TRt
NCTVFETI:

https://host.addr.com:8011/ericomxml/accesssso/ansso.htm
End User Web Service(EUWS) DU UICK D SSO MEfTENE

mZa:

o Blaze FRE/\SA—4I(F. Cookie F/z(d URL /S A —FDAZL
TA—YDISUY(CRENET,

o AccessNow Start R—AMD URL HY, EEELIEUY —XTiEH
=NFEI,

o IZRI—VIEHU1DDIIL—TDHFILRHEENTNDIEA.
IIN—T@%ZI\SGA-FELTIHEEIT DHNE>DHDFEEA.

« Connect CLI O > K [EncryptSsoPassword] (CX DR LT
516/ \ XD — R&EFERT BIC(E. SSO R—=®D [Encrypted|
SMEZEMERE L TLSIZEL, POST SSO X179 D55, B

[EncryptedPassword] ZEL. (CBREULFRT.
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e VIJULT—23>&D)IL—-TDI>T—RENZ ID MPR—-K
ENTVEYT, 22U, 7TUo—>3>0 [Faandicés
Bl N TREE] F2E TIART] [CRESNTVDZ EZHERL
T EEL,

sral Bl EAE

tm AT

o I>Od—R&E&N/Z ID ZERUEETEH:

End User Web Server localhost:8033

Username hpuser

Password ~ |essesses

Application (Name/ID) dB4dbac3-83d9-4612-8119-aa1bb5d6dbec9
Group (Optional:Name/ID) a330d879-5ac6-46fe-84ab-97Th604936f41

3.4.1.1 B

AccessServer (C(&. ERESNIZAEBAZDORENVETT,
Access Server Configuration Tool | Security 7 | (CEBE#UL. Y
— )\ EDEEENEIAEDBHNZAN LUET ., EEZEAT
BIzIC. Access Server ZHBRIEBUET,

3.4.1.2 Cookie Z{ERA UJ=icEh

EUWS ZFUH T &, #BEREAFNHEINE T, TDiESE ClE.
Blaze #5k/ S A —4 M B3 AccessNow start.html (C Cookie
TESINEY,
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3.4.1.3 URL IN\SA—S%&{ERUI=IcE)

EUWS ZIFU'H 9 &, Blaze 1%/ (S XA —5%Z50 URL (CE
DWTERMNMNTUHEENET.

URL l:

htps://servername/EricomXML/AccessNow/start.html?autostart=
true&settingsURL=/EricomXML/GetAccessNowSettings.aspx?c
onnectionSettingsld=a90b8b0d-0267-49a5-be73-
6c88ab5abed46 user0l_bfs
9952¢-8f2b-4¢24-a579-407705¢c22119

3.42  FARXDIHKRTD SSO R—

Ericom Connect 7.5.1 BIB#(C(&. AccessNow 1 >5—J 1 —%&fE
RAUTEE 7 TUT—23UI7 RO MY T ZEMT DI2HD >0

L BAA(SSOR—HAEFENTVNET ., CDOR—Z(F 7

TJUo—23>&. JAINGFE. TILADO) -2 - BE— REBREEE
TEEY,

IV 3 AR HICEFEL. I-YD7TUT—-2 3-8
DAMDIBFTICEFELIRVEEDH . [TIL—T | BRAATS 3> &R
BDETFRELTLIZEW, 7TUT—2 3> MEROTIL—-T(C

FREIDHE. TDO5 1 DOWRHICHFEREIDHSTE. [T

—7 | BZEEITDRENGDFET,

IRDBID URL ZEARA LT D SSO R—=Z(CTVIEATEFT,

https://host.addr.com:8011/ericomxml/accesssso/ANSSO_LaunchApp.htm
CDOR—2(F, FARDEH AR Chromebook TERTBRIC. 7T

VT —23>0F RO MY TZTIVROYU—> - E— RTEEEEHT
BD(TIIBEXT,
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7TV —=23>, JAIEG. TILRAOU—=> - E—RZIBET DIC
(F. htm J7 1L ZiREL. ROZERZRDITET:

lapplication] . Tgroup] . [fullScreen] . 7 7-1)LODECEK(CHE
DCRBRHEHELET,

CDIT 74 )&, EndUserWebService LDRDIGFRICHDET:

C:\Program Files\Ericom Software\Ericom Connect Client Web
Service\WebServer\AccessSso

REUERTE I 7 1)L%Z" I RN TD EndUserWebService H—/\C LS
U4 — K~UTLTZE0), Ericom Connect D )\—=3> 72 &£ 73(C
BiahdpDEI,

3.4.3 AccessPortal HSSOM>A—J1—X

Ericom Connect (C(Z. 48D Web -1 b5 AccessPortal Zi#cE)
I3, 22T - A A(SSO) 1> F—TT—ANEENTUVE
9. ZOOHEEEICKD. SSO ZNM U CERIBIRZEAL.
AccessPortal ZE& LE T .

Connect AccessPortal ([C/I\SAXA—AZEITT2bDS>FT 4 >0 - R
—ERTEREDTEEUT, H2F)LD SSO R—ZHNRDY > 205
TiREEINTULET:

https://your-
host.ericom.local:8011/ericomxml/accesssso/accessportalsso.htm

Username
Password 1 Encrypt
Application

Redirect by Submit Redirect using AJAX
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UTFDINSGA=FH SSO A >F—T 1 —RITENFT:

o ZDUY—IND POST: /[EricomXML/AccessPortalSso.aspx

« Username(dl—HY$)

e Password(/\XTJ—R)

« Application(Z7Uo—>32))

« Connect CLI N> K [EncryptSsoPassword] (CXDER LT
516/ \ XD — R&EFERT BIC(E. SSO R—=®D [Encrypted]
REZMHERLTLSIZEL\, POST SSO ZXE179 D155, 1B

[EncryptedPassword] ZiE L. yes [CERELFT,

FEMICDULTIE.  Taccessportalsso.htm| R—=DY — X =SB L
TLIEELY,

35 I>d—KR&hi/z AccessPad 711> 0D E

Ericom Connect & AccessPad 7.5.2 IfET(&. MBOI> 11— Ran/z
AccessPad =3 — bAOY FZEFITIER T D ENTEEI, UK
N. AccessPad ND1—HDOTA > =mEBEET(C. BRICIERKRUTZ

>3—bhhHy hZEREBEITDCENTEET,

NEBEHFDT7TIVT—23> E0)L—-TAIC. T>O0—REN/iZ ID &2k
BUET. PTUT—3>MEHDIIL-T(CEDE TSN TLDE

BEMEN DD TeD. CDTIL—TERMNEEEINET,

ConnectCLI GenerateEncodedConnectionID <77 U4 —>3>%& | 77
JUs—2a BB ID><JIL-T% | JIL—TEE ID>
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7TV —2 3 8B KPITIN—TEEARXXFNIER X ESNDZ S &
(SEFELTLESL,

CNICEKD, IT>O— RESNEES ID MERRESNEI. CDOID %=
AccessPad 77U —> 3> iLgH> a3 — v MTERUET,

»Program Files“Ericom Software“Ericom Connect Configuration Tool>connectcli Ge
erateEncodedConnectionlD d84dbac3-83d?2-4612-811%-aalbbbdbdhe? ald3BdB??-5Sacb—16f
e—834ab—?7h6BA4736F 41

onnect Admin User: wvis
aSSb’Dl"d: SaE-Jo- e aE-Tof e e -eE-Te i

Before encoding: dB4dbac3—83d9-4612-8119-aalbbhSd6dbc?5t5=a330d87? Sach—46fe—84ab

97h6B4936F4151 5=
Invoke as

<Path to AccessPad installation>-Blaze.exe —accesspad AencodedConnectionld=vi/
FDgAEGThY zHt ODHKOSBAN FEuLT gxMT kt YUExYmI 1 ZDEKY mM5 JCEKEmEzMHz BkODe S LTUhY =¥ t HDEnZS A4
GFiLTk3Y j¥wHDkzHNmYBAMS QhdCo =

I>O—REnNrcfEzZsa— oy NTERITIRICIE. [EE| T4
LN | B | SFa]sndieeEisE] © TI>0— R ID) RSN
TWBCEZHERLTLSIESUN,

ForshaiRanE e

ta {EBEFIITO—FID

AccessPad ANDJ\XET>A—RID ZERHUTHLLWS 3 — MY b
YERRUET . LATFIE. Windows @ [$rLUL\S 3 — v NOFERL] TD
BITY,
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A (=)
() o ¥a—thy bof
EQBEDI = — My NMEERULETH?
ZOUH—REFRTEE. O-NLELERY NI—OEBBTOYS A, T7AL. TAL
F—, a2E1—H—. FREAIH—Fy N FRLAADT 53— My MR TEET.
BEDOSBMZANUTLEEW(T):
NFINmMUXLTIMZIENDcyMS0SOWUWLTVIMGFmMYWVKMThhYiQhlCo= SE(R)...
BETBICE DRA] 20Uy I LT &L,
LRAN [ et |

BNDO7TUo—23> - 74O ERL. BROEPREI: X0
v A= AZ1—RENCTTVT -2 32 72REITDLDOSI—
by MERELET.
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(28 | va-bob [Ziat [ tFau7 368 | LiEon-vay)

%! Desktopd 0/ (T« ]

R ~ Desktop
by 48 PAr—3
15FR: Ericom AccessPad Client
AT ZitNDey MS050WUwL TVIMGF mYWWKk MThhYiQh JCo=

P22 5 —(S) “C¥Program Files¥Ericom Software¥Ericom AccessP

Ya-bhwk 5
R BU
e (BRSO ED -
13 NO)

(v nammaRkE | |[FAI0EEGC). ]|[ A0,

Ok [ Feut | ERA

)

ERIO141A

¥l AccessPad MDFEENT (L. Ericom Connect H—/\D 77 RL XDFF)
AN EBTHDCEISFRELTLESL., —EV RLAZEADLUTE

AI3&. SBOBADIEOICFrvE1snNEzd, =H5I(C,

[T> R

-8 - IRA> bOARIIAX] (CEEBDOFIRZEARL T, 7RLX

ZHRRECSTEI

BLXNDENME

[T>O— RSN ID D] ZERITDLIRELZTTUT—2
A BLUREETDIIL-NE [FROMYT - 74> Fiz
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(F TRY—=bAZa—] ZBMEITDCENTEFEA. =5IC,
[IT>RI-—YMNBST7AAO2ZRT | ZBAMET DIRENDDFTT,

I a7 2B

3.6 Web YA MHSDF7IT VI —>3>0DkEHEH

NEBHFDF7TUT—23>EF XD by & URI(Uniform Resource
Identifier)Z{EA LU CT. AccessPad fFHATIEEITDIENTEEI. T
TAILRD UR (E. Testpl TIN, DRIYAXNATETT .. ZDOHE
REEERITDE. BREHFD/I\SA—FZFERUTRREHF 7 TUT—
S EEHMTESDIMED URL ZRHTEFRT . COMEECIFUTDL

SIRMERMINGDFET:

o NBIEHD Web TS IOHZILENL. #EBEHD Web B-1 ~ URL %=
EE9 B3tF177708 URL U>ODNH

o A—Z=F)L - H—)\DRAE Excel Z{EARHL TH <K Excel RFa1A>
YN

e FERIERULREI7AMII&ERLEY—ZFI)IL- T=aL—5—D

C DHEBEIC (L Windows TRA S « ARL—F 4 >0 « SRAFLANNETT,
CDHBE(E AccessPad 7.5.2 BIED/\—=3 > THR— hEaNTVET
(AccessPortal 3 KU AccessToGo (CIFHISEL TULERA).
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361 AABR=I

URI E#%(E. AccessPad Windows -1 > XA h—SDATS 3 HEET

9. COMEERFERTIDICE. [EBEE] EREFERLTIT>
R-JO>T b5 MSI ZieE 3 BN HDET, [BIEE] 1&

RcaON> R -JO2T hziEd d(Cld. 7Ad>'2moUv o0,
[BEEEUTET] Z28RUET,

514
EEELLIETA)
527 I-KEVBHI(K)

70/{71(R)

s 71 W 1 VA S
1 527 I-KEVEBY

X TMIFIERALS

o 2 &
ARA =)L, BRATS 3> 0T0O>T MIRRENET,

DOtgeEBME T B(CIE.  [Register the Ericom URI on this
machine (Ericom URI ZZ DN U (CEER)] ZFTvIULFET,

H

Install Ericom AccessPad Client to:

.-—/ C:\Program Files\Ericom Software\Ericom AccessPad Client), Change

[ ]use local windows credentials to single sign-on (SSO) to Ericom AccessPad Client

I [ |Register the Ericom URI on this machine I

161



ERIO141A

362 LI>d—RENiz URL 29 D

Ericom Connect & AccessPad 7.5.2 ABFC(d. T>O— REnNic
AccessPad URI Z/ERCEF I, MNIckD. BEEHEGE O—-HIL
(C1 > A =)LUTZ AccessPad ZER U CRABI U —> 3> %
REITDIERZEDIIITA MNMREIT D ENAIEEIC/RADFEI. T
>O—RESNZ URI G, PTUT—23>&0)L—T 7% BASEE4 D
XFICT>OA—-RUZET,

FI. DEABHFOTTIVT—2 3> EJIL-TRC, I>O—Ren
Jz URI Z1ER UET . 7TUT—2 3> MO IIL—-T(CEIDH
TENTWBEEEEN DD, CDOII—TENBEEENET.
ConnectCLI GenerateEncodedUri <P Uo—33>2% | 7TVl
—> 3 ES ID> <O IWV—T% | IIV—TEE D>

7TV =232 8B LU —TREFRXFIINFHRERNETND
EICEBLTLIZE),

ZRICI32< ID ZFEATDZ &(E. HEMNRE (C/RDzd. —hxi
(CEF1T7RFEELRDEFT, ID FEFEFEBCLO>TEEEINDC
ENBDFEA. (@A FEBECKIO>TEESN. UAII>O—
REMNTZ URL DMERAREIRE LI BRIEEMEN' D T2sd. ID (XK DIEHE
HDHDEDERDFT,

CNUCKD,. IT>O— REaN/ZES URI BMERRESNE T, D URI
% AccessPad 7TV —< 3> & iENT DIHD Web R—(T{E
AHUZEI,
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sProgram Files“Ericom SoftwaresEricom Connect Configuration ToolX*connectcli Ge
erateEncodedlri ¥

onnect Admin User: wvis
[IPacouorel o e e b

oo few arguments

:“Program Files“Ericom Software“Ericom Connect Configuration ToolXconnectcli Ge
erateEncodedlUri dB4dbac3-83d7-4612-8119-aalbbbdbodhc? allBd8?? Sacb—46fe—84ab—27
hoB4236f 41

onnect Admin User: visitow
[Pos ool 5 e e e e o 3 o 33
Before encoding: d84dbac3-83d9-4612-8119-aalbbhSd6dbc?5t5%a33Bd879-5ach—46fe—84ah
97heB493I6F415 5%

estps/raccesspadsvl A ZDgBZGIhY =Mt ODNKOSBAN FEYLT gxMT ktYWExYmI 1 ZDZKY mMS JCEKEmEzM=Bk
ODcSLTUWY =Y tHDEnZSBANGFiLT k3Y jYuNDkzNnY BME QhJCo =

I>d—RanefEz>a—hhy hTERIIRICIE. RE| T
AL | B | SFa]esndiieg# il © [T>— R ID) OERAM
o ENTVNBRC EZERLTSIZE0N,

sralShaiRE sk (1]

ta {EEF/oIITO-F D

URL O&ERE. BRID Web R—Z(CCNZEIBSHIAFZET ., URL &
FEARUE HTML O— R > F)L:

<A
href="estp://accesspad/v1/NDg4NTMwYTUtZDI0Zi0O0ZGMyLWE1
OTEINTM3YTc0ZTQ1ZTgyJCEKKjYWN2FIYMQXLTRkNzktNDE1M
S04NzM1LWYwYWRIMDUSNWESMyQhJCo=">Browser ESTP
Encoded</A> <br/>

#ElD AccessPad DIZENT (. Ericom Connect H—/\D 77 KL XD
FHAIMRBETH D ESEFRLTLESWN —EV7 RLRZAS
LTERTDE. SBROFADESHICFrrYS1ENFET.,. E5IC,

[T>RI—H R4 bDARIYAX] (CEREBEDFIEZEAL T,
7 RLURAZERRECSEFI .
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3.6.3 BHDAAL URIZIFRT D

F A )L @ Ericom URI (& Testp] T9. MRDZASFACH UL
LXK - T2 MUZEBMI DI ET, HASY L URI ZIERTE
FITHULWURILZR MY - F—ZERTD(CE TTAIL D
estp F—ZZEL. BMND URI ZANUE T (estp DX F5 = EHRL
F9)

[HKEY_CLASSES_ROOT\estp]
@="\"URL:Ericom Protocol\""
"URL Protocol"="\"\""

[HKEY_CLASSES_ROOT\estp\Defaulticon]
@="Blaze.exe,1"

[HKEY_CLASSES_ROOT\estp\Shell]
[HKEY_CLASSES ROOT\estp\Shell\Open]

[HKEY_CLASSES_ROOT\estp\Shell\Open\Command]

@="\"C:\\Program Files\\Ericom Software\\Ericom AccessPad
Client\\Blaze.exe\" \"-accesspad\" \"%1\""

3.6.4 UR|I ZERITBIEHDIRA S Web R—SZ1BKT D

Ericom URI (&, Web R—ZhS5ic&LET . Ericom KD, URL Z
¥R 3 DIEBIDAR—HMREEN TUVE J (EncodedShortcut.html)
URL USA L0 3>&FERAITIZER—(C, RD 2DD

Javascript 77 1L ETT : jguery-2.2.3.min.js H KU
EricomLaunch.js
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CDI3IDDI7AIDTEEL(L. Ericom TI=H)L - B/R— R ET
PEVEDELEEL,

BUF(Z38> T EricomLaunch.js =8 UE T

e App:&BIEEEID. (ID (& UY—XD [BEK] 9TAICHD

x9)
o Group:ZEH. &EIEXEZEID. (ID(E. JIL—TD [BEX] 57
AICHDZFET)

URI : #pkiEH URI DIE(G T A )L b = estp)

HERDY > TILICDWLTIE.  [4.15 Windows RDS TOtzF1 71270
SO0 oo aiaESBLTLLIESL,

365 JooHoEEAVE—D

—BBDT S IHTIE. Web B b5 AccessPad DKL S7/2O—H
V7TV =23 Z BT IRC. BEEAVE-—IHRRENE
I, SBRIDAYVET—ZFIEFRRETDIC(E. [TRemember my
choice for all links of this type(C DK DR > IDEEZE T N TIRF
93)] ZERULET.
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External Protocol Reguest

Google Chrome needs to launch an external application to handle estp:
links. The link requested is estpufaccesspadiivl/

VIO2MNWY SMGULSVI y00Em QoL ThiY WYt DIk MY MN2 ExYjdhMCERKjBREZ]I 5M
DMiLTg2Mzgth De3MSO5NFU2LWIZYTY 1 MWU2NzedMSQhJC podH RiwDilvdl

d3LmvyaWhivbS5ib 20wy 29ubmVjdC 1 lbnRicnByaXNILmFzcA==.

The following application will be launched if you accept this request
Ericorm Blaze Cliznt

If you did not initiate this request, it may represent an attempted attack on

your system. Unless you took an explicit action to initiate this request, you
should press Do MNothing.

Remernber ry choice for all links of this type

3.6.6 BEFNODENE

[T>O—RENZ ID DH] ZERAIDIROIZELETTIT—>
A(BRUEETDTIL-NE [FROMVT - 74> ] Fz
& [RI—bAZa1— -7 ] ZEMETDZENTEHEEA
E5(C. I RI-YMhB743>%FE9 ] (Hide icon from end-

usenZBIMELIT DHENHDET,

B o S R 5 NS o 2= B e

(3

3.7 IRI—Y - -RAZPDHRIIARX

DU a> TR BRIBZHAINAXTDIEHICHRAIRI RI1—
H - AYFIRA D MERETDHEEFALET, HAIYAXIZE
Ericom DT =1L « HIR— hOMR TR <. Ericom DI>ZZ77(F
AUZFHIL - T7AILDORRECRD STV 1—F+ 2 0% RMMTSD
CECTBRLEEV., BEEZITOAIC, IRTDOAUSFIVL - T7A
WeNyorPyIT LTSRS,
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ERIO141A

AccessPad DFBRIEBEY RLX

AccessPad exe (C(E. BAIRESLIUT—/\ - 7 RLADIFERR
ZITDTZHDY—)\ - NSRS ZERATEET,
INSA=FCF. RDODITA -y hEFERALET:

"-accesspad /server=<t—/($>"

IR

2fx | va-bhvb | B | oz | S5 |

@ AccessPad

& PRV —43

I5FR: Ericom AccessPad Client
D5E(T): axe” “-accesspad fserver=connectadress acmecom”

=002 TRYD LT, BROT FLRZERTEET,
f51: I-accesspad /server=servrl.acme.com;servr2.acme.com |
FRINRELLTT RLREZERTDHE. U—/U- VRLAAN
R®d GUI DIER(IIFRTRICIEDF T,

Please enter your network credentials

User name:

Password:
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3.7.2 AccessPad SSO & URI VYR - S1>

AccessPad SSO & URI D#RE(L. A2 AM—3DINI R - 51>
TIREMSI N\SA—FZFRIT B ETHEMNETEET,

SSO & URL OlIAZEBRNCTBICIE. ROOX> REFERALUET:
e EricomAccessPadClient64.msi ESSO=1 URI1=1

SSO HREDHZB/IET DICIE. U TFDOVWINAZFERALET:

e EricomAccessPadClient64.msi ESSO=1
e EricomAccessPadClient64.msi ESSO=1 URI1=""

URI #EEDHZBIET DT UITFOVWITNHZERALET:

EricomAccessPadClient64.msi URI1=1
EricomAccessPadClient64.msi ESSO="" URI1=1

3.7.3  JHE® AccessPad sXED/\WY I —HE

o [msi2xml/xml2msi] REDY —)LZFERL T, HED
AccessPad :&EDBBEMOIEE/R MSI J\WH—HERRTEET,

e MSI ZiRERIEEIR XML (CBRTBICIE. REFEITUET:
msi2xml.exe -b streams -c files EricomAccessPadClient64.msi
. [ EricomAccessPadClient64.xml] 71 )LZkE. 15458 1T7H

(CFEIL. [SHORTCUT _PARAMS]| 7 RL X - J\SX—-%
TEEZ®XFI,

T IO T T O e T A =

15458 <td>-agcesspad /server=gonnectaddress.acme.gom</td>

qicdco A

e XML %Z MSI ([CEB/\vI—2{TB(CE. RZEEITUET:
xml2msi -m EricomAccessPadClient64.xml
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3.7.4

3.7.5

ERIO141A

AccessPortal

AccessPortal DEHS(E. T > RI1—H Web Y—/)\ DRI

(C& D FJ: C:\Program Files\Ericom Software\Ericom Connect
Client Web Service\WebServer\AccessPortal\img
[background-neuronal.jpg] 'REDEZRDT 7 A ILICEEZINZ

BDIET, HRDHRIYA XN EIRET T,

RADIUS RIVFI7OHF—DJO>T7 b

Ericom Connect Y —/\_ET. ROGFANEEILE T :

C:\Program Files\Ericom Software\Ericom Connect
Configuration Tool

RDI7AINZmELUET:
Csi4MessageDescriptorsTranslatable.xml
288 1TBZREL. /\XXAO—RIJ+4—JLK - SAN)L(ERX 36 XF)

ZUTDLSICEELET:

<TranslatableMessage id="Passcode">Enter Passcode or
authentication key</TranslatableMessage>

290 TTEZREL. HATFRAMNERAK 36 XF)ZUTDLDICE
BULXT:

<TranslatableMessage id="RadiusAuthentication">Company A
RADIUS Authentication</TranslatableMessage>

AR R-JOT ST o CL OX>Y REFETURUCT

1 LU KNUMNS), BEZFHMHAHE I : ConnectCLI

ImportLanguageFiles "C:\Program Files\Ericom
Software\Ericom Connect Configuration Tool"
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o JR[E]I—YH AccessPortal. AccessPad. AccessToGo (Connect
Mobile App) TOT A>3 DL, BERNESEFHATETDILIICR
nFEI,

AccessPortal DfER:

e AN K st
Company A RADIUS Authenticatior

Enter Passcode or autentication key

AccessPad DF5EER:

Company A RADIUS Authentication

Enter Passcode or autentication key

AccessPortal DTO>7 ~MI(E, D MLUISTEIIDTFR MIFE

LEYI., TIAILDFTFX b~ [RADIUS Loginl ZEFE I BI(CIFE. UTF

DFNEZEITUET:

e C:\Program Files\Ericom Software\Ericom Connect Client Web
Service\WebServer\AccessPortal\templates NEELE T

e TFX b+ I> 4T Openradius-form.htm ZRHEET

o« RDITEIMRE UL T <span class="radius-header-title">{{ 'TEST
TEST' | translate }}</span>

EEZMRITDEHIC. TSOY - Frv2a1DI0UTHIBEERD
BENHDFEI,
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3.7.6

ERIO141A

TEST TEST b 4

RADIUS Authentication

JME® AccessPad O 1> - I\F—E&%

CDHREIIAX(E. Ericom JOTTwv>3aF)L - BH—EX=EL
THIFTIEET Y. AccessPad DT > - J\F—(CHBOOI %%
EIDENTEFT.,. MEBORT Sy 1BEZEMET DICE.
Ericom (C PN J7AILZKFELE T, PN J7A)LZ2Z(FTED 1218,
[splash.png] EWDSHEEID PNG BUERZ/ERRLET. BEUROFEGE
(X 462x194 THDWENGHDFEI. PN I7AILICE /\F—DH
A MLEZEESDZHMBEDSNIILZEDHDEEREETT . UT
ofITIE. BOWTUZEEEOSANILZERL. BLWITU Y&
splash.png 7 7 AL CERESNICA A—22ZR U TVET,
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!
i

CONNECTING TO:
192.168.35.75

Initializing remote session.

PN J7AILBEKXUVAREFICEFENS PNG J7 )L & AccessPad MSI
ZHI\>RILTDBCET. MBD MSI ZER T D2 ENTEET,
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3.8 NRADTD—RODZEE

J—HH Ericom Access D1 > NCOTA> U, /XX T— ROZEH
WERMGE., O MR RESNFET,

] Ericom AccessPad

(===

ERICOM AccessPad

ESTNELIAV DR SO 3

AIC/SAD-REEE T 5 LENBNET .

Copyright© Ericom® Software. All rights reserved. Ericom is a registered trademark and AccessPad is a trademark of
Ericom Software.

it I B (C(EF. RED/(IXRT—RFZEULKABDL. —HIDFHLLVIR
J—Ra 2@BFRICANTDIHNENSDFY, BELBINKRINTD &,
REVUY —ADR—TPNRRENZFET,

ISR D — REEH A F7OTTDI\RAIT— ROAHNICEKETDE, RD
TIT5— - XAvt—IHhRRESNFET: [HUOWIRD—RHARE>D TULWET
SSAD —FAfRE RS T ET .

B JXRXDT— ROBANDNBIETY, #IEEFv>ILITBICIT.
AccessPad =AU E 9,
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A—YPNABDUIFFUWRDT— R+ a1 U5~ - SRUS—ZmIZL
TUWRWEE, RDKXDIBRIS— - Avt—IhFRRENFT: /(XD
— RIF/)IRDT—= RRUS—BHC—EHUTLWEEA. /(IRXT—REDOH
IR .. EEOEM4ZHERL TIZEL)]

ST =R ST =AY B R —BLTOEEA. /S0 R ROFIRR. SSAT RO /52

0 RED B HEAL TR L

I A IS D&

A—YEFORRAIIL TN 1 DEFFEITDEE. JIL—TDINRT
DAZFT2VIFII— b [REAI] CRRESNFIT. I—IH 2 DULD
IDN—=TDAIN=THDHE. &DIL—TDIA>F>VEITAILT &
ULTCHRRSNFT,
BEO>Y—ILADIIL—TD [EAR] RECEEL T, INTDIIL
—JOI>7 oV EREM(TISY MEUIRE) (CRRTEEXT ., HE
(D547 > bOREMIICFRR] Z [[FW] (SERELERT,

E-. 3 = G I—Hf DAT L
Hhik LiJ
13 v
i (3]

All Resources

A (1]

D517t O Lzl Fer

Ly E
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- ackt
<0 Desktop

f] Notepad

q; Paint

S Skype

HENMN TLWWR] DIFE. FIIL—TDA>F>2oVIETIAILSTELTE
ReNEI,

IAXT

. All Resources
. Work
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Ericom Connect ZE 9 D/=HDETEI O XD T, UTDIEERI&E
LT IEE0N:

o EDI1—YHH Ericom Connect UV —IANDTF IR EEIFDONREN
HDFEIH?

o IRTOIA—YVCAUKIDIRZ-NHDFRIN? Fzld. ERIDI7
X« Z—XZFDI-YDIIL-THHDFEIH?

o TDRIBICTSANR—b Ry ND—TDHENST7 ORI
UFEELEIH?

o HBHBLESII-TATOEEFE, 7IOEX - RUS—(CEDLD
REEEESRDTULL DN

o ECDXDBRADI TV —2 3> RenNEFIN?
COLIEBERIE. VY—RXDORRADITER. UVY—-X%Z [RFH] & T2
AT L] DUI—TCHRR T DR EZERT DDICEIUIEFT .

4.1 F—4 - EFI)LODOEEE

411  HRERSE

[E56A ] Y [Ef] T2 ED Ericom Connect MESTE (L. EE DL
NILTEETEEI, BEILNILEZETEEIDIEBEIEAEATOEDS
NI
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o J\=RI-—RENZEILA>2D)FTITAIL b - BEIEA: RIK
o SRFLAEEDTIAILE (ZO—-/UL - LRI

e VIUT—232EFTROMNYT (UY—=X - LN)L)

e [2R] OIW—T (PIL—=T - LNIL)

« 11— (Active Directory &J)L—T - ;RUS —) - BEIELL: &=

KD DL ANV TEESNDE T, MILANILOREL A SNE
ER

FRILANILTERESNEEREE. TRILANILICKRBRENEEA. Fl
ZE PTUG—23> - LANILT THEH/N—1 Y TOWWR ] (CERTE
SNTVIIBE. BRIBAIMMEWLESDIC [D)L—T] TERRSNE
A

RATIV=TH 7T Vo —2 3> LD EEVMBRIEIZF DR,
NEIIL =T CEFHIRERENEENTVDHTY, HIXE 7T
VT —2 32D RIRE. BIZDBRNETNDERDT)L—
TDANN—THDHBENSHDET,

412 SAFAL-ATSIOB

AT - ATZTOBRIE SZRFLRKCTO-/UL - LNILT
EREINTWDTONFTAAHBDERIWBI: [F#ll smEE [EH] ),
N BEIDY-IICHDFTEST—23> - )RV [HE] A
T3> THEESNTVWET,
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413 DW= - ATSxTOB

OIN—T - AT O NCE FEUUZBRGZR/OAT ST U~
=T EFENTVEIWI: AUEBORES), N(CKD. M
USRI T4 ZDEIDCEPLRDIFET CENBTRICIRDZFT,
Connect [C(&. RD 2 DDIATDII—-ThHDFET: 1Bl D
IW—=T& T2RFAL] TIL—-T,

4.1.3.1 038I9N—T

[ANB] JIL—T(CIE. REEENTLET: I—HDEINDY
T. UVY—=X, T[] 5TOEE. [RAFAL] BHE. U
gEniz 1 XFA] JIL—F,

B o) —2 2 I —tf AT L

Y= [ JIL—TICBLTWDBE., JIL—Th5
—BEZFIRTOTO/NT 1 ZMELUET, UY—-X - AT
ST NTHRMICEZRSINTUORWIARTOTIO/NF 1 (&,
DI—THhSBEENExz9.,

HENII)IL—T « LRILTIARMICERSNTULRWES. J
IW—TDI1—HFSRFT L - AT MSFTTA)L D%
EEMHALET,
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413235 - D=2

[RB] JIL—-T &R, [ XRXFA] JIL-TCF. 72
SO RT LA —N\FREDT—ORFT—2aV)zEEXI DL
DDERNEENTVEY ., [ZXFTA] DIL—TZFERUTHE
U2 AT L'IIL-TIELT, [RF] JIL—TAEIDY
TRZENTEFET, HIRE. TR MY THEFEICEIDHETS
Nd X7 AL] DIV=TCTD—DORFT—>3>%EDHETE
9, I—INENTNDFT AU by THEGZERTD L. ER
BHDIA > REHFICEDWNWT 1 DDT—DORXFT—23 > M El
NHETENFET,

4.1.3.3 D I—T DE1E

OIN—=T « AT O RZEMEFLEFHIBFIDE. AT A
THEINIIED ., INTCORE B (HHEF(CER SN ED
ga_o

414 UY=RX - ATSITOB

IV —23>ETROMYTE UY—REHRENET, 5F
MsEE/INA> R [EHF] F FUY-XATERCEFI.

UY—X - ATZT O BCIE 7TUT—23>%. UFA LT MM
BE. BERBFIREDER/ (SA—FZEEI D TO/NFTAHEFENT
L\ETJ . Ericom Connect Tl&, XD 3 DDEIRDF A TDRA MR
HiR—bhEanThxEd: UE—K - T ROV T - B—=)\(F—=F
L 5—=)\) MIBDO—-ORXF—>3>. REBEFXO v,
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DY —=XCTF7O0ERXFTBICE VY= 2K JIL—-T - AT
IORNCEIDETENTWDIHRENSDFT, COTIL—T - AT
ITU MYEROFIBAICIADE T, 1 DDV —IXZEEHD [AFH ]
JIL=TCEIDHTDZENTIRETT .

415 A=Y  -ATSxTOB

dA—Y - AT 0 MIFRAAEENTULE T Active Directory TIE
BINTERIBER. Bl JIL—T - A2 )= w T /RUS—1ER.
Ericom Connect (CEZZDFT—F\DFTLR/RAREN B O R U
V=XDEDHT, Lv>3a> - JO/INF1DEEDEHICT—FIMN
FRENEFIGBI: I—TDAT 4R - D—DORFT—>3 > D=
RETDIRE),

Connect NTI(&, s&EZI—Y - ATZT U NIEHEEIDE TS L
FTEFBA. INTDFEE(E. IT—HD Active Directory AT 1
O RTEESN. ENSH 1Yoty a>mta \BEIRIZS
ZB5NFEY,

4.2  IN\A > REGOERE

EILRA>DUY—R - /AR - PILTUZLICED. BREUIIX
MC—EBDIL—LANEREN. Y — DR ENREESNET,
=L TRIAUFAF TV IENET:

o EHSNIIRZ LOEIRN B HEDSH

. BEOUMiENLtYS I CBERTINEDH
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o TYWIOHEHBIBINREMEDTIFT4T - v a>nNesdneE
SH

o [EH] AT TCEENLEULSVMEICEDWEFLLWEYS I DE
DOBENES AT LNEDH

UV —XDOVOITA NI, LEEOREREZEIRINDI AT LANIEGS

nxd,

421 ADZEHUTCTRI YT EI—TZINARTS
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BREEKBRUET. COEER. 1V« LDEBBEDZSHTT .
Connect (C(&. [#Ht]l DT RO BYT - TvS 3> Z0JEEICT DI
HIC. BRESNIZI—TDHNT AT MY T (CHEHRTETDLOEDY
TIDIERENEFENTNE T, COHERDFERCIE. WROT Y
Ny D77 RL AR Active Directory THIFBRIBETHD Z ENMET
9, HWEEDRE(. BEGUIFLEF OV R - SA2ZFERALTIT
WEI,

GUI ZfER UcHiE: LDAP BHDEIDHT

[ Active Directory B477 RL X TA—H7 RLAZST AD B1E
BANTDE TROMYT - UY—-XD5EFH T RL X% Active
Directory WSEUS I D ENTEFET,
COFREZRITOCE. FITATbYT - 7 RLAEHE)ZED
Active Directory BZEULE T,
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o [&E] | [FF2NEE] F2& TTHFUKE] (CBEIL.
[ [+ >R v ] BED Active Directory D &% | &XET.
A—YBDID—DORFT—23>2(F—5Y N RLRAZEDLINT
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Directory @477 RL ] TERMHEZADUET,
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Desktop
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BHOT RO My TEGENDDHBE. RT3 ICED 1D
D [BHEY RLR] BMERESNEIN. IRTOREMHEN
[Active Directory B1* | SEEICEENTVWDIRENSGDET,
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o FTRUNYITWEROI—TOD [REDH] ZFERAL. FHENAEL
<BHDFROBYTICHESN TS EZHRLET,

422 TFTRIMNYITHSDS—LLR - PITVUH5—>3>

BEIO>Y—-IILZERLTCZITVT—23>z R lUET. RIC,
7TV —23>0 B #7%RE. JO/NFo [D—OXF7—
3> 0S TO7TUDEEZHA] Z2BMCLFEI. 1IN
DF TV —23>%i8IRI B E. Connect (. FIFATIEERERTES
DI1—HVEHA A2 U TWVRWND—DOXF—2 3>z FERLTA
M7TUo—> 3> %ZisUET,

423 HIBRDRAFT—H R

RemoteAgent BLU I R—R> b - H—EX(Z(E RD 2 D]
W ZFT—FZANBODFET: KA & T—RBI (T
H— )V R—=R> MILTFDHEETINSDIREEICIRADET

o —HREYIRAERLY —)LH 5 Disconnect or Prepare for cloning(2 %4
FADUIIR 12 (34 4m)

« RemoteAgent #5kY —)LH5: Disconnect or Prepare for
cloning(#8 & A DY K 1= (3 #E4R)

o B—=)VAZIR—FZ M7 2A >R h=ILENTZHE,

« ConnectCLI B TH—/VIAZMR—R> hEZDREL LIS
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424 DEIN-TEKR—HI - ZALTCI\A>VRTS

SetConnectionRule X > RZERALT. [ IIL—TZRHEDR—
SV FATEESG E—RICEIDHTHZENTEFT,

HIZ (X, AccessPad IS5 7> b« 4 (C Tap] EWLWVDSEBION
MO —TZE0HETBC(E. RDOOINX> REEITUET:
connectcli setconnectionrule ap * PortalType=="AccessPad’

O —H1 AccessPad ZFEARALTCOJ 1> 9D &E. AccessPad &I
TDIAT(*) ([TINA RENTVBRTIL—TDHFNERREINET,

2O > ROFFH:

fEF3;E: ConnectCLI SetConnectionRule { UV —XDJ)L—T&E
X IDY{I\A> R BT)L—T&E(EID | *} formula
1DDYUY—R « JIL—TAT 1 DFRFEBDNA>FT >0 - J
IL—TROEFIIL—)LZRELEFT. D

true BCBME

false B (CHEE

ViaEsg ESG NIEfH U CUL\DEF
ViaEsg==false ESG NIt U CTULVRUEF
PortalType!="AccessPortal’ AccessPortal N\DIEHEHF

PortalType=='AccessPortal' && ViaEsg ESG & AccessPortal
Z R U TER U CTUL\ D6

BWIIIR—FIL « AT (KXF ENXFZ[XA): AccessPortal,

AccessPad. AccessToGo. AccessNowSso. AccessPortalSso, *
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SEETF: && || () == =
ZE(ARNF &N F7ZXA): ViaEsg, PortalType

DS )W (AXF E/NWXFZXF): true, false, 'string value'

/adminUser <string> []
/adminPassword <string> ]

/tenant <string> [rooturl]

/gridName <string>  [EricomConnect]
/locators <string>  [10.0.0.12:4174]
/[no]techSupport [False]

K OFHRRER(E. OZHIL - BR— bFTEEVEDE IZEU,

ZDOOX > ROBIFDEME:

« PortalType (&. OX> REETIDRICABHIIL-T(CEDHET
BNTVWBSINRTOI—HIIII—-TICBRSNES. DIV
> ROZISEBNNENZI—5J)L—T(C(E. PortalType HyfAE
aSNY. TIAIBD [*] MERENEFEY, L[EIIL-TDT
N TDA>)\—(C Portal Type ZiEA I B(C(E. Connect CLI
N> REERITUET,

o PortalType SNJULEIANF E/NXFHRXBIENET,
AccessPad (& [AccessPad] EUTANTDIHNENHDET,

[Accesspad] EANTBDE. RNETIL—THERNRR—5)ILIC
ZDHTOENEFT, CORMZEEITDICE. [FEIIN-T=
[*] PortalType (CES—EEINDHTET,
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4.2.5 ESG fEIE

I—HEHICERSIND ESG 77 RLADRE(IC(E. 3 DDLNIL
MERENET., BEEBDIERIEIRDESDTY:

o SRFL-TI-=T LN
o SRTLERDTIAILB
o Y- -7UOLBRDVRLX

BIZ(E. SRFTLERAERDT T AL bDT RL XN aaa.company.com
THD. SRFTL - IIL—=T « LNILDT RL AN
bbb.company.com T334, bbb.company.com BMERRENET,
-5 - POCRDT7 RLAE D 2 DOIENEBTHDHS
MMERENFET,

4.3 ESHRX - -0O2vY - H—EXDHEfE

Ericom Connect b —EXDERIAMZH#IF I DcH(C. TUw RIC
Connect Business Logic(BL) J>/R—x> b~ - B—/)U&EBNNL. TTR%%=
BFreEsdcenctExyd, O—/NCEENMRELULES. thob—/(D
WIS —)\DEIEZ D)\ —TEFET,

43.1 Connect BL H—/)\

S AMEDTZs(C Connect BL B —/\&IENNT B(C(E. Connect &
>~ A k=)L U. Ericom Configuration Tool Z{ER L TH—/{%Z
lexisting grid] BEfFZJw R)(C Join(EhN)] LET,
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EW Td

Join existing grid

JO>7T bRRRENZS. iLLWB—)/\hERIDTU Y REZ A
jj L/ia_o

Grid EricomConnect

My Host ar IP 10.0.0.4 |v|

Lookup Service Hosts

F—4 - IN\—F«1>3>

F—4 - )\=F1>32ClF. T—IDREEMRFESNTLET,
ERELUT, IRNTDN=FT 123> TIRTOT —FHIMREFENT
WEKT, ATz ONII—FTa>a>mndE. 2ZICEAN
(CEREUETET. SXTLDREE(C/I\—FTr> 3> 82EET
3 (C(E. RemoteAgent ZSTEH S NIZI R TD Ericom U w

R O2iR—F> hNZBEESITINENDDET, TDITH. BD
KANEIRBERAEB Z R T DIZHC. A A =)L/ —F 1> 3
S EENCRETDCENEECTI, /\—FTo>a>HEzLEL
B&. I/ TD Ericom Connect JUw R« D2 R—R> b EiLE)
ITIBENDHDFET,

IN=F423>ADT—HF. A12RAIZAELTINTDIYE >
DENFET, BRI R(ICE. =T33 >HADFT—FD
TERBRIE-—MREFNFET, A2 RIRAZTSARVETDLE,
MDIRTDEDFI/N\NYITTVT « AZRIVAERDET TS5A
NY - A RAIRAICBENMFEETDE. N\ ITPYT - AT
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ADLDONTSARVERDFES., T—HDOIE-H(E. 1>R5
SABEFLLIRDFET,

Ny Oy TEIE. A>RFRENS 1 Z5|WZEERDFET,
SRFACEKD. T5AXY - A AIZANS/\wOT7YVT - (>
R ZANDLTUT— S BEEIMICITONE . /Ny o7y T%
(F ARIZANS 1 ZB|WEEERDFI\w IV T =+
SRF R A1),

I\ o7 T =ZEE LTzHE. Ericom Connect Business Logic
Controller b —EXDHZBIEE} T DINENHDFET .,

Grid Storage Container(GSC)(&. BE—>XH> A (TSAX VX
FNNwOTPYvT « AR A)EFFIDITOCRATY, &I
(CE. EROBDI> TR/ ENTEFET,

GSC DB ZERE S DIZHDRIIRDEL D (CIRDFT:GSC ME
B=)\—F>3a>Hx1+/\vor7vIE + (I=ZS—H).
FIAILJ—==3>2 751 £D)TlE. B—IZ>DREMIE /\vo
PYvTOD1IDDIN—F4>3>ERDET, 1x(O0+1)+1=2
ES5—(F TAR-IANDEZTAHFEIBHLUET,

JUwy R« RF—HFXADEE

« Intact- 2T, INTHFEHTIETT
o Compromised - INRTDITSAYUNFIABIEETIH,. —BBZF
(FIARTD/\Y Oy THFEAREIETYT
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o Dameged - —EBE(EIARTOT S TUNFIBAARBIEET. BL
H—EXNBHNCHEIEEUET

433 T—HDREL
FIATIEE/RS AT ABUCE DWW THEROEBROEHFEDENH D FET,
F9. 1Y =HEI/I\—FT0>23a>(CEDFET,
HIZ(E. 30,000 I—IHWFETDHE. HAEDOEROBED (T
NFEI:
ZTNENH 1 DDIN—F 4> 3>%ZFFD 4 DD A5 (7,500 1—
HI\—F1>32)
ENTENMN 2 DDI\—F 123> FD 2 DD AT A
4 DDI\=FT423>%ZFD 1 DD RT A
TE(E 4DDBLOIR—FR> b - B—=)\DT Uy RDI\—F 1>
AT —INEDK S (CREEN TV ED > TILE L TEREL
ZEDTT:

Ericom_Connect Grid

EricomConnect Server A EricomConnect Server B

~
EricomConnect Server C 4 EricomConnect Server D
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43.4 = BA%TEOERE

SO AR, S AT ACE-EEANMFELRVWC EZFRLET DED
T9, B—DU—/)(HFLEOR—R> MNIEENMRELTE. 2R
FLANEBCIMELRITDC EZRBKRULET. TUY RZEEHOY
—)\TEITI B EICEKD., BuUfAMEERTEET. JUwv R(E.
LTV —hkU, 7—FZ2HBEITDIENTRET, &EH—/IDAEY
(CEDWMIBZITVNET . NICKD. YUa1—23a>CEWMEREZ
EBINL, E—EERZBIENTEFT,

F—4 - JUw R([CE -, ;RA K->, REUYY-X 7
O747 -ty 3> /U AF—FXCDNWTDIRTDT—
HARNEENTWNET . Ericom Connect [CLD, T—HDESHEED
IR—FR > hOEEMOmMANEEEINE T,

4.3.4.1 F—HDESH

T—ADEEGHEE, OR—R> MCERENMRELBESTE.
ARL—=F 1 >0 « SRFACREBRINRNTOT —SFHFIAET]
B EZRAEITDEDTY, JUv R - B—EX(F B/
DAEYRAM)TEITENET, b—EXDABBIC(E. T—5F
DAFTFHAEFNTVET ., FI>FTF(CE. S RFLDE
HIRT = DA RFZAMRFFENTVES., JUw R
FTEEENTVSRT —F(ICE A< EE 2D0TE—R
FRELET. INICKD. T—YDEESH ESRIRAMNMFRIES
NZFEJ, Ericom Connect D1 > IS A NS ITFv&HTIT DR,
T —IESH(CEHEUUTORIEZRE U CIZELN:
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o BT —H -ARHDRIFE. EDLBVDEDIOE—=H
B IDIRENSHDFEIN?

« BJUWRBLVYI>LEIC, EOLKBVDITTFHEKRR
NUERIH?

o EDKSRBET. BEIYZ>DATFHICE>TT—F%
DELEFITH?

BE&ZEEIE (Proof of Concept)IRIRFR T (F/NFMRIRAEFE = X5
LT B—H—)NETIOVUY REEFSEBDZZENTEFTT.
BT =45 - AT ADPIRLKNEE 2 DO E— DTS
NFEIHN, B—H—/(FE-[EEIERDFET,

2 80OY—)UWEBHTIE. &/N\—FT1>3>D1DDA>2RF>
AlF. ENENOU—/\(THIFNDHENHDFIT., LY\ITN
MO —/NICEENRELIEE. T —IBESKETDFFMH
BEnzxEd,

4.3.4.2 AIR—F> FOESE

Ericom Connect > 7/R—3%> MEIESZ 2 —I)LRTH O, J2R
—Z2 b LANLDOEE R ERR T DL DRI T DI EN
BJEET 9. & Ericom Connect 1> 7/R—%> MM, JUw RD
DS5AT7>hTY, DAR—R2 MMITVU Y ROSEEREERE
ZITERD ., Uy REUTILEA LATEEURAT—HFADIES
ELIBROEFHZITVNET. JUy RICEFFEIZR—F> b
ETDAT—IANR#MSNZF T, HIR(E. End User Web
Service(EUWS)WISE Ui o 2iBa. MBI Uy RiEZDY
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—EZNUOTI X bEXEELURLRD, FAETIREMED EUWS
OAR—R MCUOIRAMEIL—FTA4 20T BEDSICRDE
a_o

RAK - TS5074XELUTE & Ericom Uy R - 25K
— R NIV EE 2 DDA AT RZMHRIRFIDRDICL
F9. BROOAIR—R2 SFOFT 4 T17 07+« THERR TED
EF B2 ET. T7AIA—=IN—DIT I FA LDILEEH D
NZFEHFA. Ericom Connect Tld, ZXFLARDITUwW R - ]
IR—F RFEHIR (CH/R— hanTunE s, Fruvna>
IR—FR> FOBFRIFRRERNDBEBCITO LN TEEFT, O
IN—R hEAAR=I)LLTI VY RICIERI DEITTT,
COTOCRERGEBEHDAN TR TUET,

2 &Y —) igak(H1)

GSC DBHZRET DIZHDITRDELSICIRADET : GSC E
M=)\—F>3>8xQ+/)\voF7vITH) + 1(ZZ—F).
INRRRTRERI(5,000 1 —HU KR (CE. 1 DDA/ —F+ =3 > Hhik
BIRTzE. ROOAN > REERUET:

ConnectCLI SetGridParameters 1121
KDFEDAZLVER (5,000 ~ 10,000) (&, XOIY> REFAL

T2DD)\—F«4>3>&ENDHTETI:
ConnectCLI SetGridParameters 2131

IROOWERK(Z. ERIAMCELU TWERA:
ConnectCLI SetGridParameters 213 2
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SRATINRET —FEFFEITDEDII/I\VITYITHARETT, /v
D7wT®2DCTDIEZSEDULET,

1. B ZAREE S D7=&(C ConnectCLI Gridinfo Z#EfTL. 8E
ZRIRT BDI=HICTARTDY VY R Controller B—/)\ZHBiEE U E

I\ Iy TMEDHNTITAILSDTUY R - J)NSA—=45 [102
1] NBZEE=NEY).

H— )T UIeEE. BLY—EXICRBEAECTVDRCE. B
KUPEZS—MNRONTVWBRZE(ZS—HFI>2 L TVBH—/UIR

A hEnTundEae)n. BENCTV Y RICEAENETD.

EricomConnectBusinessLlogic] Compromised; Partitions=2; Backups=1; MaxInstancesPerMachine=1
EricomConnectMirrorService Broken; Partitions=1; Backups=8; MaxInstancesPerMachine=8

FvS A= ROSRFLNLRCE, TUY K+ ZF—H27 (1
ZE(Compromised)] THBZ ENFTRESNET,

HBHOLARIC, ZS—HERY—/NBENZFET.

[EricomConnectBusinessLogicSompromigeds Partitions=2; Backupsz=1; MaxInstancesPerMachine=1
EricomConnectMirrorS8ervice Intacts; Partitions=1; Backups=0B; MaxInstancesPerMachine=8

JUw R%Z Tintact] OREECUX RI7IBICIE BHELIZD—/ (&
BIHLET . BIFCUND/NUZRITTERGEE. ARt ZED
BzHIC IBFBHDOY—/\ZEMT DT LZRFT L TLTEEN,

436 EBEIN—FT0>3> - JE—DIENK

2 BOY—)\HMF D> UTERIREIRNK D (C Ericom Connect Z4&A%
I3ICF RIE3IBEOY—)/\HUBETT, 3DDDIE2DOMNFTI>
UIeBEa. S XFT A& [Compromised] JREE(CIRDE T,

2 B0 —)\NF I LUTESRFT L% lintact] JREZHEIFTEZD
&3 I(Z Ericom Connect Zi&XE I D(C(E. 4 BEOY—/\HIRETY,
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ADDI\—F 423> E2D)\—FT 12 3>2%&FD 4 a0Y—)\ZiE
Y BDICEREFRITUET:

ConnectCLI SetGrid parameters 4231

(CNIEXD, 2B8OT—)IHMF DT> UTERRBIRVWKDICRDFET)
ConnectCLI SetGrid parameters 4251

(CNICKD., JUwv ROESEHIFIDIEHD 2 5P —/\HEL
THH7R25DDI\=F 1 23> ME/ESN. 3DDT—/BF T2 L
THREIBRWVWKLDICIRDFET)

ROBRK(E, SETAMCEL TWEEA:

ConnectCLI SetGridParameters 324 3

180 —)\NF—5 -ty h2EK(J\—Fa>3> + )\ oT7v )
ZRIFIDOEEEN DD, COBRNEULSEMETDIICE 38
INRTCOY—)\PASA > THDIRERDDFRT,

Connect T® Active Directory D{ERE

Connect (E. FREEDZ&H(C 1 DFETZIFEEID Active Directory ZFEHT D
KDICHEBRENTWLET,

158 [ActiveDirectoryinfo] Tld. Bi— Active Directory KX~ > Di&ER
IBERHASEENTULET, I8 [ActiveDirectorySet] TlE., 1 DE(E
29D ActiveDirectoryinfo AT 10 hZ2EC AL IS 3> SR ENT
W&,

Connect DIBRRIBIRIC(E. LT D 2 DDIHIZ LTz ActiveDirectorySets HY
SFENTVET,
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e AdminSet: Connect BEIEEDIRIIE(C{ER =TS ActiveDirectorySet T
ER

e EndUserSet: T2 RI—HDIREE(CERAT11D ActiveDirectorySet T
ER

Connect TlE, BRXAAZHIOEFEREFENER— hNTOFERA. N

(FRDZEZBHRUET: RAA AN RAA> BZEFEL. RX1>

BARAA> CEEFELTVNDIHE., 3DIRTORAAMDI-P%E
BHBDTZHITE. 3 DINRTD R A1 > % EndUserSet (CIBINT DEND
NFEI,

Connect Tl&. RXA > THARIICEEE SHZ UPN ZIANTOI—HI(C
BRBZENMRBEICIZDET ., CNIEITRNTDERFHD Active Directory
(CHBIFDTIAILDOBETTN, dWARL—F 120 - SXF LM
S58ITUIZT 4 LD RUTIEERESNTLVRWEIREEN S D FET,

441 EEOER
Connect DRI OCR IS TOLS (CEMELET:

o I—UENMNEEEFCEI>RI-—TCIDADENZELE
ER

o ANSETNIZIA—TRALCRAAINEENTLVREE#HI:
Michael@test.com ZFE/=(d Test\Michael T(F/2 <. Michael H* A
NENTEHBS). ActiveDirectorySet DEKTEN ST T A4 )L b YT
A WVIOR(EZETL T4 v O )MERRENE T,

« ActiveDirectorySet D ED RAA > (3 U TIREE T DHHYARTE
SNFEI,
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RXA > TIA—YRRDONDINESHIREIESNFE T,

o BRBIRMRBELIENE T,

o MEINMKBUTZHZE. IT5— - Xy —HRESNFIENLE
®IEHR. /(XD — RERHERUING L),

o MREINRINTDE. RAAIHNSI—HDOBHMEIGSSNE T,

soslL DFFH

I—HY20#ER: 1—HAICRAAMAEENTLRVNES, Ty
DT ITAILEDRAA ST ITAI)IL MDY T« v O (FET L
T4V I)REIEENET, Ty MAT. RAAZD 1DHFT A
ILNEUTERESNTVEY ., COBMDESHIC. TTAILE - R
AANCEH T v IORITL T4 IAMNEESNTULNET,

o BHORAAZTH—DUPN BI4 v IOREMATDIENT]
BETY,

o RAAZTUPN YD« v IORXZECARURWNT EMNAIEET
9. ZDRDIBBTqvORE [BEEEUPN T4 wIX]
ELUTHIBNTWET,

B RAA (S, BIAID UPN B D« w O RXD—ENEEM TS5 T
F9, TO—EICKD., BEMIC [ZE UPN BT+ w O X | HRTE
ENET., BEORAA>ZFERITDIHE. HEEUPN Y I 1y
DRAZEBMTDRENGDFET,

IR ETRD RAA(E UTFDOLD(TRESNFT:
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Ty MCE—DRAAMDHFRETDIHE. €DRAAHMERST
nFx9,

BEDRAADHFET DS

user@domain FE /=& domain\user N5 UPN B0« w2 X HY,
TY MDD RAAZZE—HNITDHE. TEDORAAHIMEREN
F9,

UPN BT W IORMNRAAZDRE UPN BT 1 v IR E—HT
BDHE. TDORAAMERENFET. ALY T« v IRZRD
BEDORA1>DE, BEFIEESNFEA.

UPN B D4 WO, RAA U ICHERBHDIFREDT D4 v o
RE—HITDHE. TDORAAIMERAE=NET.

F#D ActiveDirectorySets MDYERL

AR B=IUEFIC, UTFTDLDCIT RI—H EEEBERD Active
Directory WMERKSNE T :

[FHAEIEE 11— | M user@upnsuffix & U TSN TS

[=PAN
Ho

[upnsuffix] 7' Active Directory RXf > &ZTHDIBZE. TDR
AN EN. TIAIL DB T4 v OIH [ @upnsuffix]
(CERESNZET,

[upnsuffix] 7' Active Directory R XA >ZT(F/x<. IREDY
S 2 HEER SN TULS Active Directory T user@upnsuffix D& H
A[EEIRMEE. NS 2DRAATHEMNEN. TIAIL DB T«
WO IM [@upnsuffix] (CERESNET,
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o [#¥EAEEEI—Y ] /N domainuser & UTIRtENBES

e [ RXA>1 M Active Directory RAA > THBDIHE. TDRA
A ENEN. TIAISDTL T+ w2 R(E Tdomain\] (C
BRESNET,

MHAEIRE 1 —H D [upnsuffix] W RAAZEZMNREDYS 2D RX
A>DEESTERWNEES, TOA-—YZYHBEEEL U TRETD
CEFTEFBA. BTEDEMZITDZENTEET,

T> RI—Y5EEEED Active Directory 7w SO TRIBRDFIEA
HEMEHENET,

4.4.4 1E¥D Active Directory MD{EHH

Ericom Connect T{ERT 3728 (C#E%1D Active Directory ZiXTE I D
Ba. INTDORAAUCTITCRTDIDICTRIMERZR > ITEIR
BRNAITUY R - B—ERCIDFERAEND CEZHRLTEE,
IR

Ericom Connect H' S8 =11CLV/2LY Tabe.locall EICA > X h—=)L
SNTVFEY,

BB, ROOVU B - SAZZERUTCRAA D ZENMUE

9 : ConnectCLI ActiveDirectories add test.local
IS—(FRENFBATLURZ. UL, BIEEND [testlocall 151
—PZEMUXLD EUEBRICIS —HAREMNZFE LIZ: Unable to add
domain ‘test.local’ (RX-r> [testlocal]l ZEINMTETELEA)
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cNlE. Uy RH—EXNRXAA > [testlocal]l NI TSR
WEIRIBIREFERAL CLDEHICHRELET,

4.4.5  Active Directory ConnectCL| DfERZE

ConnectCli ActiveDirectories Z{ER L T, BIMEZEDIN > REE
TIBDZET, INTCDT7IT4T T4 LT RNIIBHREREI D
ENTEET, NSOV RIG. BEBRFTANZEERITI DD
(CHBEERATEET,

ladd] (EMD)E Tmodify] ()R> RiE. BULEY hDISA—
HEFIERFERATEEFT, AT ACEFRSIITLVRL Active
Directory ([C(&. Tadd] ON> RZFERALET,

fEFE%: ConnectCli ActiveDirectories [ 3 >]* add | modify KX
A2%[TAN I [FAK - JXIXAT—R]]
£

e« ConnectCli activeDirectories add test.local testuser@test.local
passwordForTestUser

. testuser@test.local NEREEAIRE CTH D E&EFT R M UIEEE.
Active Directory (C test.local ZiBINULET
e ConnectCli activeDirectories /default modify test.local
. testlocal Z5 J )L O Active Directory (CEREULET

¢ ConnectCli activeDirectories /adUser
domainAdmin@test.local test.local testuser@test.local
passwordForTestUser

« testuser@test.local W\FREERIAE T D EZA&REE LTCE.
Active Directory (C test.local ZiBINULE T
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e 11— domainAdmin@test.local H' 9 RN TD Active

Directory 1#{E(CERENET.

e ConnectCli activeDirectories /simulate modify test.local
testuser@test.local passwordForTestUser

o IR7E test.local (CABRASNTCTULBEERFEALC. 1—Y

testuser@test.local NFREERIRE CH DN EIRIELE T

« ConnectCli activeDirectories /simulate add test.local
testuser@test.local passwordForTestUser

o« EEREINTULVRLY Active Directory O test.local ZfER LT,
11— testuser@test.local D EREERIEE T DN ZIRIE L E
-

testuser ZIBE I DHmE. TDTA b « - AHDIEHRN 7T XH]

BECHDIE. BIUZEDI-UMNERIEAIEETH D Z LMY Ericom
Connect (CKD THREEESNFET . /\XAT—RIRLUTI—TLZEE
Liziza, JO>2 T &R RenEzT,

/noconfirm ZIETE LU TCWRIGEZRE. ZEZiEAY I81(CHERNN
BETY,

ladd] OX> REFERTDE. IEE UIZEKTE T Active Directory HY
ERENZEY ., [modify] IX¥> RZEFERATDIE. IR -S4
STEREULEIRTODEEICKLD., RIEDEBHNEESHRISNET,

ConnectCLI
ActiveDirectories DA~

&II

Bl

>3z

Active Directory (Ci&ft 9 DIRICERT
ladUser <X F5|> 21—Y, IE8EURUMEE. Controller
H—EXTERATIN TV I EREHRZ
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{#F3 L T Active Directory DIZVEN ELT
ENET,

JadPassword <X =F5l)>

Active Directory 1—HdD/\XT— R,
ON> R - 54> LT/ adUser DIEE
& D . [ adPassword MDIBTENTRU S
&, J\AD—R7JO> T MIRRE
nxE9,

JadDefaultSuffix <=5
>

Active Directory M7 J A4 )L bDB T+«

w /I X (@domainname DT J A JL

M. ZNICE. ERDUPN B TJrw
DRZFEHATEEI . @upnsuffix F/T
(& domain\ DIF THDIHEN B D F
ER

/[no]default

CNMST T A)L <D Active Directory (C
MESNET, TF> MMIEHD
Active Directory W& di55E. OT1>
B5(C UPN YD« w OXPMEE SNIEH
DIEEICINAMERESNE T,

/contextOptions < 1>

FAATZ3>>

{#F39 3 Active Directory DRI T —
23> - A2FFRAMOATZa> (&
e, FIJAJ)L ME. Negotiate T
9, —BBDIRIE (I Microsoft AF+D
LDAP)TI&. SimpleBind Z{#EH9 34
ENHDFET, HOXXYDDIX
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(#5: Negotiate, SimpleBind)&{ER T
9, FRTEZATZa>EUTD

&EH DT : Negotiate, SimpleBind,
SecureSocketLayer, Signing, Sealing,
ServerBind.

/nonStandardUpnSuffixes
<X=FH[,..]>

C D Active Directory [allF(CIETET D
UPN B D 4w OXDHIREIODDY
Ao 1BE. Ericom Connect T,
Ericom Connect B4& @ UPN B0« v
2 X7z {EH LT Active Directory W'\i8&
=NF9I, —8#DT—XTIE. Ericom
Connect [CLDIEUWI R NERET
BDENTEFEA, TDHEE. 2D
AT 3> FERITDIRENDDE

9, HIZ(E. /adUser DNIBEHRZEUS I
BDIZHCHETIRT I AMEZZ 5D TL)
RS FZEUPN BT 4w ORI
Active Directory {8/ \—F+ >3 >
RISEY) [CEEFRSNTORVES, &
NI, #E@D Active Dirctory Z5%E L
TULWDIGEDHEEN DD LITER
LTLIZE0,

/testOnly

Active Directory DH+Z27T A NUET,

EEERIFLURBNTLIZE0,
(/testOnly)
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/noconfirm

70232 %RITI DEICHREEK
ULERA.

JadminUser <3 =5l)>

Ericom Connect DEIBEI1—Y ., I8TE
LRRWNEE. JO> T MhIRRESNE
9,

JadminPassword <3 =£5l)
>

Ericom Connect DEIEE/\XTJ— R,
BELRWNGES., JO>T MOIRRS
nxd,

ftenant <3S =251)>

BT DT T b BEULREE,
I—b - TF> hOMERENZET,

/techSupport

TOZHIL - BR— SCEFlRIERZ
RHELET.

AN RZEERITIDRCI—Y - 7HD> bD AD DFfllZERRT D

aupalllR

ConnectCli activeDirectories /testOnly modify corp.acme.com
user@corp.acme.com passwordForTestUser

ED AD NS A—=FELEEC. I—TOFHANMRENFET.

Domain Information for corp.acme.com

MinPasswordLength = 7
MaxPasswordAgeDays = 42
LockoutThreshold =0
UpnSuffixes =

Information about user@corp.acme.com
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GetStdLoginName: user@corp.acme.com
PrincipalName: user@corp.acme.com
SamAccountNamee: user

Name: user

AccountExpirationDate:
CannotChangePassword True

Last password set: 6/23/2016 3:24:32 PM
Enabled: True

Is Locked out: False

Account Lockout Time:

Bad Logon Count: 0

Pre-authentication analysis for user@corp.acme.com
Password never expires

Authentication succeeded

Member of: Domain Users, Users

Active directory configuration is OK

(20160831,20161027)

Active Directory R XA > (CRATDIBRZES I DIC(E. RZFEAL
ESCR

e ConnectCLI GetDomaininfo domainName
Active Directory W5 1—H DIEHRZEIS I D(CIF. RZEFAHLUFET:

e ConnectCLI UserActiveDirectorylnfo username

d—HDEWEHREER I B(C(X(Connect THEAITBIDERUSGE
T). R=ZFERAULET:

e ConnectCLI CheckUserCredentials
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I—YNYHIBIERETHD> hEUTERBIENE SHERR T D (C
(F. RZFERALET:

e ConnectCLI ChecklnitialUser
446 RLAMENEZE AD II—-TDHYR—K

Ericom Connect Tld. ZX h&/z AD J)L—THB7R—hanT
WEF, JIL—TBHIIL—T CDAZII\=THOH. JIL—-TC
(ET7TUT—2 3> DADTVILEZIENSZ SN TVDIEE., TD
A-Y@7ITUT—23> D ANDTVICAEZFDZLEICRDET,

447 BHEBEORBEE

=4
FER1—H(E. ROVWIT D DO THDINENDDFT:
user@domain (domain (3 Active Directory RX-1>) £z(&
user@upnsuffix (UPN BT 14 WO R(EXZ 2D RAA 2 ICFETDE
D)
DO BAA D2 ERATDHE. HEDOVS OAERSNTND KX
A > (CIHFE UPN B D ¢ W ORXNMFET DREN DD FT .

BEXNDRIE
Active Directory IS DIFRICT7 IR T D IzODIER N AT371315
&, Connnect (CXD OT A > DREN RS TSN D OTREEN D
NFEI, HIXE [NRO-REZEEIINENSHDFEI] ORD
DIC. [T7HI>HEHTT ] EVWDSIS—HI1—HICERREIND
BENSDET, ORI [ConnectCLI
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UserActiveDirectoryinfo| Z3EITU T AT > MHIMERN(CIRDTULD

NZHERITDIETIRETEZEI ., Connect T—EX(FEE [local
service account] EUTEITESNET ., ZDI7HDT> MMIHD70HE

RNSZ SN TUVVRMES., UTOATS 3 >z & T 2mENGDD
ESE I

o RAAZDTEIIFHIND 77T A% ]I DL DT Active
Directory DigERZZE I D

o HY—-EXICHIDEIEHRZHEHATD

o Active Directory ([C7 TR T DRICHEAT DIERIBIRZHRET D

45 FPvIVL—REBER

Ericom JUw R« J2R—3R>2 hED—EXD—EBC(E, BEEHRED
BDFRBA. FILLWI =23 ATYTTL—RITDIIHEEBI: 7.2 15
7.3). T DINEFT Ericom > 7R—FR> h#l: ESG, EUWS 7x E)DT7 v
JOL—RZEEITULET:

e Ericom Business Logic

e TwZH—EX:ESG, AWS, EUWS 72 &E

e RemoteAgent

o HREIC. IT>RI—Y®D AccessPad V517> ~
451 FP2IM12AM=IFIR
Ericom OER(CEET BUT DT —F = RELET:

« Grid Name (Z'Uw R4)
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e Ericom Connect SQL >—ANX—XADI1—Y - 7HI>
« Ericom Connect SQL 7 —IXX—XD/\XT— R
« Ericom Connect DEIEE 1 —H(IEREDIY RS —EIEE)

Winsows D77 > > A b—)LikgeZz{E LT Ericom Connect Z77>
A2 AR=ILUET,

TOIS DT A A=) FFEE
TOHSLETIAVA-NTBIclE, —ENSTOISLERRUT [PV YAM-IL] [ZE] Feld (48]

ZyILET -
=2 = v @
ZAl - HiTw
aEricom Connect Ericom Software

HIBR 'Ot X3 (C [Preserve existing configuration] F T W 2Rw 27
ANFRENZSETNZERL. [Removel MEY>ETUwWILFE
9. CNICKD. SEOBADZHICH—/\ LORBBERMNMRFS
NE9, COFIEEF /N—==3>2 7.0 TEIHESHDFEE A

-
r Click Remove to remove Ericom Connect from your computer. After removal,
this program will no longer be available for use.

[wiiPreserve existing configuration for future installations and upgrades:

[77>4 > =)L) #(CO—)LI\y OB ERDIGECTHR.
SQL F—=HN—RERDI AL (FEL T AILS)
C:\ProgramData\EricomConnect =/\w 27V UET,
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BREROFIA
Ericom Connect ZE UHY—/NCA > XA h—ILTDHEE. XEUAD
PBIOT 7 A I IR THESNEC EZEE(ICT DD, PV
JL— ROBICBIEENT D EaHEDULET,

The program features you selected are being installed.
Staging

EricomConnectServer

A >R M=)LDEET. BEIMII(C Configuration Tool HECEI LE T,
[Upgrade /Redeploy| ZEIRUET,

Upgrade / Redeploy

Disconnect from Grid

#4T I BHEIC. c:\ProgramData\EricomConnect 74 J)L%5 & SQL 5 —
IR=RZ)\YITYVTTRLIICAYVE-—IHRREINET., &

NiE. BERMSECO—-IL\YORETIDEHITEHEREITNTH)
ESC

Before continuing with the Upgrade/Redeploy, please perform the following:
Stop all Connect Services (except RemoteAgents on workstation and server systems)
Backup the Ericom Connect ProgramData Directory (c:\ProgramData\EricomConnect)

Backup the Ericom Connect SQL Database

Click CK to proceed or Cancel to return to the main menu.

[OK] ZOUwOULTHATI DE. Ericom Connect OB RERINFH
BEnEd,
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Starting grid service .

Waiting for grid to come online (may take several minutes) ...
Starting Server infrastructure ...

Deploying Server Database sync components ...

Deploying Server business legic components ...

ERIO141A

FEMET ORI, PHEREOERBREERISTO>T b
RRSNDHBENHDFIT@RBFIUFID/ -3 >nsT7yvITL
— RIDHEE). HiT9DCEBRRERIBEHREZADUET,

User

Password

Enter EricomConnect administrator credentials

Cancel

FEDIRIF(C 2 DL LD Ericom Connect H—/) W\ FET BiHE. T
W RDINSGA=FET7YITTL—REICTIAILNNIRDET. &

DEEICDNTEEXR Y E—IHRRENFET. IRTOREDT

Uw RDINSA—-SZBEATINENDDFET.

RemoteAgent DFP VI I L —R

IN==3>0D7vTIL— ROREDFIEE LT, RemoteAgent %
Py ITIL—RUET, /\—=3> 7.3 KD, BIFD RemoteAgent
HAAR=)LUEEE T RemoteAgent 77w T L —RIBE

WY EIRE(CTRD FE LT,

LRI/ —=3 > iMFEITDHE. 12X b

—S(CXDT7YTTL— ROBMMNRRENET
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Upgrade Notification

This system has an existing installation of the Ericom Connect Remote Host.
The installer will perform an upgrade on the existing version. Do you want
to continue?

RemoteAgent D77 T L — RNRINT D &, RIIDATT—HF
IRENEFI, COBERT, 7ITUT—23>PF oMy TIE
Ericom Connect CEABIEEIIRRE(C/IRD TULVE T,

o Successfully reconnected to grid after upgrade.

oK

1L U RemoteAgent (&, LABID/\—=3 > @D Ericom Connect H—
INEE#MERS D F AW 7.5 RemoteAgent (& 7.3 Ericom
Connect TIFEMELEEA). 272U, #FTLL) Ericom Connect B—/(
(&, IR1T/\—=3> D RemoteAgent &IH/\—=3>dD
RemoteAgent DHRICHIELTULET ., . RemoteAgent D
7Y I T — REATRO T B ZIRH T /2T,

454 SQL DB hS5DBREH

TDT )Y RDINSGA—=FMREFEESNTNDIHEE. BIED SQL 7 —
AR=ZAWNS5TUy RERMATETEY .

o SATIROBYMHEMIFIDILHIC. TUy ROBRIFTTDT
Dy RE—HTDIHRENGDFIT(TVY RERFSAER - T7
TILOWZRIEETY).
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o EBMICFERUEBEEI YO RAAICTIOCATETDIREN
HDFEITEIFD SQLDB ZHUWRXAA > (CBERMIDI &G
TEFEA)

« Ericom Connect 7—45\—XDEEIFIRFBIF THDINE (L
DFEHATIZLU. T—IR=X(CTFIOTRXTB=HIC SQL
Server NTEY)REIRIBIRNERESNZF ), TOEIRIGIRZH
DIET, T—AIR—ADBRRZERNEN(CITOZENTEFET,

o TOAR-ZANMERDIY—)A\BEFENTLDIIHEE. TOEIKIE
OB TRWGENRHDDFRIT., ZDSFUATHE. FiLLizy
NEIRIBIREZFHR L. T—IR—INTIYVFULET,

o SQLT—HIR—RENMUETI (T —IR—ADFHZEISIT D
(C(& SQL Management Studio Z{ERLUZE ).

e LUSHEFTTOEDE—HIDINEEFHDFEA.

455 BAIDIN—3a>AoO0-I)VI\v D

Blaio)\—=3>cO—-)L/\w o3 3(C(F. UTOFIEZETUE
ER

e WEDN—>3>Z7>2A2AM=)LUET

o DIAEID SQLFT—AINR—RZUIA KT UET

e ProgramData 7 AI)LFEUX KNP UEI(A T3> ELT. O
—DIUERKIEIRZE VAR UET. FEITANTDIZEETER
9)

o LRID/\—=3>® Ericom Connect Z-1 >~ A S—JLUET

[Upgrade /Redeploy] ZEI{TUET
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o JUYRZ F—HR-RE, T—HIR-=X - 1-H BXU
LUS 7 RLABEELWC EZER L F T HE(CKH U TERDIN
IA—HZRELFRT

o BEION—3>DRBEESITUES

46 NIWFFTF> MR

Ericom Connect Tld. YILFFF> b /R— &SN TLET, Ericom
Connect 7 U —>3>MD 1 DDA > RXI AN, B —H(CIEH
IREHDTSANR—K « AFFICHDENET ., NILFFTF> Mg
BEDFIRFUATDES DT

o ZLDI\S/)I\SIBAOZA>AB—ILTDDTIFREL. 1 DDRT
—STIIGA A R=ILEERUEY,

o WHEEZUNR—bTD1DDA>AB—ILICLKD, 12X =)L,
RIE. RTF(CHDA—/) =AY RHOHIRENET,

o EFFhOUY-XA—Y. JIL-T. H—ZF)L - 5—/)U3L)
(E. DT F> EhSRESNTVNET,

o RERIFRADIZ7ILZX URL ZZITEINDET,
UTFE<RIVFTF> bOERBIO—ETI:

e BEARNBSDI1—Y. &{E. UY—XZEE TS Daas(Desktop
as a Service) 7 oY b IJA—L%. 5 RICEMT D,

o NIAH—FEEMIC. WERY ND—TJ&EVUY-INSDBESNIZT T
> heERI D

212



ERIO141A

o DUSTAIIRTTVT—232%FIUFTAHIRTT IT—23
HBREETD. TUTA IR TUT—23>FRA NI DT
> hE KOBEREFIVUT 1 BHB): ZEXREBL)ZEMT D,

4.6.1 3H Active Directory EF )b

#BE57F> hT 1 DD Active Directory EHBTEE Y, BERDUY
— X REXERE(C I D=, Ericom Connect TlFTFH> MMCDE1

I—Y NN TVEY,

-----

Active Directory
User and Group objects may only be assigned to one tenant

MS SQL

All log dats are stored in S0L
Tenant specific data are isolated

\

Tenantl Terminal Server
May only be contained in one tenant

Tenant2 Terminal Server
May only be contained in one tenant

) RemoteAgent
A AccessServer

H RDP Service
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4.6.2 SH Active Directory EF )L

Ericom Connect Tl&. ##i®D Active Directory DERMNHR— hENTLY
FI., COHBEICKD. BT F> MAYHBD Active Directory Z#DYV L
1—>3>FERTEXT,

Active Directory
Assigned to Tenantd

Tenantl Terminal Server
\L May only be contained in one tenant)j

.= _

Active Directory
Assigned to Tenant2

Tenant2 Terminal Server
May only be contained in one tenant

. RemoteAgent
S AAC(ES&SE”ET

MS SQL u RDP Service
All log data are stored in SQL

Tenant specific data are isclated l\\ _/
T > MMIHETED Active Directory ZEIND T3 CLI OX > REXRD
EHEDTY:

ConnectCLI ActiveDirectories /tenant TenantA add
companyl.com
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RIVFFTF> MEBEDNRZA N - TS5OF71 R

> bOFERZEEL TWDIEE. IL— DT> hEZEDE
FICLULTHEFT, 7F> DV —FF70FvZeEEtL. 1.
H—)\\ D—ORF—23>BKU07I0747 - T«L O KUZ
ZENETNDTF> MMIBIDHTET,

T bADEFTTEIRD URL & URL LT« W IORN—ET
DEBNDDFT ., EnziEiLIDCHC. DNS DERNGE
ERDIGENHDDFI., KA - T7AILDFEEZO—HIL -
FANCERLUET.

JL—bk - FF> ME Trooturl] DSARILAADWVWTWLWET ., N
(CKD. ZDIP IRV ITETNIERKEDY RLAZFERALT.
IL—b - FF>boOda> - R—=EETEEI. 1—HD
BREHRZFER LR+ 1 UFT 0 TRESNTWLEI N
=k - T REFEDT7 RLADTFICREITCEZH#8HLE
9, ZIEU. INZEMITDIHE. TRV RLAZEZTEDHTH
WTLIZEW, DV RLAMRRICIRD E IL—b - FF> b
NDTIOCAMTERIEDFT, 2OV RLR(E EEEHDO
DA >Dizeb(C. DNS Ee(F/RR b - T7AIUBRINSET D
T A THDINENDDFT,

dA—PR0O0T01>93E. TF>2 MEIDHTSNITIREEICIRD
x99, FTFH>OMIOJA>29DE I—TFEANCIYYITE
nNEx9.
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4.6.5
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o WEODEE=NILEBEERE [JOXTFH> M TI. NS
ZEIDHTBHA>PER LTS ESW., #E(E. )L— NEEE
DHCINENDT I AIENBETT .

e BER IWN—b-FTFFPOILIAVvIRZEEITDNE(ED
DFEEA. ZIEL. IL—b - TFY FNHORKEDEZEERT D
ET. YN EDTF> MBR>TOT A > I DR ZSE)
RICTEFTIATFEDEZTIELR & UITIBE).

T3> bDERR

Ericom YJLFTF > MMERE(E. ConnectCLI ZTUCEBIBENE I,

{ERTEEIR IR TOATS 3> #SRBRIBC(E. REETUET:
ConnectCLI tenant /?

FUWSTF > hEERRT DIC(E. RZEEITUE T ConnectCLI
tenant /TenantUrlPrefix acme add companyl

COOXR>RICEKD., —BD#BIF lcompanyl] &ETJL T4 wvIX
lacmel| ZROIEFHULWTF > MOMERRENZE T,
DT T4 wORFEEBI YV —ILADOTA 2 (EREN. 77
RO URLTIL T4 v IREUTERESNEI (I

acme.serviceprovider.com).

WBRBHDINTDTF> he—EBEXRRIDICIE. R=EFEITUEXT:
ConnectCLI tenant list

T > hOEHE

T BRI B(C(E. Ericom BEBI>YV—)LoOdA> - R—
SICBHUET., TFT2 MMERKESNTWLWDBE., SFH> b Ja
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—J)LRARRENFT. TFOMRCERELLETIL I v IORZA
HUET, INMRFTFRD URL TL T o IR ERDET (HI:
acme.serviceprovider.com),

I—b - SRFLABEEIIL-THEENICTF> MEBEE U TE
NHTENFET,

T2 NEBBEOEIDHTZITIZHICOTA>FTDRE. JL—b -
THO> hFERALET. 7> b0 EEEFOXRE] B3>
(CBHBL. TF> FEBEDI DA TLERZITVET,

TR A—0IJSOTZERL CEKFICERDTF> hOBEZITH
BRVWTLZSW, BRJ3T7FT> hDBEZITSCE. >—TLy
b E— RFEFESEEOT SO ZMERL TSN,

466 FTFZBMIRA MZENNT D

T+ > hODEN RemoteAgent TRESNDZEW: [7F> MNEER]
(C TAcmel Z AU, [Connectto Grid] &3i&EIR). /R M#Hl: 5—
=FHIL - 5—=)\) (FFF> MMCEHERITFSNTLNET,

Settings
Grid Name |EricomConnect2 |
My Host or IP |%COMF’UTERNAME% (C73) v|

Lookup Service Hosts | |

| |
Tenant Info |EICH’IE!| I |

RemoteAgent DiEfiEz —EITD & /RA MEFT T bOBEMIF(E
K EIRDFET,
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FFNEEETDE. BEEMIFSNIZIANTD [ZUZ] KRR B
(&, BB I DETHEARARECIRDET ., MUK hZ
Connect [CHELED EULBE. [T MERDIFDZENEE
FH A(Cannot find tenant)] EWDTS—HRELFET,

FLWTF M EURARITBERSNIZELTE, BIBNSNSE
T, IRAMIHEBELEEA.

RemoteAgent ZEHEBE I B(C(E. JUw RstIfrL. FiLu 7
T NEHR] ZADUREE. JUyY RICBIERUED,

4.6.7 TF>PEGE

TFHMEBDREL. [TFURRE | TF2 hRE] OTDEE
OV =)L TR ULE T,

TFORDURLTIL T+ v IRAX%Z FQDNURL EUTCERTEET

(f5l: xyz.abc.com)

4.6.8 ESG DERFE

Ericom Secure Gateway(ESG)(&. 77> REIBTEHDEHA.
Ericom Connect DER(CH VTR SNIAEED ESG Z7T LT,
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IRTCDTF> bOI-NROJ A FEETY ., BRRD7F> M
(CESG ZRH I D(C(E. D FUANGDFT.
AT23> 1

INRTDESG BIC, A—dDD1)LRH— REEREH:

* provider.com)Z{#EHT D

e IRTDOTFUKRIHED. 1DDTAILRAH— REBAEZFER
IRZENTEET,

o« VOTBALNILDEFI1UTAE TFH SDOREIIL-TI(CE
NEND [ESG/RA b - PRLR] ZFHET DL TR
*£9, HIX(E. company2.provider.com OI1—H (L. [ESG /K
A« 7RLZ] % companyl.provider.com (CHIPR LTz BE)L
— T8 EEUY - Z=iRE TEEH A

o FEELANILOTEFIUTA(E TF> MMIENEND Active
Directory ZE|DH T Z & TR ENFE T,

AT 3> 2:
YEDESG 27> MMIEIDHT, HSRO:IAEZFERT D,

o« BEEHOAIY—-)LZMERUT. BIDI TSN ESG AT AICE
FROFIAEZRELFI( [H—EX | ESG U—EX] [CBEL.
BH®D ESG U—/\ 20Uy IULFET., [FEFYI] Z20Uvo
L. [EEBRZDFRESE] S XU [FEAZEDREE] ZHEUX
9o
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i} X 04
EH0—ERDFTIA) MREERZEIBICE. U—ERDS MLIICHS 8k 71320V yIUTLEEL
© Q
tFaUsr a
SEAEDRTESE LiJ
ta8  Thumbprint T8
SFAEDSEE (i)

n
L

SRHOZAIZEIDHTEI . Hl: BREHD ESG OFRIOO—
R« JXS>H(C users.companyl.com ZE|DHTET,
[companyl] D1—HI(C(E. TDEAD7 RLAZMEMATDIK
SHERUET,
TOCZALN)LDOTEFa1UT 1 (d T2 bOREIIL-T(CZ
NeND [ESGRA S - 7RLR] ZFHET DL TRMHEN
*£9, HIX(E. company2.provider.com OI1—H (L., [ESG /K
A« 7RL X % users.companyl.com (CHIPR LI IR TDOA
HIIL—Ths Y- ZRETEHEEA.
FREELANILDTEF 1 UT 7 (F. TF BMTENEND Active
Directory ZEIDH T ETRMHEENET,
ESG O [&E | EZH—] @ozahms, RO MU -2
F1UFA(IRI-—TDIP 7RLADDHNDIGE)EER TS
x9:
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Esy—

IP7 FLARICK B 77 ATHRZBME

| }
[

sTalEn/ziPva” FL A

| ]
Le

Solashizipve” FLA

| ]
L

4.7 Ericom Analytics

Ericom [C(E. EZRX - A2 F U T > RADT—IDES 1 7)ACHE
BEMEESNTUVET . D7 RAZICIE. Microsoft IS MKEE =1,
WL Ericom Connect BIE Web B—EXEH(CA X h—I)LENFET,
Ericom Analytics -1 > X b—35 (&, R T/RE11D Ericom Connect E1IE
Web B—EXD I AT (CHDFET:

C:\Program Files\Ericom Software\Ericom Connect Admin Web
Service\Ericom Analytics.msi

Ericom Analytics /\w&—>% 4> X =)L I B(CIE. MSI ZEEULFET,
A > A =)L, Analytics /\w & —=THEAT D728 (C Ericom Connect
F—AINR=ADI\SA—=FHBEN(FREETNE T,

Ericom Analytics /\w & —=DA > A M—=I)LATTIDE. IS HERIC
120 SRFTALALETEBRENET . IS (CKDR— K 8057 fAUYR>E
NEg, UE—b - SRFLANBO7ITZRZEOREE T DIHIC. O—
IV T7ATIA—=ILETZDIR— bZFEHRT DIRENDODET,
Ericom Analytics DEZ 1 7 JUALFT—HF (7 OTR T DIzH(C. AT DRk
IRAF> R7O>D URL ZfERATEET:
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https://<<tB—/\J7 RL X >>:8057/Dash.aspx#/EricomConnect/Dashboard

Z® URL (& Ericom Connect "B#IM (CHBRALET: [ERE] | [F%E] |
[ A5 LF&TE] 57| [Analytics Url /U |

R—Fay B ORFEORSFEY 1 X

500

Analytics Url’3R

https://server.address.com:8057/Dash.aspx#/EricomConnect/Dashboard

LR —F ETEOSQLOTY 21 L7 D)

30

[Analytics] Z0Uw 03 3E. EILM>DOEZ 2 7IUEHKEENRR
ESNFEY. [Analytics]| AT 3>EERUIEHES. —8DTSDYT
FEZaT7IUtENIZT—IRFHLWT ST - ST (CRRENFT.

471 EBILM>DES 17 IVEHEE

BUTFORREIL A > DLR— b - EZ277) U BEEN R SN TLY
ESC

o« VU —> 3> OFERIKRDOMAER(NY T 20) (Application
Usage Breakdown (Top 20)) - COET S I TIE. FR=NE
wI20DF7TUT—23> & E7TUS—2 a2 MERAEN
ERRINRIRSENE T,

o« HATBIDOSA 7> MERIASN(Client Usage By Type) - ZDH
J35ITlE I RI-—YOEESHY A TORRIPFRENET .
RDEA THEFENFT: AccessPortal, AccessPad.
AccessToGo. AccessNowSSO. &S KU AccessPortalSSO.

o SRFTLAEFITVT—23>ZOIPRI-PADIYESD-C
DOYYU— - JSTTlE, BECI> RI-INMERLZAETT
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Uo—23>2%ZRAMUTVWBRSRTLANRENET, COED
ATIUETE. S RFADRENSEEDERIKRZEING D2
EMNTEZET, Ericom Connect TERESNIZES AT LMY Y
—([CLDDTRENF T, BECFERATNTULIRNS T ARERTR
SNFELEA. ZRTLZIIYVITDE, EDZ AT AL THEA
SNEIRTORMPZ TV - a3 >RREINET, BECE
BISNTUOWRW\WIZTUT—S 3> ERRESNFERA. 7TV —
23>'moUvISTRE SAFALETZEOZIUS—23>%
BEULIENDDI-—INERRENET ., TDIRTL%ZEH
LleZ ERMRVWI—T(EFRRENFE B A

BZ 7TV — 3 ABRIRR (Application Usage per
Month) - CDLR—KTlE BRI TUT—>32 7RI by
IMERENZESABRIICFRRENE T,

Application Usage Breakdown (Top 20) Client Usage by Type

Seeure Deskop  IntemetExplorer  Sharepoint

\\\\\\\\\\\\\\\

Mapping Systems and their applications and End Application Usage Per Month
» 6/1/2016
ssssss
uuuuu

lorer
nnnnnnnnnnn ) "
uuuuuuu O
Intemet Explorer Q)
,nsem@
nnnnnnnnnn o
@ sepan o)
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HRIIAXENIEES 1 7)UbHEE% Ericom O J w37
L B—EXBHATUOIIRXNTEEI, FHHCDULTIE. Ericom
DOEFEPLHECBEBULEDELIESUY,

472 AAM=IDRSITNS1—F1>0

Analytics )\ =D > A h—)LICKBUTZZS. RO >
RS2 FRALTN\vo—2BERS U TIEE0N:
msiexec /i <MSI M/ X> /L*v < Log.log D/ X>

PRDIZH(C. ZdO% - T 7 )L% Ericom Customer Advocacy (C
EELTLIZELN,

4.8 RemoteAgent DER%ZBEMLT S

BUTDROUT h{ER LT, Ericom Connect RemoteAgent % B (C
EBRAL. UE—h - TROMYT - b= )\ZRETETEFIRIUT ~&E
EricomConnectRemoteHost_x64.exe ME U J A LI IGBFRICTFIEYS D)
ENHDFEI):

e start /wait EricomConnectRemoteHost_x64.exe
/LAUNCH_CONFIG_TOOL-=false /silent

e "C:\Program Files\Ericom Software\Ericom Connect Remote Agent
Client\RemoteAgentConfigTool 4 5.exe" connect /GridName (BXfFdD

JVwyw RGZEFER) ImylP (VY RTRRESNDISZATLADT RLR)
/LookupService (1 DFEREIFEHRDHIEXTWODT7 FLX)

o UUTDH>T)LDIN> RTIE. EricomConnect EWLWSERIDT U
v RICEFRUET . DR, %computername% ZEXDER. 1&Z/K
A NDYFE. TF> b xyz ANDEHZEITUVE I C:\Program
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Files\Ericom Software\Ericom Connect Remote Agent
Client>RemoteAgentConfigTool 4 5.exe connect /gridName
EricomConnect /mylP %computername% /lookupServiceHosts
10.0.2.76 /tenantinfo xyz

S AT AICIFEHOEBERNMFET DOIEENHDTZH. mylP 5%
ERCRRZEIHZFERAUT IP VRLAZIEBEI D LETEEREA

RemoteAgentConfigTool DN R « SA> - AT 3> D—EFUT
DEHSNDTY:

IJzage: RematedgentConfigurationT ool cormmand [options]

Commandz

connect [¢connect0ptiong:] [AlogFile<logFile:] [finteractive]
dizconnect [#permanent] [/logFileslogFile:] [finteractive]
upgrade [#logFile <logFiles] [/interactive]

prepareForCloning [logFile <logFiler] [finteractive]
Lii

Connect options:
AgridM ame < arid ames Gnid Mame.

Syl P <hostOrl P Hosttarme or IP to register as.
AookupServiceHosts <hosts: Comma separated List of Lookup Service Hosts, separated with comma [).
Menantinfo <tenantinfox Tenant azgociation information,

Others options

AogFile <logFile: Log file name [not uzed by 'u']. Default iz 'Connectinzstall log' in the warking directon.
Ainteractive Show final gtatus meszage in a pop-up window for connect, disconnect and upgrade.
Spermanent Make the ‘dizconnect’ permanent.

UTFOOVY REFERALTIYITL— REETTEET:

AAN=SDT7YVITL—RERFEDT VY RADEHRZSO. T
SRY—-I2ROFPZYITL—R:

<RemoteAgent EXE> LAUNCH_CONFIG_TOOL=True

JUw RICIEHE T (C. RemoteAgent 27w S L — R

<RemoteAgent EXE> LAUNCH_CONFIG_TOOL=False
RemoteAgentConfigTool 4 5.exe upgrade

JUw R(CEFHET(C. RemoteAgent =L > k- PwIIL —
R: <RemoteAgent EXE> /silent LAUNCH_CONFIG_TOOL=False
RemoteAgentConfigTool_4 5.exe upgrade
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4.9 RemoteAgent(Win) ZERALTY—/)(&EH
93

SEOEMAICEREINDIDICHI TN TVDISRXFTALIC,
RemoteAgent ZHER TEF I, UTDFIECRK DT, BIF>ATL%ZHE
I DEHEEITVET,

Ericom Connect ¥ > X b—ZS &zl RemoteAgent -1 > X b—S%{#FH
L. RemoteAgent Z1 > A —=JLUET., EES5D1AM=3(CE.
MERD#ER] DIzbDAT>a>MheDxErd, dFLvs 3> - /RX b

(C(E. RemoteAgent DHZA A M—)LUZFET:

Ericom Connect Remote Agent Service

2w R & [Lookup Service Hosts] (B (ZE&R#FID Business Logic B
—) 1Y Lookup Service Hosts THD/zéb. €DV RLAZERUEI)Z
AFBU. RemoteAgent Z#J)w RICIEHRLET,

[My Host or IP| fEDIRIZZ#ZEIRUET . IP 7 RL-AFZ(E DNS
Z2EFEAURWVWTLIZEVN,. TNSZFERAT D E. Sysprep BICERM TN
Je I RTDFT US> TIE B—D Ericom Connect ANDJ” RL ANWFRR
SNTULFEWVWFI (A E1—FRZFRADICHICIEEIT D DNS H'E

([CIRDFEI),
Settings
Grid Name |EricomConnectLoad

Lookup Service Hosts |'|D.D.2.?Sl

|
My Host or IP |%COMPUTERNAME?: (SESSIONO) v
|
|

TenantInfo |
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TDhtwv>3a> - IRABMETI>DRI—HICIDERETNDZIARTDTF

TJUT—23>DA A M=)LEFRERITVET,

X2 DA A—=AbDEEH5E 7 UTz5. Configuration Tool Z3E4T L.
[Repare for Cloning(8R D #fR) | ZEIRULET .

Prepare for Cloning

EBROER[TE. LUTFD 3 DNEITENFT:

o H—EXDEFIL

e [c:\ProgramData\EricomConnect] 7« L7 kU DHIBR

e Ericom Connect Z#2&h UTZER(CER =N I RN TDIEERE DHIBR

S A5 IAD Sysprep ZETIDE. BEIMN(CS v M I ENET,
v NOUNINT D E. S RATFASEROERNT T UTZIRRE(C
RDFET,

4.10 LUS S¥RE - NILFF v XA SMOEIMEE=NTLS
ma
JILFF v A MFIBETERVNGE(E. &FD Connect ¥ > %1 > X
=)L I BEINCUATORIEZREIT DINENSDFET:

e EMH—){%Z [Lookup Service Hosts] (LUS)ET ANV ERFELET,
2DICT B EZBEMDULET,

e C_MN5BIE. [Business Logic Server] MEITEINBNYS 2 THBIZE
M ETT,
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O>h0O—35 - SXATAICEN IP P RLAZEIDETET.

LUS ¥ 2 DRIITTREICHELEX T, INTD LUS IS5
SIBDE SATLARNEEURLKIEDEY, JILFFvv XA BMRETE.
Ericom Grid ([CKDB#MNICTEENEIEINE T,

(R=VID T —)\ZZ)ZENEND Conect 1 > A M—)LICHLT,

[Lookup service host] AT+ —)L RICEY)R IP ZH>YETDOU
ARMELUTANUFEI(CINSIEEN IP THDZE(TFRELTLIZE
L))o CHMICIE RemoteAgent ¥ MWEFENTULET,

LUS Y >DURANEEITDIC(E:

B>z Uy RpSYILET

[Join Existing Grid] Zi#EiRITDE. IR TCOEIFOREMBNI AN E
NFEI, LUS UXMDIELWT RLADATDIHNRHECIRDET,

Uy RAEEHRT D & FT/R LUS DEHDRBRENTTARAEE (/R D
gg—o

KHDIC. &ET 7L C:\Program Files\Ericom Software\Ericom
Connect Data Grid\NET v4.0\Config\Settings.xml ZFF THREL.
RONEZZEITDHEEHDFI (7 RLRAFIZEFREDEICELLTL
ZE0):
<XapNet.HostName>192.168.0.1,192.168.0.2</XapNet.HostName>
RN RLAMMERENDIZH. AT false (CERESNTLND L&

ZhER LT 0N
<XapNet.Multicast.Enabled>false</XapNet.Multicast.Enabled>

XML J7 1)L ZiR&E UIz%E. Business Logic B—/\OHB—EXZH
EEL TN,
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411 LUS &%E - BaTET—R

BEE—REELE. WILFFrvASEMEENERY hD—T L
TS54<Y - JUw R« O27/R—3> M(Business Logic H—/OMFIEL.
NILFFv ARO[ THDIMOBITRY b EICUE—b - ZXF A
(RemoteAgent) MFET DEDTTI,

CHOEDIRIRBETE. T5AXY - BITRY bDOIARTHDIUY R - 1
SIR—FR MME LUS SEREZEREEUEFA. BRAICASSAICRD
2 D@ Business Logic B—/U, LUS BH—EX & U THEIMI(CIEESN
EJCIN

TSRV TRy MRADITUwW R« T2R—R> MME 2 DD
LUSERN) 7 RLRZERE T DRENHDEFIT., "X TS5070 &
LT, IRTHOIUwY R - OZIR—R> N THRMIC LUS 77 RL R 7%Z %
EL. RIESARTBEERIZEDLDICLTIZE0,

412 T—DRXAF—<3>0STO7IV—>3>
DEH

Ericom Connect CTld. Windows J—JXF7—>3>DANL—F+ >
D 2RF NS TIVT—2 322 HIDIENTEFIT., T
AF—23> 0SS ETr7TUT—2 3272 M3 dBa. I>RI1-—Y
DY IAUICFETTVT—23>DHNERRESN. TR MY TER
Bl: RF—b - A2 ) FRRENFEA, T—ORXRFT—>3> 0SH
S57TI—23>z R MIBCE UTZEITUET:
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e Ericom Connect I 21>V —)L&RE. [&E] | [TIAILEK] (C
BELET: B4

o [DJ—ORF—23> 0SS TrZTUDIEEZEEFA]] (Allow App Launch
on Workstation OS)DE&TEZ [(FLV] (Yes)[CUFRI(ZTDEREIF. TN
TOPRRET7ZT V-2 3> (GERAENEY). CNiE. K7V
—23>DILN)LTERENBIETT,

o TJ—UORF—23>20ShBF7TUT—23>axN\HIBICE [t
DB VUKRE] Feld 17> hRE] (CBEL. [D—ORFT—>
3> 0S 5D FZEFFRI] (Allow Publish From Workstation OS)%

[(EUV] (Yes)[CEREULET,

e (RDS &ETJ—DRF—23>%ZEAIDIREADHER) IXNTOUE—
N FROMYT - =) \DWSHEEESEREHIC. D—OXFT—>3
SHSEBRENDS AT L - TIL—TZERRUET .

o NEIIL—T&EMRUL. D—DORST—3a>NEFENBSRATL D
)b_j(:&ﬂﬁ'ft”!j-gsjo

BRO7Z TV -2 3> % (D0—OA5F—3>hs8)nlu. O—OX5F
—23>DIRT A II—T Y TSN TWVWBLHI)L—TF(CEEE
NIFESCR

4.13 BATIN\YWFI 71 ILDOLEH

TITUS—2 g OEMEREEFERL T, /\WwFI71JL (BAT FZR)
ZNETEEI, J7MILEIERICABIDIESHIC. ZTDT71ILH
INHDRDS H—/\EICHFEITDCEHHERLTSIEEN,
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[7TUo—23 28N 200y oL, [—NREDT7TII—23
SDIIIKREAN ] ZERUFET,

INWFIT7AIDI)RZANDULET,

LWL VT —2abF 3T oy TEEILEY

& Y— R FOF7IVNr—3 07 IRREAN

c:\easy.bat

IV -2 32BN BBFEOLRRIIN—T (AT a>)z#RU T,
BEMI RY>ZITIVYIUERT.

m
i
]

4.14 Linux BUHESRMHDETE

CDOt= 3> TIld. Ericom Connect € Ubuntu 14.04.3 Linux = X7/
ZEHITBDIEHD. FEaBkOFIEOMEZSRIALE I, (Linux RIE(E
HR—bMUTHBEDEEA)

4.14.1 Ubuntu QPYIIL—REFPYIF—H

Ubuntu 14.04.3 ZHEIDHLET,
REFALT/IN\—>3 > %2 UET: Isb_release —a
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ubuntu@: % Isb_release -a

No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 14.04.3 LTS

Release: 14.04
Codename : trusty
ubuntu@:"$

14.04.2 M5 14.04.3 [CT7vTTL—RIBCIE. BAICINRTDT
wIFr—hEA>AM=ILUET,
sudo apt-get update

QT SIS VUDMKFRFZRZ 1> A ~—)LULZFE T : sudo apt-get
install qt5-default

4.14.2 Linux Ericom RDX D1 > X =)L

Ericom H'5. Ericom RDX EWDEZIRD X DT« > ROM@EIFD RDP 1
IR—FR MR ENTVWET ., CD/\WwH—2(TRKD. ElRID
A—F 4 ADVS A LT MR ED@L SNTEEENIRIESNE T,

F9. UTORHREMAZA > AM—JLUET:

sudo apt-get install cups

sudo apt-get install cups-filters
sudo apt-get install cups-daemon
sudo apt-get install socat

RIC. Ericom )\ —2ZA > A M—=)LUET:
sudo dpkg -i ericom-x11rdp.deb
sudo dpkg -i ericom-xrdp.deb

%15+« 7 RDP EIRIVUA A LU h&EFERTDIHE. Linux a5V T
NOTT - R=ZADTY D AANDEIRIIMERATETRNWCEISERELT
<TEEULY, Al Microsoft OneNote KU Microsoft XPS RF1 X >
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NSAS—, TOXDIRTIUIANERITDICIE. 1=/)\—)LE
RlZERLUTLIZES0N,

4.14.3 XFCE4 DA >ABM=J)b

o XFCE4 Z-1 > A K—)LULZFET: sudo apt-get install -y xfce4

o XFCE4 Z7 A MEUTHELFET: echo >~/.xsession

« letc/xrdp/startwm.sh ZiREL. Lv>a>DFTIAIL bDT7T
Uo—23>ZTEUET

o TYIITHWBIIC D2 RD - IR—Zv(FZ@FFTTUT—
2ANWREITDLIICHELFT . INZEFEITI DHEIFE
BHdDHENHDEIH. BB [/etc/X11/Xsession] Z

[usr/bin/xfce4-session] TESWRX DT ETY,

LATFI(E. [xfced-session] =BT DHTT:

GMNU nano 2.2.6 File: startwm. sh

WM="/etc/¥11/Xsession”
"/usr/bin/xfced-session”

LC ALL=C

LC_ALL

LANGUAGE
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if [ -r fetc/H11/¥session ];: then

#H . Jetc/¥11/¥session
xfced=-session
exit 0

fi

ITDFEEIC T#] ZASU. TIAILBDDA 2 R - IR—2
v EEMELET.

TOTATRIDA4 2RI« IR—4 EUT xfeced-session ZA
HUFET,

AT 3> kg9 T SO ZEBINLE T HI: firefox)

XRDP ZHi#c&)LZFE 9 : sudo /etc/init.d/xrdp restart

mstsc.exe 7&ED RDP 54 77> b Z{ER LT, XRDP K072

TRAAIEEIRIRRE T H D & =R UFE T,
L] Remote Desktop Connection == -

Module sE5Mman-Xvnc =l

username
password

oK | Cance|| He\p|
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4.14.4 ActiveDirectory H7/R— M(Likewise)ZEIMT S

Likewise Z&{#F3 L C. Ubuntu Linux (C Active Directory XISz 88K C
TFEI. ZOBRKICKD. Linuxtzyv>a>AoOd1>(C
ActiveDirectory DiREE SN EISIERZERIDZET, 22T -
A A REZRIRTEET.

BRI\ T—2%ZA A M=)LFBHIC. Linux ZXFTLMNA >4
—3w NCHEREN, /T UwD DNS R—LA - B—)\ HEREH T
BB EEERUET .,

FI. WHER likewise \wo—=75FI>0O—-RUET:

e sudo wget
http://de.archive.ubuntu.com/ubuntu/pool/main/l/likewise-
open/likewise-open_6.1.0.406-Oubuntu5.1_amd64.deb

e sudo wget
http://de.archive.ubuntu.com/ubuntu/pool/main/libg/libglade2/libgla
de2-0 2.6.4-2_amd64.deb

e sudo wget
http://de.archive.ubuntu.com/ubuntu/pool/universe/l/likewise-
open/likewise-open-gui_6.1.0.406-0ubuntu5.1_amd64.deb

Ao>O-RUEN\YT—2ZA 2 A —=)LUET:

e sudo dpkg -i likewise-open_6.1.0.406-Oubuntu5.1_amd64.deb

e sudo dpkg -i libglade2-0_2.6.4-2_amd64.deb

e sudo dpkg -i likewise-open-gui_6.1.0.406-
Oubuntu5.1_amd64.deb

Likewise GUI Zf£F L T Linux Z Active Directory (CIEIIUE T

(nano T+« A —MwETI),
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o HA—Z=ZFI)L- Do RIZERHAE, RZFETULEFT: sudo nano
/etc/nsswitch.conf

« RDITZRDITET hosts: files mdns4_minimal
[NOTFOUND=return] dns mdns4

o LEDITZRDLDICEEULZET hosts: files dns
[NOTFOUND=return]

v ND—DZzBicE LFE I : sudo /etc/init.d/networking restart

RXA>(CENUZET: sudo domainjoin-gui (or sudo domainjoin-
cli)

Active Directory 1—H7% A L T Ubuntu 14.04 £d GUI O A>
ZEEITITDICIE:

[ fusr/share/lightdm/lightdm.conf.d/] (C4% [50-ubuntu.conf] 27
I ZEwREL. UTFDITZENMUET:

o allow-guest=false
e greeter-show-manual-login=true

REIC, SATLZHEEUEYT, HicEk. OJA>Emm T O
JA>] ZFRU. WSS ZER U T Active Directory 1—H D
EREREANDLUET:

e abc.com\domain_user_name

EJ/ul =

e domain_user_name@ericom.local
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4.14.5 ActiveDirectory H7/R— M(Pbis)&IEMT S

e sudo
wget http://download.beyondtrust.com/PBISO/8.0.1/linux.deb.
x64/pbis-open-8.0.1.2029.linux.x86 64.deb.sh

e sudo chmod +x pbis-open-8.0.1.2029.linux.x86_64.deb.sh

e sudo ./pbis-open-8.0.1.2029.linux.x86_64.deb.sh

HA—ZFILHEUTZEELUET:

cd /opt/pbis/bin/
sudo domainjoin-cli join --disable ssh $domainname
$domainaccount

f5l: sudo domainjoin-cli --disable ssh abc.com admin@abc.com

JIIRD— RaER=NHE. BURERIBIRZAD L. TTRIC
[AIh] T0O0>T bARRENE T,

SEEH: https://community.spiceworks.com/how_to/80336-join-
ubuntu-14-04lts-to-a-windows-domain-using-pbis-open

RAA> - TLITa v IORZERTDICIE. RZEFERALET:
sudo ./opt/pbis/bin/config UserDomainPrefix <domain-name>
FTIAISDRAA > ZFERTDICIE. REFERALUET:

sudo ./opt/pbis/bin/config AssumeDefaultDomain true

4.14.6 DNS DB

Linux X7 /'S Active Directory D¥EHE (CRIRENFE L TUL\D%
A. TD Active Directory = X7 s DNS Z—/A - B—)U- UX ~
DR LECH DN ZHERLET .

DNS R—LA - B—/) VB9 B IC(S:

cd /etc/network/interfaces.d (CFEILFE T
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2y RND—2 - TS - T7A)L&RELUET: sudo nano

ethO.cfg
dns-nameservers 10.0.1.1 ZEBINULFE I (FEFRD DNS 77 RL- X%Z& A
hLTLEZEZW)

v ND—DZzBitcE LE I : sudo /etc/init.d/networking restart

RSN TSR —LA - B—/)\ZiERULZE 9 : cat /etc/resolv.conf

ubuntu@:~$ cat fetc/resolv.conf

# Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf (8)
# DO HNOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE OVYERWRITTEHN
nameserver 10.0.0.2

nameserver 10.0.2.76

nameserver 8.8.8.8

415 Linux 7IXUH5r—<3>EFRIMNYITOER

Ericom Connect 7.5 BB T(E. Ubuntu R—2ZD Linux = A5 LAN\DIEHE
PMER—bhENTVWET, Linux (F. AT YT EFZTVG—2 3%
EITTDHDBEHMEIR RDARL—F 1 2T - SRXFTATT,
BT DsRBAZ. Linux OEARMQAFHZAHRE L TVWEI W T7 )LD
RE/RE). FHERMAZ A A R—ILTBZHIC Linux > T)L ANTIT1R
TE3KD. PowerTerm InterConnect 7R ED SSH 7 UG —=3>D
AFHEMHEBEENFT.

4.15.1 BPIbEsR{F

e Ubuntu 14.04.3 x64
e Ericom RDX Linux xRDP

« Windows 7 X hw TIRIE (XFCE4 12 &)
o QT SATSUKFREFRN\vI—=
e Linux = X5 AD Root(su) 771X
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o AccessPad 7.5.0 2l &
. IEHSE & 732D Ericom Connect RemoteAgent Web B —E X

ARRMZ A > A =)L B(CIE. [4.13 Linux BRSRADEE ] D
B(CRE N TV T ZE0

IR D% ETE T#. Ericom RemoteAgent for Linux M- > X k—
Vi SOESC

4.15.2 Ericom RemoteAgent for Linux @1 > X M=JL

Ericom Connect U w RNFEL. 7O XA TH D & &R
L7z%. Ericom RemoteAgent for Linux OO A&ERIBLTLES
Lo BHRSRMD%EE(ET T4, Ericom RemoteAgent for Linux M- >
A =)L ZRIELET.

o A—Z=FIL-TA>RINMS5 suE—RICADZFT: sudo su
(Ericom RemoteAgent for Linux Z-1 > A =)L Dfzsb(C. D
BENRETT)

o ARAB=FEFIANYIR - SANHSEHITDIVENDDFET.
FTROMYINWS T 7AIEFTTILI VY TFDIRETIEA>R
h—ILTDZEMNTEFEA.

o Ericom RemoteAgent for Linux M- > X b—JL:

dpkg —i ericom-connect-remote-host_x64.deb

e CHNUTKD. [Tloptlericom/:] ([CTAILIRNA A h=)LENE

o

e ericom-access-server
e ericom-connect-remote-agent-client
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e ARb=ZDOY - T7AIVNIRDGPRICHDFET:
Ivar/log/ericom/install
o« OY - J7AILFIRDZBFRICEH D E T : Ivar/log/ericom/

o B—EX(FRDGFRICHDZFET: letc/init.d

o FBIFITFAILIIIRDIGFRICHDFT:

~/.local/share/applications/ericom-connect-remote-agent
[service] ZERALTIO>3> - AN RZETLET. fi:

ericom-connect-remote-agent service start

FE

o suUIOTVRRUTAA=)LZEF UGS, ROIS—M
FRENET: [dpkg: TS5—: BERESNTIREICIEIR—/)\—1—
HOWERNNE T |

xrdp MEEURVRRE T > A h—I)LZiE#H UIZZES. ROIS—
MNERENFET: [ITS5—: COAMRAM=ILZEFEITI DIC(E xrdp /¢
W —HWETTY, (Error: xrdp package is required for this

installation to continue.) |

4.15.3 AccessServer for Linux

Ericom AccessServer for Linux (&. RemoteAgent EH(C1A > X b—

ben, 12X —ILEICEBNCESLET,

F&)T Ericom AccessServer ZHeEI T DI(C(E. REETULET:
sudo service ericom-access-server start

AccessServer ZHBIiLE 9 DR, BEDOEHZ#IFIT DI
RemoteAgent BEFRICHEREI L TIZE0N,
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4.15.4 Ericom RemoteAgent for Linux MRIT &A%

Ericom RemoteAgent for Linux Z3E1T79 20N> R(C(E. UATFDRER
ZERAUZEICER: http TR, https ZFEAHL T ZELY):
sudo service ericom-connect-remote-agent connect -server-url

https://<RAWSaddress>:8044 [-host-name
RemoteAgentAddress] [-tenant-info Tenantinfo]

FEOASCDULT:

- RAWSaddress (&. RemoteAgent Web H—EXZETLTL\D
SAFLADIP 7 RLATY - @F(E Ericom Connect B —/\UC9,

- RemoteAgentAddress (HHBEAIEE)(d. RemoteAgent ZE1TUL T
WD ATLDIP 7RLATTY,

- Tenantinfo (BB&EJEE)(E. D RemoteAgent DEINDHTHET
DEBDHDT T MDEZRITY,

Bl Z (X

sudo service./ericom-connect-remote-agent connect -server-url

https://10.0.2.76:8044 -host-name 10.0.2.184 —tenantinfo

myTenantld

e CCETOFIET. Linux RemoteAgent NEIB > Y —)LICEER
ENZFEY, Linux RemoteAgent (& 5~ 2 D RemoteAgent T

HD. KNSR TEFXT [ RATL|RAN|FE]

RemoteHost Agent 2-{/

Remote Host 2

241


https://10.0.2.76:8044/

ERIO141A

4.15.5 Linux RemoteAgent 79>3> - N>R

Linux RemoteAgent % Ericom Connect DNSHIKI 9 B (C(E. RZEEIT
UESCH

sudo service ericom-connect-remote-agent disconnect

Linux RemoteAgent D/\—=3 > ZiER T B(C(E. REERITUET:
sudo service ericom-connect-remote-agent version

Linux RemoteAgent DA 7 —F R ZMER I DC(E. REEITUET:
sudo service ericom-connect-remote-agent status

Linux RemoteAgent ZiEE I D (C(E. REERITUFET:

sudo service ericom-connect-remote-agent start

Linux RemoteAgent Z{E1ET B (C(E. REERITUFET:

sudo service ericom-connect-remote-agent stop

Linux RemoteAgent ZHBicH) 9 D (C(F. RZFEITULET:

sudo service ericom-connect-remote-agent restart

INTDRDP Ly 3>m—EFRR(TLZYSZ3D - AT—FX, O—
L - A& Ty>3> ID. JOEX ID. Y3 VEFBKRE.
tty 2 3 SAIRHRERE) I D (C(E. REETULET:

sudo service ericom-connect-remote-agent list-sessions

> AT & AccessServer DIEiREHR I DIC(E. RZETULET:
sudo service ericom-connect-remote-agent system-info

1w RMVSEE =z Linux RemoteAgent :&8ExXER T B(C (L.
RaeETUERT:

sudo service ericom-connect-remote-agent grid-settings

Linux RemoteAgent —EXDFERIKREHR T DIC(E. RZEFET
LE9:
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sudo service ericom-connect-remote-agent
=002 « LARJLT Linux RemoteAgent X179 B(C(d. UTF=E

BUZET:

sudo service ericom-connect-remote-agent start -log-debug-level
<BHDLAN)L> | EBRIEEIRAT S 3 > Debug, Verbose

4156 Linux T A MY T2 TD

Linux UY—X(F., [FROMVT] Ly a>EUTRAHESNET,
[NBE] (CBL. [TROMVITENM] Z&RUET,

Lo

Linux = X2 by TONEIIL—TIA\OBEEM T ET oI, BRO
Linux AT ALABSZDI AT A - DIL—FICTZDORRIIL—T=ED
HTEI,

Ericom Connect (C Windows & Linux BN X7 AZfERAT DIHE.
T> RI-UOREDAIREEZE EITDIEHIC. BUYATDARL—
FA 20 SATLRICSRT L - DIL—TZBI/ERKR T D & %=58
<HBEDHULZET.

4.15.7 Linux 7V —>3> 0TS

7.6.1 IBETI(E. A7« T Linux 7TUT—>3 > ORBEMFIAR]
BECY . UTORMOIR—F> SR ETT: Ericom RDX.
Ericom Connect. Ericom AccessServer, 3 KU AccessPad(d /X T
DAZR—FR> MBI/ 3> THINENDDET),

Linux 77U —2 3> N M3 B(Cd. UTFEETULET:
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BEO>Y—-IILZERALT. 2| UY—-X | 7TUs—23
> EN] (CEEULET .

TV —23>DFRE[I R %Z Unix ERTAD UEIT#I:
/usr/bin/firefox)

Add a new application or desktop

® Enter the full Application path on Server

fuserbindfirefox

FTIAINBSDTAOAHIMERSNEI ., HnlE. ConnectCLI
Setlcon N> RZFERAUTCEETEET,

8)

—

Firefos

A—IW7TUT—>3>%ZE#HTDE. TRV ITUG—23>
SRR N« = X5 A0 Ericom Connect ([C KD TEENHY (T
REnzxE9,

IRCDTVIO7+4T - 7T Vo—23>%&7UlEae. 1—H
Dty 3a>FEOoATEINEg,

Linux TOEYv>3>HE\

D Linux 7TV —2 3> 7REI D E. BIFD7O7« T3
Linux Cw >3 >RICTFTUT—2 3 > HEET DIHEN DD FT,
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Linux 77U —> 3> Tty a>HEeEEMtEddCiE. UF
ZEITUET:

« Ericom Connect B2 281>V —)LT. 2E7TUS—>3>0D
(2] 7J(C%EL. HEREBZER] OEZ [(F0] (I
£EL, MRl RY>ZTIVIULFET,

« tw>3>HBI(TIE. Ericom Linux RemoteAgent NN ETY,
FIA)LRTIE. IT—=1 > ME optlericom/ericom-connect-
remote-agent/ericom-remote-session-agent ([C-f > X b—JL&Nn
TWET, Linux 7TUT—>3>%iigddE. JOJSAE
SIEHIT> I— RENFE I (baseb4).

o Linux TOLYZI>HBED/\TA -T2 RZEMELETDICIE

[ XL RRA S | ERE@EE-1 ) | B—EXD Keep Alive
bR #2)] & [30] 5 [3] CZEL. [REFE] 20Uy oU
F£ 9 (Windows [C(TBRTEEEA).

Service Keep Alive Frequency {5ec)

w3

o [OTAZZDITA—Y bl BNROVWTNMNCERESN TS
C &z=MEZR U E 9 AsLoggedin, UserPrincipalName,

DownLevelLogonName. ZFK7Z(& OmitDomain
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4159 PIVr—>3>2&EUTD Linux TR MY

Linux > A0 b T &= T7TUS— 3> ERESNET7 TV —2 3>
DIH=ERENL. TRI YT « IR—Zv 2R RURVNWT T by
NEUVLTRRTBICE. UTFEEITUET:

o Linux 77U —23>d RKEBHNICFFEDT TUo—>3>
(#: Firefox)Z# &I S Linux twv>3>T9., BHOTZTULS
—> 3> AT LADRDGFATIEELET .
letc/xrdp/startwm.sh

. BHOF7ITUT—3>OHEIRE}NT D IRTD Linux A5 1A

ZENZZ AT - DIL—T & L. ENCECIZIIL-TD
ZB1%ZDITET . Hl: [Linux Firefox X7 /A

o [2FI CBEL. [TRXObYTENM] Z&RUFET,

Gd

e TRUNYT -UY—-RD&RIZT7TUT—2 32 %AICEBLUE
9, Bl lLinux Firefox] - CNAT> RI—H(CRRESNET,

o« VA EEBULWBE(E XD ConnectCLI OY > RZfEA
L3 9 : ConnectCLI Setlcon

o [Linux Firefox] EWDEBIDANMIIL—TZEKRL. 7T UL
—23>FTDIIL-TICEIDHETEI ([T RAOMVT] 5TD
TIEHBDFET),
REIC, 7TV —2a3>0nRBIIN—TICSRT AL - DIL=T
= BEMITET

[Linux Firefox] XFIIL—T(CEIDHTSNZI—T(CEF. &

S4177> b#l: AccessPortal) TC DU Y —IANETRENET,
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4.15.10 Linux Y>3 >TOEHR

Linux ©w =3 > CTOEIRIBEEN B 7R— N &N TULVE I (Ericom RDX
DHEBED 1 D). ENmIZEB®NEI B(C(E. Ericom Connect EI2 1>
V=)LzERLT. DRI RXR—=XDHRIUS A L0 hzBMbUE
9, ZnE. [EElST | TUHFDUSTA LT NE—R] THRE
SNTVET,

BE x| ZF
® | % Q
QW 1 v
USAL DM BRK v
T REER -
U EOVE AL DRE—F i)
ts NH v

d—9hrOdo>9s&. O—-HA)L - TUZAH Linux By 3>
UASA L2 hENET ., PostScript EIRINFIEBIRERMIBEE,. TU>
AZICTINR)L [PS] R RESNET,

| Print + O

Page Setup | Options |jnb | Image QualitylAdvanced |

|Printer |anation |Status |
Print to File
Fax_[PDF]_(redirected)

HP_LaserJet_ 4000 Series PS_on_intranet.ericom.local_[PS]_(redirected)

PostScript AFIFAIEET/RAVE S, EIRIZ3TJZz0—-HIL - 7/\1 X
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NIXETDEHIC PDE BIBHMERHSINE T, COFE. TUHSE
(CoN)L [PDF] BRARENET,

4.15.11 Linux w2 3a>ToOA—5F1 A

Linux Bw 23> TOA—FT 1 ADUS A LT b R—hEnTuy
F 9 (Ericom RDX DIEEED 1 D)o A—F 1 AZBMLT BIC(E.
Ericom Connect 121>V —)L&FERALUT. (M5 T | USF1L
O NMERK | A—FT 1« ADUSTA LI N ZBMELET.

=7 R 2t

i/ kB

&AL FHERR

DR —FYE AL I OHFRME

L

F—FAADYE AL}

ts OS54 7ULTHEE

4.15.12 Linux RemoteAgent 27 A1 A M=ILT S
H—EXZEILEUET:

e sudo service ericom-connect-remote-agent stop
e sudo service ericom-access-server stop
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RIS, INT—2Z T A A=)LUET:
sudo dpkg --purge ericom-connect-remote-host

= — ]

4.15.13 AccessPortal DESE

Linux w3 >A\D#EHIC(E. FEDEEEZ AccessPortal T1TD
WENHDFET,

Ericom Connect TR - 1—H - D1 B —-EXZETLTNDS
RAF LT, ROGPRICEELET:

C:\Program Files\Ericom Software\Ericom Connect Client Web
Service\WebServer\AccessNow

[config.js] ZFTFRX b - T I THEET,
[encryption: false| (CXULTHOIRA K~ /1] ZBIBRUET,

J7A1I\ =R EFETDE. SED AccessPortal 7w =3 > T Linux U
V—ANEBR CEBRLSICRDET,

416 Windows RDS TOEF1 71T 5O >H

TFa17Web TS50 JDYYU1—>3> & LT Ericom Connect
EHERITDCENTEFY, CFaT7RISIDIEF IO RI—
HoO—-h)l - T)I\ARET SO IREZ R I D EZBKRUE
I, TSI DFIT+4ET+ (& DMZ iREDTFH 1 7715 CTH
B9 25— /\ETEEESNET. CDF—FFITFvICE. UTDLD
REFa1UTo LOFENHDET:

o NILDITVVOSIYADITVIREDERDSHDIWNEZRY NT—TD
IRRTHER. JOvoUL. O—HIL - Ry NI—=IO\DERAZRLEU
ESC
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o J{RT— A Cookie & EDI—HT DHEEIBIRITT > RRY O RXIRIE
NiEgi=n, ERRICHESNET

Ericom Connect T(&. Windows JE— bk «+ XU T - H—/){(RDS)&
Linux Ubuntu B —/\OWm A (CEF21T7RT S IZ A TEET,
BeeelE. NN O ROARL—F 42T « SRFLAETSIHT(CLD
FIEXDET,

EROH 30— REWEIRY hD—IAF#T ST L& Tes, DMZ
F(d O—PILORY NI—ZPIASE1—F 122 - UY—Zh 5
BT > hECEYS 3> - RAMNZEERIT DI EZHEDHUE
ER

4.16.1 Windows RDS H—/J\Di&H%

Windows TOTF1 727 SOYDERK(C(E. BRNOTSDOTDOR
ABXVTSOY - Ty a>RAD/ISA-SDIEEMWI: FAX
0« E—R)ZITWVWET, RDS AT INT ST ZA> A M=ILU
J=t&. ©MD7J = IY% Ericom Connect TARBULET .

a162 Web Bk - PORRBICT ST ZAMTS

Ericom Connect Tl&. E£R®D Web R—(THB$HIAHBIEEIR URL %
FRALT. 305 - Ly 3> ZEEIT SIHDEHNIRTTENR
HenTunxErd, I—PNURLZIUwWITSDE. AccessPad &N
FBEHFDITSITUNEE L. HBREHD Web U1 MO BEIR (CRIE
F9, N CF1T7RISVTRIEW: DMZ TT SOYZET
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92 RDS U—/)\)TREE I DMEDHDA>F—FRY b - U TER
A9 DRICHICEFITT.

TR TRISOZITDEHICHRIICERT S Web T 505 ZR
I DTEEUTDOESDTT:

o (LNK J7AILTRR)TLEIX/ RZERLTI SO ZL/ML
ESr)

e ${paraml} ZFERAULT. /\SA-—FDERZIBELET

o NHFEHDOTSIHE—HHRBENTERT ZEDTIFR(URI
NSEITINSGA—FZREETD)ZH., V(A>T RI1—H
(CX LIFRRICUET,

o B FTCCBEML. [FFRISndiEgEHE] "7 TUus—>
ACDEBHEE—BRUTWDCEZHRUET., HEE. U
V—R%] FeE [T>J-R D] ZERLERT. HIXE.
ConnectCLI O~ > RE/z(d Javascript ZER U TERMLIET >
O—REHDMEICE. [T>T—RID] ZHIIDIHNENGDDFE
ER
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srolSNAREAE

| 1B
gél oo+
s | Toa—FR{FITID
L | {EEF/-12T0—F ID
\ R

4.16.3 EricomLaunch.js 7 7 -1 )LD

URI Z{#A 9 B335FT(C EricomLaunch.js 77 1)L ZEBEUE T, 26
BRHDITTIOY, ZDT ST AI/I—ERDODTVDRTIL—TEKX
U'URI (S, BEIXCE—RED ID ZERELXT,
I 8T D7TVI—>3>D&EIFELFID

var app = "Secure Browser";
N 7FTVo—23>08FNDTIL—TO&EIFE ID ZEXFS
Z{EFPIEET Y,
Il ZDHEa, 1—Y(CE > TO—ROFENT—/NCLKDIRERE=N
F9,

var group = "DMZ";

Il 2NUET I AL N TERSNSD URI TY., R3S URI ZERAT

DEE. COITEEBEL TS,

var uri = "estp”;

4.16.4 Web R—AD URI DB

ID ADSB%E Web R—(BMMUET . fl:
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<A id="ERICOM"
href="http://www.ericom.com<>">http://www.ericom.com</A>
L EUT. O—HIL TR SN DIRERNR URL (IRDESDTTI:
<a href="http://www.ericom.com">Ericom</a><br />

ConnectCLI GenerateEncodedUri N > RICKDER SN DERAY
RIT>O— R&EH URL (Z. [id=ERICOM] HU&ERAEIICANT
BCEETEET, Hi:

<A
href="estp://accesspad/v1/NDg4NTMwYTUtZDIOZi00ZGMyLWE1
OTEINTM3YTc0ZTQ1ZTgyJCEKKjYWN2FIYMQXLTRKNzktNDE1M
S04NzM1LWYwYWRIMDUSNWESMyQhJCo=">Secure
webpage</A> <br/>

4.16.5 AccessPad URI QERAZXEDY >’ )L HTML:

<IDOCTYPE html>

<htmlI>

<head>

<meta charset="UTF-8">

<title>Ericom Sample URI Launch Page</title>
</head>

<body>

<h2>Dynamic entry of website URL into secure browser defined in
EricomLaunch.js</h2>

<A id="ERICOM" href="http://www.ericom.com/connect-
enterprise.asp">http://www.ericom.com/connect-enterprise.asp</A>
<br>

<I-- FEE(c KD, id="ERICOM" ZFFDOBRZRD I NTD href MBS
nx9 -->

<script type="text/javascript" src="./jquery-2.2.3.min.js"></script>
<script type="text/javascript" src="./EricomLaunch.js"></script>

<h2>Static URL to launch AccessPad with website already
encoded</h2>
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<A
href="estp://accesspad/v1/ZGU3MzdmMzMtNjQwWMiO0YmMNILWFkMG
EtYzBkYTk3MzFjZDdjJCEKKjc4ANDE3Y2NhLWMwYWQtNDE?2Yi04Zj
EzLTM4AMzIIMDQXxZmViZCQhJCo=">ESTP Encoded URL to pre-
configure website/A> <br/>

</body>
</html>

4.17 Linux Ubuntu TORFIT7RISOS>H

ARL—F4 >0 - XS AEUT Linux ZBETBI(C(E. £ Ericom
Connect (C Linux Ubuntu 14.04 B —/\ZEH I DFIE(CHELET . Linux
S AT LNZEEITE. Web TS5DH5%ZA > X ~—=JLULZFEI (HI: Chrome &
1> RA =)L FBICE. sudo apt-get-install chromium-browser Z£1T L
ESCHH

TS50 > =)L, [Linux 77U —>3 >93] Dt
BRICE> TENZLHULET . TSI /I SA-—SIFESTLHETE
FI. BIRIE FARD - E— RTRAMESNTTIARETEEI L. URL
www.ericom.com ZRI< ([ClE. UTFDXISICEHRELFT:

chromium-browser --start-maximized --kiosk
"http://www.ericom.com"”

FARXT - E=RTE, FTPWF7RLRIN—, BERTZIRED—EBD
ISOUEBERMIERRERDZEISFRELTLIZEW, TST5D T#
T1 RYHHBTERLLRDEDH. Ty a > OURiRFCARL —F
420 - SAFARLKDI-TIHEHNCOTATENDLDICLTL
20N,
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418 O—FK - INS>Y Ping k1> b

Ericom Connect T(&. ping "A—XDEEME=—SFVU> I FERLZO—

RSB HYR—hanTunEd, O— R - NS BEMTONT
NN 1 DDOR— MMIFELFT:
e EUWSHTTPS:

https://t—/\J7 R L X:8011/ericomxml/ping

e EUWSHTTP:
https://t—/\J7 K L X:8033/ericomxml/ping

e ESG
https://ESG B —/\J7 R L X:443/ping

4.19 ESG ZHTOEREN—>OLH

ConnectCLI EsgConfig common
ExternalWebServer$UrlServicePointsFilter="<UrlServicePointsFilter>
<UrlFilter> <UrlPathRegExp>"/Admin</UrIPathRegExp>
<UrlServicePoints>https://<local-admin-

address>:8022/</UrlServicePoints> </UrlFilter> </UrlServicePointsFilter>"

420 Qualys DYV L—RZAICELTS

Qualys (https://www.ssllabs.com/) (&. UE— b « 7OTCAR—0t1F
AVUTAZFHE T DIZHDASSA> - V=)L ZRHLTWET., HUTF
(&. Windows 2012 R2 & —/\_k®D Ericom Connect ESG Ztz+1 U3
(fREL. BVWVIL—RZENRTDIHDFIRTT:

o GIRAHEEANSERSNISEIAZS ZFERALET
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MITM DRESSIEZR < Tzd(C. —/N\ETOIFEF 1 7RBERIST
—> 3 > 7N UE I (http://support2.microsoft.com/kb/980436/en-
us)e ZHUT(F. LZRARMUKRETRZEITLUERT: LTFTOLZX b
U« F—={Ek L. A% (0] (CO)RELET.
e HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Sec
urityProviders\SCHANNEL\AllowInsecureRenegoClients

e HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Sec
urityProviders\SCHANNEL\AllowInsecureRenegoServers

TPAIUF) |EE) TR(V) BRICAD(A) /\ij(H)

<

4 SCHANNEL =3 T4

REG_SZ (BOB/ERL)

Ciphers

CipherSuites 2 EventLogging REG_DWORD 0x00000001 (1)
Hashes 5| AllowInsecureRenegoClients REG_DWORD 0x00000000 (0)
erEXijBHQEA|9°ritth « || 24 AllowInsecureRenegoServers ~ REG_DWORD 0x00000000 (0)

n > < m >

J2F1—-4—¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥SCHANNEL ’

MUFOLZZAKY - F—7%& [0] (BO:80L)(CREITDZET.
Ericom Secure Gatwway(ESG) Y —/{t®dD RC4 Z#H(CLFE T,

[COREZRE UMY —/(TE. RC4 DFERAMBEESNTUNDY
SAT7 MO —ERZRETER<IRD] LVWDZETFRELTKL
ZE0N,

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\S
ecurityProviders\SCHANNEL\Ciphers\RC4 128/128] |
"Enabled"=dword:00000000

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\S
ecurityProviders\SCHANNEL\Ciphers\RC4 40/128] |
"Enabled"=dword:00000000

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\S
ecurityProviders\SCHANNEL\Ciphers\RC4 56/128] |
"Enabled"=dword:00000000

e ESG LT LEEDEEZITOEE. ESG 77 RLAD Qualys D%
L—R (& TA] OFHEIICADET,
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o [A]l JL—REERTEDLD ESG ZRET DIcHDERNY —)L
(IS Crypto) " FIHBIEET T, UTF(E. TAl L — REFHTiENDHE
B (Windows 2012 R2 H—/)\E)DHITT, XOU—->2 3w ME
2015 10 A 5 HIC/ERSNIZEDTT

Protocols Enabled Ciphers Enabled Hashes Enabled Key Exchanges Enabled
[] Muti-Pretocal Unified Hella [ MULL [] MD5 [[] Diffie-Hellman
% PCT 1.0 E DES 56/56 SHA E PKCS
85L20 RC2 40/128 SHA 256 ECDH

[]ssL3.0 ] Rc256/128 SHA 384
[w] TLS 1.0 [ 1 RC2128/128 SHAS512
[V TLS 1.1 ] RC4 40/128
¥ TLS 1.2 ] RC4 56/128

[] RC4 647128

[ 1 RC4 128/128

[ Triple DES 168

[w] AES 128/128

[V AES 256/256
SSL Cipher Suite Order Templates

TLS_ECOHE_RSA_WITH_AES_256_CBC_SHA3B4_P521 A
TLS_ECDHE_RSA_ WITH_AES 256 CBC_SHA384 P3s4
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P521
TLS_ECOHE_RSA_WITH_AES 256 CEC_SHA P384 [ BestPmetices | [ Pcl | [EPS1402 | [ Defauts
TLS_ECDHE_RSA WITH_AES_256 CBC_SHA P256

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ56_P521
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA56_P3s4
TLS_ECDHE_RSA WITH_AES 128 CBC_SHAZ56_P256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P521

Click one of the buttons below to use a preset template. Click the Apply button
to save your changes

[€] [

=3

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_128_CEC_SHA_P256
TLS_RSA WITH_AES_256 GCM_SHA324
TLS_RSA_WITH_AES_128_GCM_SHA256 v

Summary

Overall Rating
Certificate 100
Protocol Support

Key Exchange

Cipher Strength

™
o

3 :Windows 2008 R2 H—/\TlE. TOFIETI(E Bl L — REFHiE
nx9d,

421 ID—DRXAF—>3>TOEYSI> - JA0—

Ericom Connect 7.3 &, I1—YNT—OXF—> 3> \DiEH=ZEF
Dty 3> @l OvOSNZIREE) TiRATEHES. 1—J(EBHNIICE
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DI—DRATF—2 3> (CBEHRSNET T, MMOI-YNEDT-IXFT
—> 3> (COdA> UGBS, ARL—Fa 20 - ZAFTLDEEAY
T—INRRENEI(CITEARL—F 1 2T - SRFTLDIEE)L—
IVMBRENE D). IL—IL [D—DORXFT—23>0D 0S TEHRMAZHR
(FFITAILET TEW] [EEESNTVDEH, D—TOXAF—2 3> -

N—XDIER(C(F) A > REGEMBERENE T,

Ericom Connect 7.2 EZNBEID/N\—=3> Tl [RATRI MV
D—ORX7—>3 2 (LDAP)BMENRE SN TVDIBEDH. 11— (8L

Gy aICBERIDIENTEFHURE. ([WAITRIMVT] &

FARAURWMES, 1B0T—TJRF7—>3 > L THEINDID(E 1 DD
v>3>TUR)

422 TYS3> - IRX MEREZIERYT D

4.22.1 AccessNow B Scale-to-Fit #sEZ{EHIT S

—ED7TUT—23>TlE. BEDRFENEREN. TORMRE
WI> RI—HDTSIH° Chromebook THIFAAIRERMREE =B
A DGBENHNET ., Ericom Connect [C(&. Scale-toFit #EEE(R T —
ILEEDEZ)NEEN. AccessNow WS 3> A2ETLTVWBITS
DY THARRRERKC T v hTDKRDIT7TVT—2 3> DBEE
L RHENEITD Z ENAIRET T,

Scale-to-Fit ZFZE I DL, [EREFDORII—-—F—R] & [T
IWROU—=>] (CRELEFT . [ForE] & [FRraE] (COBEIRFEE
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BZRELERT. [RT—-ILZEDHED] T [EW] 20Uy IUT
BMCUET,

REEFO Y —E—F L1
L. R o)—

Forda (/— 72— E—F) i)
t2 1024

Form (V=R —VE—F) 1]
ta 768

B4 X (i ]
. B#

2T NEEHES i
()

7OF«4T -y aih ISP RUBAXIDE FLLWEA
RCT4y bFBRDITTUGT—2 3 > DK IDMTIONE S .

4222 VBRBHDHRAAI L - KA NBEFERTS

Ericom Connect Tld. I—HY##EHEADUE— b - ;IRXA ME#HAITD
BRIC. UE—b -/ RABD [ZREMH R A1 > & ] BMERSNEY,
—BDxy D=0 7TlE. [FRA %] F2&E [IP 7 RLX] D+
NERENFT ., Ry hDI—TRNTERKXDT7 RLANEENSD A
(B ESG DIRMTTETIRDIRA S - 7 RLADIRTE) ZERTET DICIE.

[ XFA] | TEBFFEH] (CBEL. [HiB] (&E) 70> &

[BRE] 7720V IULET. 7 RLABNESNDHEDER
(ClE RD2DDATZa>NHDET:
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o [ RemoteHost #E#tlC{ERAT 377 RLX] hSBHNDIEZIEIRT

)

. [ARALT RULA(ATZ3>R—BN)] (CEZANTS - D
BEEEEVVELRIEMINEX 5N, [RemoteHost &#E (CERA I
D7 RLX] DIEFCHEICED FEFETNET,

REZITOIES AT AICH U TEEDITZEITL. EULWMENMERS
NTVDIMHEERL TS TZELN,

4.22.3 TsAgent [CKBDWLIERYSa>0O0A20

UTFDFEG. SATMYTES—LLRX - T7TUGT—-23> - E—
RCEET ZEDTY,

. [UrEniety>a>xzO00AT] GIAILE: TLWWR])
e [OUATEEF)] GIAILK3H

4224 [O9A7] BERHEZERTS

UE—b-FRXObYT - Ly a>ZARNCOTATISIC(E,
UE—bK -FTROMYTD [RAF—b XZa2—1 D [>T T K]
WREZERALE I, COEEMERIND L, Ty 3> EES(CO
TATENET,

BEDV TV —2 3> OHNETESNDI Y I>THDIUE—

b 2—ALLX-7TIUG—23> - ZyS3>2TE ZOFEETO
TATFRZENTEEFRA. ADDIC, INBOEYZ 3> TE.
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FRSND T« > RODRL IR IZR(CEBNICOI AT ENET,
PIZIE, IRTOF7TVT—23>ZRUETT.

HAHAFHFIRE, —EBIDT—XT(E, BEREPOR™VEECI7TY
=23 NBAERRSNIEBEVNGENSDFET ., COLSRtEYS
IONBPTOTATENDDZEHLS 2. BEBOTA T ZELESE
F9. COBEERTHFHLVWD 1 > ROMERSNDINBIFEDOD > R
ONRRSNIZHZE. OJATFFvrotlen, Ly 3> @70
T+ TIRRETRIZNE T

T I AL SO (S, #BRRICKDRIRDFT:

o XAUOVIKI—ALLR(FTIAILBDE—R)ZERTD
AccessPad T(& 30 #T9T,

« Ericom True Seamless Z{£H 9% AccessPad T(d 300 £ TY,

o AccessNow & AccessToGo Cl&3#T9,

w3 > OFEKRNS 30 BEE. ZOYS 3> ([dTNEEA.

52D 300/30/3 FODEIEEFRE(E. Ericom Connect [0 7&K
@)1 ( TEF] 90T &FERU CRAETEEXI., CORECTEE
UTZMB(E. IRTDEREDISA 7> MMIfERENET. tv>3a>
ER S D 30 BREIDEBLEFZEE TSRV E(TER LT IZE,
AccessPad TRVEENMERAETNTLDDE. 517> MMIKD
BMr7Uo—2 3> ACBFERY S 3 > OBFANERERIZHTT,
COCEF. OTATDEEDOEICHF LW TV -2 3 > iREiE
nress. c0r77Uo—2a ALy a > & ERT DD
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TR, BFOYIa>ZzBIRATEICEZEKRUET,
AccessNow & AccessToGo Tld, v a>HBIJMEATETEEA.

4.22.5 TsAgent [C&kDOTAT

UTDIFUATE TsAgent [CKDTwvEa>oOdATRNETE
nx9d,

e TRUMYITFREIFSZ—ALLXR - E—RZEFEHRPIC. LyvS3>
MrEn. D [titrenzty >3 >0 J(Logoff
Disconnected Sessions) | M [(&L\(Yes)] DFE, RDT—
X TlE. O TEEGFR)(Logoff Delay(sec))] hEEHEINBZ
EITFERLTLIZSE,

o Microsoft >—AL X - E— RZERRIC. Ly a>htlis
N WOV OF71T - T4 > ROMFEUIRVGE.

e Ericom >—ALX - E—RZEfEAFRIC. Ly>3a>htlicsn,
D O A TIEE () (Logoff Delay(sec))] &1 <—H AL
NEROEHEE.  [O0A TEIE#)(Logoff Delay(sec))] 71
N—IE BEDOT« > RONEUSNIERICHAIGESNET,

4.22.6 TSagent VBS DRI Uk

PowerTerm TSagent T(&. $FED RDP Tw 3> DA 2 M

(C .vbs RO VUT b Z2ERITT DN B IR— hENTVET, D
BE(CKD. 7TUT—2 3> RS> Y S 3 > OE Iz (33
FRBREF (CIFEDIN Y RZERITITDHEEDL A7 —ZEBIMIT D LN
BJET Y,
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IARTOEY S 3 >0 Startup EOOTAL> - ADPUTB (login)
_login.vbs EWDEBID D 71 )LZ{ER L. TSagent h*-1 > X ~—)L
ENTULVS scripts TAIIAICRELET . COTAIFIRRDMNS
IRVBE(C(E. TAINAYZIERUET . ZDRIUT ~E.

TS/RDS 7w 3> M Startup T ALY ZWIB U2 ICEITESNET,

IARTORY>3 >0 Startup OOT A > - APUT M(__login)
__login.vbs EWSEBID T 71 )L7ZVERL L. TSagent ' > X k—
JLENTUWLS scripts TAIINSGICHRFLUET . CDOITAILITRREDH

SRWNGS(CIE. TAIIEERLET. ZDXIUT M.
TS/RDS 7w 3> M Startup J ALY ZUIRT BRICEITEINET,

BEtYS 3> ADEGRIRAI VT M _connect)

_connect.vbs EWDSEBID T 71 ILZ{ERL L. TSagent i > X
—)LENTWS scripts TAIA ITRFULET. ZDITAILINRED
WSIRWEEIICIE. TAIISZEHRLET. ZDRIUT MMIEHF
M TS/IRDS 7w < 3 > ADIEHIF CETEINET .

Ly >3 WA OUT b (_disconnect)

_disconnect.vbs EWDEZBID T 71 )LZ/ERMR L. TSagent hi-1 > X

R—JLENTL\B scripts TAIFITRFLUES . CDITAIITHRR
DNBRWEEICE. TAIYZEMRLET. ZDRAIUT SNIBR

7D TSIRDS 7w = 3 > Dk iERE (CRITSNK T,
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4.22.7 XenApp B—/)\hSDLH

BEFD Citrix XenApp B —/\&, Ericom Y—=FJL - &—/)U. T 7
—INB—ZFI)- B—NFEIERDS =/ EULTHERATEET,
RDP BEEHZFFI T D2oH(C. 2 DDFELEZ XenApp H—/(
(CIEMTDRENGDDFT. LITDIFERE Citrix D Web Y1 b
WMZELUIEBEDTH D, ED/\—=3 >0 Citrix Presentation Server &
=& XenApp Tl [BERMNEBRDIGZENHDFEFI ., Web H1 bDU
> /7 :http://support.citrix.com/article/CTX124745

4.22.7.1 XenApp B —J)\T RDP ZB#ICUET (Hl: Windows
Server 2008 R2)

o [UE—KFFROMYTI VI 3> R MOWEK] =H
=X9
[FTARIEREODVERK ] Z&IRUET

[ )
Foe/ O™V (C &,
«  [EHETOIBL] ([CRDP ZERULET.
i';[‘ Remote Desktop Session Host Configuration
File Action Wiew Help
== o El=
44 R session Host Coflaration: | o figuration for Remote Desklop Session Host server:
o Licensin g Diagnosis
chis-xal
You can use Remote Desktop Session Host Configuration to configure settings for new connection|
conhectior nd delete connections, 'Y'ou can configure settings on a per-connection basis, or for
whole.
Connections
Connec! tion Marme I Connection Type | Tranzpark I Encryption | Commen;
.-'
I o RDP-Tep 4 tcp
°

. [RAN] Z#O0Uw oL, 8EZTTUET . EBID RDP
HNEZETIDCE. TOTNLD [ZO)G o ] (CFeE
ESCH
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4.22.7.2 PV —33>EF RO MYD - POLRADEFE]

Citrix XenApp H—/\T(&. I1—Y N RDP ZRHTEIEZTUS
—> 3> FERETERRADET., ZOHKIE. 9—ZF)L -

==

H—)V&E U TERT B Citrix XenApp(6.0) T FDFIEZE KT

BTECKD, DR CENTEET,

Changing the Default Unfiltered User Policy Settings for ICA in the DSC

To change the default unfiltered User policy settings for ICAIn the DSC, complete the following procedure:
1. Select Policies.
2. Activate the User tab (you notice the default unfiltered policy).
3. Toaccess the default policy settings, activate the Settings tab in the lower pane.
4. Click ICA on the Categories window.

Allowing Non-administrative Users to Connect to the Server Desktop

To allow non-administrative users to connectto the server desktop, complete the following procedure:
1. Click the Add link for starting the Deskiop.
2. Select Allowed.
3. Click OK.

Allowing Non-administrative Users to Start Any Application during Client Connection

To allow non-administrative users to start any application during client connection, complete the following procedure:
1. Click the Add link for starting the non-published programs during client connection.
2. Select Enabled.
3. Click OK.

o

[ Launching of non-published programs during client

connection] JL—JL% [Enable] (CUZEY,

vices Console .
' Policies cit

e Information | Alerts | Computer User |

tion Tools =

- P o Lo Pt

= Add Setting ‘ Search User Pol

i nable [Ey Disable

( 3\:} Launching of non-published programs during client connection |
i

i \@ Enabied
1f 3 custom dlient connection specifies an arbitrary program, it will run on farm servers

€ Disabled
Only published applications and published desktops can be run

| | tep | Comment

Applies to XenApp 6.0 or later
Specifies whether to leunch initial applications or published applications on the sarver. By default, only published
applications are allowed to launch.

‘ Search ICA
0K I Cancel |
ICA N i - publi ing cli i
{5, Launching of non-published pragrams during client connection £t Remo
Audio 1A

[ Desktop launches] JL—)L% [Allowed] (CUZET,
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= Add Setting |

:.'C:J. Desktop launches

@ Allowed

Non-administrative users can connect to a server deskiop

' prohibited

All users, including administrators, prohibited from connecting to server desktop

Help | Comment |

Applies to XenApp 6.0 or later (Terminal Server only)

Allows or prevents non-administrative users to connect to a desktop sassion on the sarver.

When allowed, non-administrative users can connect. By default, non-administrative users cannot connect to desktop
sessions.

0K I Cancel

4.22.8 RDSH t®D App-V 9547 > SO

MERD OSD T 7 (IS A= EUT sftrun.exe ZHAIT D&
T. Microsoft App-V /\w 4 —=% Ericom Connect TXHIT D&
MNCTEFET,

l
.OSD 771 )L SOFTPKG NAME & VERSION, NAME &
VERSION (IAXF E/NWXFARXBIESNET:

e PATH\sftrun.exe "Default App-V Application 1.0" [%*]

O—AJ)L - RSATFEFR(F.0SD T7AMIAIYTSNIZ RS 17!
e PATH\sftrun.exe "C:\App-V\DefaultApp.osd" [%*]
.OSD J 7 )LD AaniRAI (UNC)/CR:

e PATH\sftrun.exe "\SERVER NAME\SHARE
NAME\DefaultApp.osd"” [%*]

.0OSD J7A1I)LD HTTP JLX:
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e PATH\sftrun.exe "http://SERVER NAME/SHARE
NAME/DefaultApp.osd"” [%*]

4229 tYS3a>HH\

H—=FI)L - B—)\DUY - XERZNRITDEHIC, BED>—
LLX - T7TUT—232TH—O RDP v 3>ZHAETEFEY.
w3 EHBEIDE. BHOS—LLR - 7TUo—23>%FE
ITIBDHICEHBET A A2 TDIRENRIEDFT, H1>A
> - JOtEXRE {FREEKVY-RAZHET DI —ZFHI)ILY—ERD
BED 1DTY,. [y aHE| T IAILNTEMNMESNT
WBTzsh, COTOTXRIIRIEEIRRDHIBENE T,

[y a>HE] IMBEWES. RAICEERLE7TVI—23>
OTON\F o (BREREMEAEINE T, BiEODI7TUT—23>
(CIE. MBDOERECENST. RYDI7TUs—>3>0T0O/I\F~+
MERENFET, VY-ADLYIa>HECEREBEDERSIND
KDOICTBICE. Ty a>HE| Z@8NCLET,

Ericom Connect B 21>V —)LTIE. By 3a>HoIRTHTO
TCANE—DAFT—FREFEEFT, Ty 3a>oTJORNET
9 BER. Ericom Connect (C(dFRaEcNFEE A,

v a3 HBEDEAZHRET BT

o INRTDY—ZFHIL-B=/NCALFZITVI—>23>%&A> X b
—ILTDRENGDFT. CNCKD. BICTOFT1 TRy —=
FIL - =S, BIMTESHIT D7 TUT—2 3 >MEFEELTL
DIRRRICTRDF T,
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o HA—Z=ZFI)L -H—)INDHA>A2(CF E—DREXTEESN
JZE—DEREIER(OA—TREE RAA ) ZERITINENDDE
9, Ericom Connect Et&IEIRZEAITDILOFRELILHTT
U —23>27TlEk. ZNEBEHNCTITHOHNET,
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5 TASATFLHA R
5.1 Amazon AWS TOEE

5.1.1  1BIE

ty23aX IRAb  AR-RDT7TUT—232EFROMYT - 2
w3 > BT DD, Ericom Connect Z Amazon AWS EC2
L (CEMBIEET Y, Ericom Connect D5 RTOERICIE. BUF
DEOBFENHDFT:

o FHERENSEEREEDOEIHENDEIT

o AZISANSOUFvOHENE - BE(TGU TLE
o WHRTJO—/)VULER - BRICXT—IL

o FEFTRWLHDET.

RO T, Amazon AWS _E @ Ericom Connect 7 U TJ7L>
R« P—FFOF v RSN TLVET,
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Ericom Connect on AWS

m3.xlarge

Aemajen ainaas
393UU0D WodLg

Aemazes aunoas
303UUOD WEdlI3

m3.xlarge

m
o =
T8
23
»
L
2 3
=5
a o
® q
=

Ericom Connect
Manager

20|AJ3S JUBI|D
198UUOY WOdL]

Ericom Connect Server

Ericom Connect ’

Manager

m3.xlarge

Reporting Database

264

Ericom Connect B —/VH(C. AWS EC2 m3.xlarge -1 > X5 >

RaEHEHLFET .

SQL B—/\ZE—Y> (KRR T BIHE. 100 GB DA ML
— BRI D EZHEMDOULET,

5.1.2 AWS RDS SQL F—ANR—X%Z{ERAT S

Ericom Connect (&. AWS T/RX &N TLVD MS SQL Hia5T—4
R—XEEBRENHDET ., FTLLYRDS T—IXR—XZENT D5
&, B aSQL I> > 5i#IRUET:
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Select Engine

To get started, choose a DB Engine below and click Select

SQL Server Express m

Microsoft SQL Server Express Edition

Note that SQL Server Express Edition limits the storage of per database to &
maximum of 10GB. Refer to this link for more detais.

SQL Server Web m

Microsoft SQL Server Web Edition

Note that in accordance with Microsofts licensing policies, SQL Server Web
Edition can only be used to support public and internst accessible Web
pages, | ites, Web appiications and Web services. Refer to the AWS

s for more details

SQL Server SE m

Microsoft SQL Server Standard Edition

T—HINR=R - I2Z2DI\SGA-FZHELET.
Y&, JIAD—-RZEELFT,

ME(CIRDFIOTERELTLIZEN,

ERIO141A

skpl . 11—

growth.

Settings

Specify DB Details

Instance Specifications

DB Engine sglserver-ex
License Model |license-included

DB Engine Version |11.00.2100.60.v1

DB Instance Class | db.t2.medium — 2 vCPU, 4 GiB RAN

Scaling storage after launching a DB Instance is currently not supported for SQL
Server. You may want to provision storage based on anticipated future storage

Storage Type | General Purpose (55D)

Allocated Storage® | 29 GB

DB Instance ldentifier*
Master Username®

Master Password®

o

CDIBIRIET U REETEDT=DI(C
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[Pubkicly Available] T> Rk > hEFERLTVWBDBE. T+
S - J)L—TZT U T SQL 7/R— (1433) " FIFERIEETH B &
zhER LTz,

Security Groups default
( active )

Publicly Accessible Yes
ttFa1UFa - JIL—TT. SQL R— hDEBEEIL—ILEEELET,

Edit inbound rules

Type (i Protocol (j Port Range (j

MS SQL v TCP 1433

SQL A2 RAFZAND DNS 77 RLR(FFT T AL hTREENTNS
CEISERULTLIZE0L\#: connecttestdb.cozfmi2xxroy.us-east-
1.rds.amazonaws.com:1433) —INR—RX + 1 ARG VAND IP %,
Ericom Connect JUw REGFEICHBFERATETEI(IP 7 RLAZEET
BI(C(E. DNS 77 RL-XIC ping LE ).

5.1.3 AWS RDS Microsoft SQL Z{ERY S

Ericom Connect Tld. AWS RDS MSSQL h"HRh— hE=nNTULET,
AWS SQL Z{FH 9 B LS Ericom Connect Z:%E 9 DIC(F. Ericom
Conenct MFEKTE T [Admin User(BIE2E 1—Y)] & [Server User(Y
—/)\O—Y)] OmAIIC SQL BRE NI hEFERALET.

EfEh'5E 79D &, Ericom Connect (CHLD SQL F—ANR—X - H—
JNRICFHLWT —IR—IWERRENE T,

JER: MS SQL ME{E/R— (1433)4' Ericom Connect H—/\(Cx L
FIATIREE IR D CTWBC EZEHERLU TS ZEV,, COFREZ. &
IDAWS TF1UST+ - JIL—TTITLET,
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EC2 1> X% > AIC Ericom Connect Z-1 > A —)LUZET,

ERIO141A

=27

DO —)\DA1 > X ~—)LHPI(C [New Grid] Z&EIRUZFE I, HostIP
MAWS Pl THDCExZMHERUET,

My Host or IP

| SLAWS_PRIVATE IP%

|v|

SQL ADF7 U REZF DOY—EX - 7HDO> hEERALUT.
[ Server Service Credentials] ZE&HUZE I,

Create New Grid

Server
Initial Admin User Administrator@corp,jlx.com Password eesssssesse
Grid Name EricomConnect
My Host or IP [ ssaws_PRIVATE IP% [-]
Lookup Service Hosts 1723125114
[ Local System Account
Vs
Service Credentials N -
corp\administrator Password eesssssssssl
Admin Port 8022
Database
Database Server | connEecT? [
Database Name EricomConnect
Windows Authentication
SA User
Password
—
Windows Authentication
Server User - SR o AT 5] A (1 240
EricomConnect Password @!77f3c5eld0e32%!
| Initialize database and start services |

IRTOEMDT VY R - 22T

[Join existing grid] Z&

RU. BRHIDOYE>DAAM=ILTERULZI Uy REZIBELE

ER

[Lookup Service Hosts| Z A UFE I (BFE(FEEHD Business

273



ERIO141A

Logic B"—/ A" Lookup Service Hosts T dTcéd. €DV RL X %ZfE
AHUZEI),

COY—ER[TORRDON S ARKRDIZHIC, 2 GHDONS > ZfE
AU, TORZIHBIFOT Y RICBIT DL IBHRTEET.

5.1.5 RDS &—=F)L - B—)\DEE

UFoEo2 3> (CRBINTUVBFIRICRK > TSN
RemoteAgent ZERA U TH—/\ZERTS

Windows M Sysprep X > RIFEAURWNTLIZE0,
EC2ConfigService 5% EDEFR

il . _ : _ :
. ' EC2ConfigService Settings

CDOVYV—)LZERLUT. Sysprep /NS A—5F EEEE)(XT— Rz
EFULZEYI ., [Shudown with Sysprepl Z=2Uw L. Sysprep MDi¢
=R UET.
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Image | Storage | Support IZHE

Sysprap
Sysprep is @ Microsoft tool that prepares an image for multiple launches.

MOTE: After this EBS+oot instance shuts down, you will have to un ECZ's Create
Image APl call {ec?createdmage) against it in order to actually create the
AMI.

Administrator Password

(") Fandom {Retrieve password from console; set at next service start)
% Specify (Stores in Sysprep answer file as clear text); |""‘“"“"“"|

(") Keep Existing (Will not be able to retrieve password from console)

NOTE: 'Keep Existing’ will not work in Windows 2008 and greater when
running Sysprep because Sysprep will wipe the existing local
Administrator password: workaround is to create another local admin
user or set a group policy.

| Shutdown without Sysprep | | Shutdown with Sysprep |

EHICDWLTIE. 2550 AWS Web U+ hESBBLTLSIZE0:

http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ami-
create-standard.html#sysprep-gui-procedure

LED Web B bOFIRTIE. FIUWAZRXIZAD RAAZAD

===

BIFETONERA. AWSXMLIEE T 7ML CCNEEITI DA
ENE D FE 9 (f: UnattendedJoin),

SAFT DY NI %, SEORREDZHD AMI DIERKICE
NMMERA=NZET,

5.1.6  Ericom Secure Gateway @1 > X =)L

Ericom Secure Gateway(ESG) RN > X5 > A Z/ERHLE T,
Connect Z-1 > X b—JLU. [Custom] Z&ERULET,

[ Ericom Connect Secure Gateway] ZiERUFE I :
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Select the program features you want installed.
Ericom Connect Data Grid
[JEricom Connect Server
“IEricom Connect Secure Gateway
[JEricom Connect Admin Web Service
Z[]Ericom Connect Client Web Service

LIEricom Connect Remote Agent Client

1> ABR—=JLDTT#. Configuration Tool TXZERULET :
Join existing grid(BHFI' VY RADEM)
2w R£ & [Lookup Service Hosts| %E%E L FE 9 (BEITHRID

Business Logic B —/ 7' Lookup Service Hosts TH Dz, DT’
RLRZERLUET,

o Elastic Load Balancer =635 ESG OABEIDEICER I 3545,
ZoO—R - )\S2HBE—HITIBRASINCHRAE #1712 A b—
JLLUEY,

o Connect T ESG %Z:%1E L&F 9 (ConnectCLI
SystemConfig EsgHostAddress=%ELB_NAME%:443)
o IR—b 443 N ZERAT DIHE. IR— M ERELET

(ConnectCLI EsgConfig common
Network$SecuredPort=%EC_ESG_PORT%)

o FEBAEZEXTE L E I (ConnectCLI ConfigureCertificates
FindByThumbPrint xyz)

R DA A= EDEBNT T LIS, BY —ILZEITU.
[Prepare for Cloning(f8R M%&) | ZEIRUFET,

Prepare for Cloning
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S XFT D Sysprep ZFR{T9DE. BENICS vy MO ansxE
a_o
DI RATAIFE. SED ESG ERAD AMI DAERKICERATEEY .

5.1.7 ELB & DNS DESGE

ESG BIDOEEDEEITDIZ8HD ELB ZER I DI(C(E. EC2 Admin
Console Z#ERAUZET,

« Load Balancers -> Create Load Balancer (CFE&81UZE T
e ELBD&ZEIZANDULET:

Step 1: Define Load Balancer

Basic Configuration

This wizard will walk you through setting up a new load balancer. Begin by giving your new load
rauted from any [0ad halancer partto any port on your EC2 instances. By default, we've config

Load Balancer hame: Connect
Create LE Inside: My Default WPC (172.31.0.0/16)

« Configure Health Check (CF88IL £

o Ping protocol: [HTTPS] Z:#RU. Port [443] ZIEELFT
« Path: [/ping]l ZFEELET

o Security Group ZEIDHTFET

o JIL—T7ZEHULFET: TCP 443

o UXRF—ZEMULET
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Edit listeners X

The following listeners are currently configured for this load balancer:

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port Cipher  SSL Certificate
TCP v 443 TCR v 443 L2 A %]

Add

o ARAIAEEBIMUETY
e ESGVYI>ZIEITKSICELB ZHELET

5.1.8 Ericom Connect AMI D¥EE

Amazon Machine Images(AMI) Z{ERA LU T. MDA A -4kt &
IRBNR—R - Y2 2D EZITLNE T, Ericom Connect AMI (C (L
THEFENTVWDIRERSHDFT:

« BT Windows Update
o AAB—ILBHDELINICIEAE

AMI ZER LT, ESG &ty 3> - IRAMZEMTEFI. 2D
Bfs2 C(&. Business Logic H—/\DERM(C AMI ZER URWTLZ
=0\ AMI(E. AR FOBEBRT—ILICEERATETT,

5.2 Microsoft Azure Cloud TODRER

52,1 HIE

v 3> - RAK - R=ROT7ITVT—23>0EFRIONYT - 2
v 3> 7=EBIBY BT, Microsoft Azure Cloud(H—EX - Y%
—JvFREFUY—X « ¥HZ—=47) L(C Ericom Connect ZEHTE
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5.2.3
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F9, CORFAXIMI. (2 VvIO)P—EXR - IXR—ZvI(CE
DUL\TULVET, Ericom Connect D75 RTOFERAC(E. UITDOK
SIRAEASDET:

o HERENSEERTEOEIHENDIZIT

o« AZISANSOFvO#AE - BTG TLR
o MFEXTIO—/ULER - BRICRT—IL

o MCERLUDHRMNGDET,

=4

Ericom Connect B—/\(C (. Azure A3 1> RS> X(4 177. 7GB)
DERZHEDLET,

Windows ARL —F 4 >4 « S XFALIC SQL MR ETY, /(-
3> 7.3 LIBET(E. Azure Cloud SQL iH7R— hENTWLET,

SQL H—/\ZE—<Y>2IGRRA NI BIBE. 100GB DA ML —>%
WRIDCEEZBEDHULET,

Business Logic ¥ D1 A M=I)b

VM - > XA > A (C Ericom Connect Z#1 > A M—JLUEXY., TFID
H—)ND1 > M—)LHPI(C [New Grid] Z&RUET, RANIPH
IFEUWV RLATHB S E=ZMHRUET,

SQL A\DOV IR ERIEFDH—EX - 7HDO> hEERLUT,
[ Server Service Credentials] ZFE&HUFE I,

IARTODBMDITUY R - 2> TlE.  [Join existing grid| %Z3#4R
L. BHIDNS DA A M—=)LTERULETUY REZIBELE T,
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[Lookup Service Hosts| Z A1 LZE T (@FEI(IEFID Business
Logic B—/ A Lookup Service Hosts TH37zs. €D RL X Z{#E
AUEY).

COY—ER[ITOIFERDON S ARKDIZHC, 2 BHONS > ZfE
FAU. ZOYZHBHFEOTVUY RICEIMT DL IR TEET,

5.2.4  Microsoft Azure SQL DfER

Ericom Connect T(3. Azure Cloud T® Microsoft SQL h"HR—
SN TWVWET, Azure SQL ZfERT D KD Ericom Connect Z5%1E
9 B(C(E. Ericom Conenct DF&FET [Admin User(BIEE 1—H) ]
& [Server User(B—/\1—Y)] dOmis(C SQL EIREIHI> bz
ERALUET,

-~ Database
Database Server mssqidbaddress{databaselwindows.net | v I
Database Name EricomConnect
Admin User [] Windows Authentication
admin Password  Password!
Server User [] Windows Authentication
admin Password Password!

BT T 9D &, Ericom Connect (CKD Azure T —4ANR—X - B
—)\NICFT LWV —IR—=ZAMERR ESNE T

JER: MS SQL M&E{S/R— (1433)H" Ericom Connect B —/ (X L
FIFARIRE SR> TVWBD C EZER L TS IZEL), BET DT> RR
1> MDFRETCINZHRELERT,
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52.5 RDS#&—=F)L - B—)\DEE

Ericom Connect -1 > X b—3F/z(d RemoteAgent - > A h—=dD
WINHZFEHALT. RemoteAgent Z1 > A R—=JLUET., EE5
DAAM=F(CE, [EBROER] OODODATZIa>HHDET,
Ztw=3> - ARA MIIE. RemoteAgent DHEA A M—)LUE
ER

Ericom Connect Remote Agent Service

2w R& & TLookup Service Hosts| ((B& (Z&#D Business
Logic B —/ A Lookup Service Hosts TH Dz, TDT7 RL A %Z(#E
BFUZE9)EAHNL. RemoteAgent & Uw R(CIBHLET .
SEROEMAC VM DA A—-227ER I B(CE. UATFToro>3>
(CEENDFIECHE > TLIZEL): RemoteAgent ZERAULTH—/\
ZERITD

Windows @ Sysprep AN > RIFERALRWNWTLKZEL), Sysprep T
EAITBEHICAA—ZEF v TFrIBHECDONTE RDY>
DCEH SN TVDFIBCRH > TS IZELY:

https://azure.microsoft.com/en-us/documentation/articles/virtual-
machines-capture-image-windows-server/

5.2.6 Ericom Secure Gateway

Ericom Secure Gateway(ESG) RN > X5 > A Z/ERHLE T,
Connect Z-1 > X b—JLU. [Custom] Z&ERULET,

[ Ericom Connect Secure Gateway] ZiZERUFE T :

v|Ericom Connect Secure Gateway
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1> A M=)LDFTT#. Configuration Tool TRZERULET:
Join existing grid (BEFEI VY RADSHN)

JUw R4 & [Lookup Service Hosts| %Z:%TE LU E 9 (B (ZHRYID
Business Logic B—/\H' Lookup Service Hosts T d1zsh. €DJ7
RLRZERLET,

o Elastic Load Balancer =% ESG OAEDEUCEH T 358,
zoO—R - N\S2BE—HIBIBLEINEEAE 21> A M—
JLUEYT,

« Connect T ESG #%Z&%E LZFE 9 (ConnectCLI
SystemConfig EsgHostAddress=%ELB_NAME%:443)
o IR— b 443 LSV EFERT DIHE. M—bhEERELET

(ConnectCLI EsgConfig common
Network$SecuredPort=%EC_ESG_PORT%)

o EIFBAZEZEXTE U ZFE 9 (ConnectCLI ConfigureCertificates
FindByThumbPrint xyz)

X2 DA A—=ZALDE[EMNT T UTz5. Configuration tool(1&a%Y
—)L)ZZE1TUL. [Prepare for Cloning (R D%E)] #&RULET,

Prepare for Cloning

S A5 I\D Sysprep ZETIDE. BEMNICS vy M ENE
ER

CDY UL SE&D ESG EAD AMI DFFRICERTEXT,
Sysprep ZFERAUEFTILWLW S 2 DEENT T I DETICE S oH
5200 B EMHBIRISEFELTLIZE0,
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527 LI RRA> MDGE

R— N443)ZEFE] 9B ESG Y2 DI > Rk > MEBIMUET,

NAME T PROTOCOL PUBLIC PORT PRIVATE PORT

PowerShell TCP 54037 5986

Remote Desktop TCP 55961 3389

5.2.8 BRIDEDETE

ESG /R— hDI> RRA> hEEET DBE. [CREATE A LOAD-
BALANCED SET] &&RUZFE I, NICKD. D> ROE>AT
OEEDHY Y1 —>3a3>hMMEkESnNE 9,

CREATE A LOAD-BALAMCED SET

tty MEZEERLET:
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EDIT ENDPOINT

Configure the load-balanced set

Endpoints that are load-balanced across multiple virtual machines are added to a load-balanced set.

LOAD-BALANCED SET MAME

ESG

PROBE PROTOCOL

TCP v
PROBE PORT
443 X

PROBE INTERVAL

15 SECONDS

NUMBER OF PROBES

2

€« ||V

ESG ZEMT di5a. Oty hMEERTDIXLSIICIY RRA> b
ZERTELERT,

ADD ENDPOINT

Add an endpoint to a virtual machine

Traffic coming to this endpoint will be sent to the virtual machine.
-::} ADD A STAND-ALOME ENDPOINT

(@) ADD AN ENDPOINT TO AM EXISTING LOAD-BALANCED SET

ESG W
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5.2.9 Traffic Manager MDFFE

FixBdU—=3 > DEE Connect IRIBRIDERDEZH RS2
(C Traffic Manager Z{Ep 9 B (. Azure Admin Console Z{ER UL
FJ, & Connect ZAFT LMEITSNTULND Azure ST - B—
EXCENENDRENEEMIFSNET . Traffic Manager (&, 8
HOBRBOHMNSHREBILL Connect IRIB(C1—H%FBEITID(TE
UEFEIT, COTERLKDUTHERRENET: bS5 T1 v IDDE
(C OA—N2R] ZERATIBEDOREINTA—N2R, 5
D> RO ] ZERUCIBEOHERERDE. [JT)LA—/N
— 1 BERUIBEOE AL,

« Traffic Manager D%BIZ AN UET,

o EZHHTEDIERK

« Ping protocol: HTTPS Z [HTTPS] Zi#{RU. Port [443] %Z
BEELEIUATOBITERSNTLD 18443] (FHRSY L - IR
—hkT79)

« Path: [/AccessPortal/Common/Login.aspx] ZI8EULET

monitoring settings

PROTOCOL HTTP E

PORT 3443

RELATIVE PATH AND FILE NAME /AccessPortal/Commen/Login.aspx

o ESGZERUT. I>RRA> hEHELET,
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Select the endpoints to include in this profile.

SERVICE TYPE SELECTED ENDPOINTS

Cloud Service ﬂ

SERVICE ENDPOINTS

[ ] connect3.cloudapp.net

« Traffic Manager M ESG ([CU—FTE3ZEZMBERLTIZE0N,

STATUS

o Traffic Manager 77 RL AZERLT. O— K - NS HAE
UEI(R— b 443 DSV ZER T DHZEE. /R— MEZIETELE
9)

o I—YN0OJA>0L. PTUT—23>NERIDE ESGD
(FOFTRL)RBRDOINEIT> RiR1> bzBELTUY—X
NEsENET,

5.2.10 = AMEERFEDEIDERK

B2 —>3 > (JED Connect H—EXZRM I B(C(E. Load
Balanced Sets & Traffic Manager DA SHBEEFERALEI. 1D
DRIETCOE AL ZIRM I S/28(C Load Balanced Sets Zf#EH L
Jo_ET. #828dD Connect IRIR(CE D SN ZIRMHTDZH(C
Traffic Manager ZERAULE T,
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5.2.11 Ericom Connect € X—< D #E(iE

Azure ZERUT. SEBOERDZSHI(C Ericom AT LhEF v TF
vUET, I A—HFvTFrI3IC. UTOFEENT T A
[GERAEIN TV ZERE LTS IEE0N:

« BT Windows Update
o ARAB—ILBEHDEBZLEINIZEIAE

AA—ZFERALUT, ESG &y 3> - IRAMZERHETEET,
CDEFRTIE. Business Logic B —/\DER(CA A —ZFER LR
TLZE0,

Azure TAA—2EF v TF v IB35ECDNTIER. 550U

DFINE(CHED T TZEL): http://azure.microsoft.com/en-

us/documentation/articles/virtual-machines-capture-image-windows-
server/

5.2.12 A A= HSDVER

VM ZAA=E U TREUREE. [FrSU—] ADAA—-2%F
FAUTIHLW S > ZERLET. LW DEBHITED L.
Sysprep ([CKDZRXFLANYIRRIEENZE T, Ericom Connect J1>7R
—RPMIFTTECAA—DELCA A =)L TWDTZE. L
VERR LTz B —/NERIERE & (T U v RICBIIENE T,
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ERIO141A

virtual machines

MSTANCES IMAGES DISKS

’ QUICK CREATE

" FROM GALLERY

5.2.13 KRR MDEWNOY A1 > DfFR

tty>3> - IRXBD AMI TE. A X—2(CO—Y - TJOT7AI)L
NEFENTVERA. ZDEH. AMI ZFERLTEYS 3> - 7RX
hERETDHE. INTOI-—YoOJ+ > FHEnOd-1> L
D, FRULELCEWEBNAMINDZENDDFRT., ZDENICLD.
Microsoft = —/\L-X(Connect TDF J A )L hDEKTE)ZFEH T DM
7TV —2 3> MienNdBENHDET., ORI,

Ericom Seamless Z{EFH I L TEETEE T,

5.3 RSA SecurelD RADIUS —E 325

53.1 RSA RADIUS D5%7E

Ericom Connect B¥ 21>V —)JLICOTA> L. [RADIUS] HJ%R=
x99,

[RADIUS B3t Z= [(EFW] (CEREL. RSARIENR—> v - =)\
DNTEEEBRRLUET,

o H—)U.TRLRZANDULET,
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e Y—EXRERBRZANDULET,
o HBI—-TULYKNEANDULET,
o FREIAEZEINRAOD—RICHELFT.

o FREI/R— % 1812 F/2(F 1645(F T AL MNITERELET .

532 I—3SxI>b - RABMEFE

Ericom Connect & RSA SRIENR— v BIDBEZWIL T DITsh(C. IT—
T2 bhRX S LO—RZRSAFFINR—ZF - T—HIR—-X(TB
MIDdBENHDET, T—>1T> b - /R b - LO— RI(CIE Ericom
Connect Z:#5l I DHEEN'SD D BELESILIC DV TORBIHBMNEZENT
LWET,

AT —> 1> hEEBINT RRCE. IT—>1> b - 47 % [Radius
D547 [CEEELZET . Ericom Connect Tl RADIUS Z#EH L
T RSABEINT—>vMTONSedh. T—>x2 b - /RX - LO—
RCXTET D RADIUS 54177 > b RSA FREENTF—Z v RICIERR T D
WMEMNHNDFT, RADIUS U517 ME. RSAEF1US - O2Y
—IILZERAUTCEE=NET,

RADIUS 547> bVERR T DICIE. UITFTOBHRMANETT:

o RABE
o RXYKNI—T -A2HF-TIT—-ADIP 7RLX
e RADIUSZ—ZLvwhk

(vf020715)
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5.4 SecurEnvoy RADIUS ZE3&525E

54.1  SecurEnvoy RADIUS DSE

« Ericom Connect EI2 1>V —)LICOJA> L. [RADIUS] &7
ZHREEXT,

« [RADIUS B3ME] Z [(FL\] (CHEL. RADIUS U—)EREZ
R LUET,
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AT LERTE Th S ERE RADIUS

RADIUSH#HE

13

RADIUSY —3F7F LR

RADIUSR—F

1812

RADIUSHER—IL v}

RADIUSZA L7} (#)

6

RADIUSHS{T

3

RADIUST Z#JLEFX(2

RADIUSEZ I —HF 31

Wby

RADIUSSZAE AL

HA3—F

e [U—J)IZRLR] ZABDULET

o EREIR— MEZFEERLET,

o [U—EXREi®R] ZANUFET., ZDFTFXKE Connect
Access 517> MIRRENET,

. [HBEZ—DTLwYhk] ZABULET,

o WELENEITIEETEIRUE T,
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542 I—S1T>b 1 RABMSGE

Ericom Connect & SecurEnvoy EIEH — ) \RID@{EZRIEEICT D
HIC. NAS 547> h%& SecurEnvoy BIEF —AFNR—X (BT
DWENHDFT. NAS L O— KT Connect B —/\Da#ABINTTON,
2 DD AT LEDEHH BIRE(CTR D F T,

NSA OS54 77> NafEk T DITHICU T DBHRMNMHBETI

NAS IP Address |12¢

Select All Unselect All

Cnby allow users that are in the LDAP group

Client in Attribute

j |._I bl |

Update New
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e NASDIP 7 RFLRZANULET,
« HBI—-TLVYKREADULET,
o WERATIIZEBERULET.

5.42.1 REATSa>

SecurEnvoy (&, #EDF5ET Connect (CERECEEI., ED

e CobL>R1—Y - TOXRUIXIFEUCTY . Ericom
IS4 77> 5 SecurEnvoy (CT—AZIXET B HEITEND
FELET,

el —/)\U - E— RZEFERTDICE [JIRXDT—R/PIN] |
SecurEnvoy Z/RD KD CERELET:

Authenticate passcode only (password/pin authenticated by MNAS) N

Frompt all passcode types in the same way as Real Time Codes [@

Rl —/\ - E— RZEFEAITDICE [JIRO—-R] .
SecurEnvoy ZRD KD CERELFET:

Authenticate passcode only (passwordpin authenticated by NAS) &

Frompt all passcode types in the same way as Real Time Co IiE':

CDE—RTIE, I—H%&E/XDT— R(E Connect (CKDHER
=M. /AXO— RDOHAN SecurEnvoy (CHEERSNE T,
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A —)\ s E—RZE{FERAIBIICE [JXXT—R/PIN +/VZXO
— K] . SecurEnvoy ZRDELDICERTELUET:

Authenticate passcode only wardfpin authenticated by

Prompt all passcode types in the same way as Feal Time Codes

55 Duo RADIUS —E3&:R51

5.5.1 Duo RADIUS DESTE

« Ericom Connect 881>V —)LICOJA> L. [RADIUS] 57
ZHREET .

« [RADIUS ZB#b] Z T(EL] ([CEEFEL. RADIUS U—/GRE
7 Duo SR T OF S ZIEIT DR DR LET

o [B—=J)U-TRLXR] ZANDULET

o EREIR— MEZFEERLET

o [O—EXRE®R] ZANUFET. ZDFFRXBME Connect
Access 547> MIRRESNZET .

o [HBZ—TLwvb] ZANDULET,

o MEFEZEFEULEFRT., [JIRO—R] [CEELFI(CNIERR
1RO Duo FEETOFSE— RICKDERDZFET),

5,52  DUO Z’OFSDiEm%

Ericom Connect (CK D Active Directory SRsEHLIEENDT=8D.
DUO TI(& DUO /XX 11— RDFBEEDHMNET I, authproxy.cfg 7
7A)LICT. [duoonlyclient] &UT DUO Z#RkULE T,

T7A)AERDY>T)L:
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[duo_only_client]

[radius_server_duo_only]
ikey=DJ9DHWX3WQCQ90JW4RTC
skey=im7Ra4DFEbSW85leilJcxQQmP31ddEiYhNabOuwR
api_host=api-18906eal.duosecurity.com
radius_ip_1=enter-ericom-server-address
radius_secret_1=YourPass123

failmode=safe

client=duo_only_client

port=1812

ETEBZOSO>TNTIE. 3DOATS g > HMERTEETT:

e DUO Z7JUMDJ)\RO— RDHFEEA L TRIED/ (X O— RzE A
CESE

o f& lpush] ZAHULT, I—YHDEREHT/I\A R TvZ 118
HZIXET Do

« fE lphonel] ZAHULT. I—HDOEFKEHDEZMEITUH
9, EEZETE T IBDICE. I—IPFCHUCIEEL. 8RR
SHENHDFET,

IRTE. SMS FEEFH/R— beNTLFEEA.

553 IRI—Y.-7PoEX

AccessPortal, AccessPad ZF/z(& AccessToGo W50OJ 1> LTK
2L\, DUO ZBEMMELTLBIEE, DUO /IRXO— FDASZEK
H370O0>T bFRRENEFT, DUO 7T U LICFRREND/(X
—RZEABDULFET,
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T—INRETND L. I—TFDF/I\A AT v 1 BHMEEEN
S

e Login request: RADIUS 3:15PM

Login request: RADIUS

v APPROVE X DENY

rRegquests \‘le[ll‘.g. 1ap tore

609963

Ericom (COJ 1 >93I(CI&. T[TAPPROVE] #45v S UZEY,

BIEWRT B(C(E. DUO Py S 1R— RESRUET.

3:16 PM RADIUS Authentication Q Duo Push
User approved 0.0.0.0

Timestamp ™/ user Application Event Result Access Device Second Factor

5.6 AccessPortal T® OneLogin SSO

AccessPortal SSO (&, OneLogin M J # —LZENR—X(CUJz SSO & Hifa
MRHDERT, TA—LR—XDFiEF. RIFSNZ/ (XD — RZEUF
LT, 7TUo—23>0004> - R=ZADEA, TA—LADA
H. A-—PoOTdA >R TIdHA2A2HETT. ZDAER
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SAML ZEFBAUTWWRWTI TS —2 3> APl 25— T 1 — %4
2RV T —2 3> T SSO PO REFERIT D IEHICHIIBEET,

OnelLogin Tl&. 772> b - JURXD— R(OneLogin BADT7 10> b\
DOTA U NERTD/\RDT— R)CHX. SAML E7z(d OAth FREENH
IR—hENTWVRWFTUS -2 3 D/ XDT— REEEENFET,
V)L OneLogin @772 b« JXAT— R, V)L M (salyfdE/\w>
1ZFEAUTRESNE T, 7TUS—>23>0D/\XT— R(E BARR
MRS SE 7L T U X LZER LU TESI{EENEI,  Onelogin &
Ericom Connect [El0D SSO TIER (CHEEET D/z8DIC. Active Directory D
d—YhERSNEXI. ZDfz&. OnelLogin AD Connector Z{FEHAL T.
AD & OnelLogin M7 0> NMESRZERATDINENSH D KT,

OneLogin DI A —IR—=XDFPTUr—>3>TlE. 1—IH
OneLogin 7S OHYHRZA > A M—=ILT R ENMRE(CIRADET,
(20160831)

56.1 AT

REZRIAT B(C(E. OneLogin 7R—%4)L T Ericom Connect
AccessPortal IR0 5—Z 8K UE T,

P, Ericom Conngct AccessPortal Form-based auth . browser extension
- Ericom Software

FUWIARTA—(CEFIZEMAF. [REFE] 20UV UET,
CNT, INSA-FEHER—HMERTIEECIRADE T,
RDAT 3> %FIRUET: Configured by admin

4 DDFEZNER T DRENDHDET .
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+ Ericom Connect AccessPortal PIEREACMELE | = HUE
Parameters
Credentials are
Configured by end-users e | Configured by admin Configured by admins and shared by all users
Ericom Connect AccessPortal Field Value
AccessPortal SSO URL - Macro -
Password S50 password
Redirect - Macro -
Username ADID

e [AccessPortal SSOURL | Z#zZ2Uw 2oL, [~2o0O] Z&ERUL
ga_o

o AccessPortal SSO D7 RLAZADL. [REF] Z20Uv oL
S

Edit Field AccessPortal SSO URL

Name AccessPortal S50 URL

Value
- Macro - -

https://serveracme.com/Eric

CANCEL SAVE

o [JRD—=R]1 ZOUvwOU. [SSOJIRT— K] &&ERU.
MRkfFl 20Uy IULET.
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Edit Field Password

Name Password

Value 550 password -

CANCEL SAVE

o [USALON ZOUvOL, [0l Z&RUET,
true] ZABD L. [MRFE] 20UV IOULFT,

e [O1—Y%l #UUvoU. AD 1—HDID@#I: AD ID)ZRT L
—H2DOEHEERUETS. TDE. [&RE] 20U IULET,

IV -2 3> OERN T T 9D E. BROI—HADEIDHTH
Thn., EHTEBILDICRDET,

5.7 Juniper SSL VPN Z{ER U=RH

Ericom Secure Gateway & SSL VPN ¥ AFENDE TERTDIZET. 2
BEI7A7IA-IREBRADOEF 17RO - VU1 —-23>%F
WTEFRT, oo 3>TEH SRALLT I7—ADIT780%
5£179 % Juniper SA SSL VPN AMERENTULE T,
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Juniper EH(CEMET B KD (C Ericom Connect Z5¥E 3 DIC(E. RD 2
DD Web UY—X - TJOT7AILHRETY:

e Juniper /R—%4)LH'5 Ericom AccessPortal AD SSO ADTOT 7 o
Lo COTOT7AIUE. I—HDITvIX—D(CRRENET,

o ESG fRHT®D AccessPortal \DEFEfZFRI I D U/N—-X - TOF>
T, ESMRZEHCLIZED.

Juniper SRR T TUT— 3 OADEE T ORI TOLIS(CRD

ESER

o 1—HH Juniper (COT > L. AccessPortal 7w I —0%EIRL
x9,

e Juniper (CKD. ESG #RHT AccessPortal SSO AD POST W1
nxE9,

e Connect SSO (CX DTS H Cookie h'i&E=N. U/\—X - JOF
SAZET AccessPortal DX — I~ « R=SATSOFRUSA LT~
=NzxE9.,

e AccessPortal R—=(&, ESG #fHT EUWS ([CKDigtenzxzg, U
IN—X - TOFSHMEHEND D, R—ZOEFMIIFHRELFEE
Fuo

I—HELD, BBITDV7TUT—2 3a>ERSNEEA:!

e ESG &EUNN—X - TOFS%ZEZEHL T, EUWS [CEFSHERIXES
nxd,

o UN—=X-TOFEHRTEHTI7AILNS ESGC NERENFT
(ESG /KRR I~ « 7 RL X T#EHNRRT RLAMEESNZET).
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o U)N—X - FOF>2%HET LT, AccessPortal (CLD AccessNow 12w
2 ahiEEanxEd,

o TWIOIHEMIITDIEHIC. AccessNow ([CLDU)N—X - TFOF
< & ESG Z##EHEUL T Y—4"w hdD AccessServer (C WebSoket HME
BRENEI,

— -RemoteAgent—- m
i 550
| 1 X Remote Desktop Servers
> Ericom Connect Server
) \ !
= h 1 AccessNow (8080)
<~ | | \_\__‘
[} 4/ %

Internal Firewall Ericom Secure Gateway

e~
Desktops

. Ericom Connect Remote Agent

o /

571 UNN—=X - T’OF> DB

U)N\—=X - TOF(CKD., EFHIIL—I/ILZ2FERET
AccessPortal (C7TR D ENTREICIREDET, U)I—-X - T
OF>%FEHEIDICIE. BIORERI bEERITINENSHDET,

COERFEFITIF. UTFOREMERASNTULET:
Juniper J7 KL X https://juniper.acme.com
{RIERA I - 7 RL-X: juniper2.acme.com

ESG 77 RL-X: ESG.acme.com:443

[juniper2.acme.com] H' [juniper.acme.com| I A U7X ERD
DNS I> hUZERRLET
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Ericom Connect T. ESG 7/RX |~ - 77 RL- X (&
[juniper2.acme.com:443] FATH23WENHDET .,

UFzflELTHULLWWeb UY —RZERULET(A—TF(EZDT Y
OR—0% )y I UIRNT L REL):

Type: * Custom
Name: *

AccessPortal Reverse Proxy

Description:

Base URL: * I |acme com/ericomxmil/accessportal/start.html | SI UL oD ne arfmmis DT

mple: http://wwrw.domain.com

Autopolicies: Autopolicies art 1r,.c. f facq. acme.com/feri comxml faccessportal fstart.himl 21

| Show ALL autopolicy types >> ‘

vl Autopolicy: Web Access Control

Use this autopolicy to control access to web servers and URLs.

[oses | [+ ]+

Resource Action
I l
low v —_—
[] https://esg.acme.com:443/ericomxml/accessportal/* fllow :x:’
[] https://esg.acme.com:443/ericomxml/* low
[] https://esg.acme.com:443/blaze llow

[+ Autopolicy: Rewriting Options

Use this autopolicy to bypass rewriting content through the Content Intermediation Engine.

@ Passthrough Proxy A passthrough proxy will be configured based on the following:

() No rewriting (use WSAM) * ® Use virtual hostname |juniper2.acme.com Clients connect t§ a virtual hastname on the IVE
——

572 SSO DFNFE

COERFFITIF. UTFOREMERASNTULET:
Juniper J7 KL X https://juniper.acme.com
{RIERA I - 7 RL-X: juniper2.acme.com

ESG 77 RL-X: ESG.acme.com:443

BFZEBIECTIHUL Web UY—XEERRLE I (CDT VI —D
(F. I—HWSRERBITDIEDERDET)
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Type: *
Name: *

Description:

Base URL: *

Autopolicies:

¥ Autopolicy: Web Access Control

[osee 1o I3 ]

Resource

Use this autopolicy to control access to web servers an:

Custom

Ericom Connect AccessPortal

I hitps iiesg.acme.com:44

| This URL will be used to create bookmarks to your web application and be used to generate resouf
| Qample: http: //swnw.domain.com

Autopolicies arhttps://esg.acme.com:443/Ericomxml/accessportal fstart.html

Show ALL autopolicy types >

d URLs.

Action

[} https://esg
[ https://esg.acme.com:443/Ericomxml/=

‘me.com:443/Ericomxm,

rtal/* fllow

llow

[/ Autopolicy: Single Sign-on

O Kerberos

O Constrained Delegation
@® Remote SSO

to the Web appl

e
Ao | (Rl aree o
" 7

5
ttps

POST the following data

Resource @ *
Post URL: =

Coue [+ 15 ]

Label

Jlicies to work effectively, you must enter|

https:/fesg.acme.com:443/Ericomxml faccessportal fstart.html

|https:/iesg acme com:443/Ericomxml/access

[nttps:1/esg.acme.com:4431 |

ey drect Tagin for
https:f/esg.acme.com:443/Ericomxml/accessportalsso.aspx

Name Value User modifiable?
[ Il Il Not modifiable
— —
username username <users Ngr modifiable
password password <password> Nor modifiable
redirect redirect true N modifiable
redirectto redirectto https://__juniper2.acme.com_Ericomxml_; tal_start.html N ifi

POST @ [RedirectTol DIE(L. ROIETHINENHNDET:

['https://juniper2.acme.com/EricomXml/accessportal/start.html |

IELIARTO 111 (F [_1 EXDE#RENDZH. IEULMEFIR

DLIICIRDFET:

[https:__juniper2.acme.com_EricomXml_accessportal_start.html |

CNHY. SSO MNETURBICTSIOUNIUSAL TSNS

AccessPortal X5 — K - R—=2ERDFET,

prlEENET,

5.8

F5 SSL VPN COEBR

[_1 (CXDESHBAN

Ericom Secure Gateway & SSL VPN ZHFENHE THERITBIET. 2
EIJ7AM7IA—)LDMZREROLCF 2 7R7OLX - VU1—-23>

303



ERIO141A

ZEITEFRT, COtzr>3>TlEH /=232 1211 ZFT9D
F5 BIG-IP SSL VPN SBAL U THERALTWET, /(=232 114
BABgD F5 HTTP JOJ 7 1)L TlE. Websocket 7w L —R - Aw45
— M HR— hEaNTVET,

(13022017JL)

581 AXS3a> 1 U)NN—-X - JOF>

U= - TOF(CELD, ESHII)L—)LZERET Ericom
Connect @ AccessPortal (C77JTZRXTDZENAIRECTRADERT,
Ericom Connect 1 > J S XA S OF v ([CERASNBABBRA S
Ericomcon.acme.com)i&. ZTUo—23>d RSNl 48
DNS & &—HIDMENHDFI, Ericomcon.acme.com (&, HIED
v NJ—2 EDMEB IP (Ericom Connect Gateway H—/\Z159 6
D)CRRTDHENHDFT ., E—DRA MEH. S8Ry hD—
ODRIDINTUw T IP(AMP T0O7J 7 1 )L%&$5D F5 VS Z3EI1))(C
FRRUZET,
5

Access Policy: /Common/apm_aprof ERICOMCON  edit endings  (Endings: Deny [default], Allow)

X X
[srt ) falback i ey o }fallback Successful | QueryoK , :sso PR in] fallback :Pool = n] fallback ,
AD Query
AD Auth fakback 4 } Deny I
fallback
+ ] oeny |

7oA -JOJ7A):

apm profile access apm_aprof ERICOMCON ({
accept-languages { en }

access-policy apm_aprof ERICOMCON

app-service none

customization-group apm_aprof ERICOMCON _logout
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default-language en

domain-cookie none

domain-mode single-domain

eps-group apm_aprof ERICOMCON_eps
errormap-group apm_aprof ERICOMCON_errormap
exchange-profile none

framework-installation-group
apm_aprof ERICOMCON _frameworkinstallation

general-ui-group apm_aprof ERICOMCON_general_ui
generation 6

generation-action noop

httponly-cookie false

log-settings {

default-log-setting

}

logout

Virtual Server Configuration for ERICOMCON
[tm virtual virt_ ERICOMCON {

destination <F5_external_address>:https
ip-protocol tcp

mask 255.255.255.255

profiles {

apm_aprof_ ERICOMCON {}

clientssl {

context clientside

}

http { }
rba {}

serverssl {
context serverside

}

tcp-lan-optimized { }

ERIO141A
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websso { }

}

source 0.0.0.0/0
source-address-translation {
type automap

}

translate-address enabled
translate-port enabled
vlans {

vlan_VIRTS 115

}

vlans-enabled

vs-index 44

}

SSO DESFE

UTFDOROU—->23v boBlOLSIC, POEX - RUS—D
[SSO/Auth RAA>] O3 3>h5 SSORUS —%RELET:

Access Policy » Access Profiles : Access Profiles List » apm_aprof ERICOMCON

¥ - Properties SSO / Auth Domains Access Policy Logs

SSO Across Authentication Domains

Domain Mode £ Single Domain  Multiple Domains
Domain Cookie
Secure
Cookie Options Persistent
HTTP Only
SSO Configuration 7apm_sso_rFORM_iERlCOMCON v
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582 ATS3a> 2. UsSA4

F5 DRIDREATZ 3> (d. USAHFZFERITDHETCT. EILE
A>2DISAFZERITDHE. FEAPM EZ1—)LICKDI—YER
SENMTIONZET . AT 3> & LT Ericom Connect H—)WA®D

SSO &7\ BE[CULTIZTUT—23> - hS5T0v D
(Websocket 1—)LZE0)ZESMI TEFHFI. F5ICLD.
Webtop(77-f I AFEDR—5FIL) LDR—F)L - PO - UY—
AZFERUTY S IONESMR FFRRME)BNET. CDATZ 3>
(L&, COETHEIINT D iRule DFRENBETY,

Ericom Connect CT{ER3 2MWBEB/RR b4 (ffl: ericomcon.prod.lab) (.
7TV —2 3 HEO TREnz] M0 DNS & EFERDFET,

Access Policy: /Common/apm_aprof ERICOMCON_PA  Editndings  (Endings: Deny [default], Allow)

X X
fallback + 1 P fallback oy Successful ol Query OK , ential Mappi fallback _— ioa Assion fallback +_.

AD Query

fallback

fallback E
7OrX - JOTJr7AIL:

z
d
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Access Policy » Portal Access : Portal Access List » apm_par_ERICOMCON

ERIO141A

General Properties
Name apm_par_ERICOMCON
Partition / Path Common
Description
ACL Order 17
Configuration: | Advanced 3
Match Case For Paths Yes 3)
Type [_Full Patching 2
¥ HTML Patching
Patching # JavaScript Patching
¥ CSS Patching
«# Flash Patching
Java Patching
Publish on Webtop # Enable
Link Type Application URI %)
Application URI https://eri 1.prod.lab/Eri Xml/AccessPortal/index.html
Proxy Host
Proxy Port 0
Customization Settings for English
Language English
Caption Ericom Connect
Detailed Description
Image Choose File | No file chosen View/Hide
_Update | Delete |

Resource Items

|| Hostor IP Address | Port | Paths

ericomcon.prod.lab 443 /*

308




ERIO141A

Access Policy » Portal Access :

Resource Item; |_Advanced $

Portal Access List » apm_par_ERICOMCON

Link Type Paths s
. Type: © Host Name ~  IP Address
Destination .
Host Name ericomcon.prod.lab
Paths I*
Scheme https &
Port 443
Name
Value
Add
Headers
Edit Delete

Resource Item Properties: | Advanced §

Compression GZIP Compression 4

Client Cache Default 4

SSO Configuration apm_sso_FORM_ERICOMCON 4
Session Update Enabled

Session Timeout Enabled

Home Tab Enabled

Log None ¢

Virtual Server Configuration for ERICOMCON_PA

[tm virtual virt_ ERICOMCON_PA {
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destination <F5_external_address>::https
ip-protocol tcp

mask 255.255.255.255

profiles {

apm_aprof ERICOMCON_PA {}
apm_seccon_PORTAL {

context clientside

}

clientssl {

context clientside

}
http { }

ppp {}
rba {}

rewrite-portal { }

serverssl {

context serverside

}

tcp-lan-optimized { }
websso { }

}

rules {

irule_ APM_ERICOMCON
}

source 0.0.0.0/0
source-address-translation {
type automap

}

translate-address enabled
translate-port enabled
vlans {

vlan_VIRTS_ 115

}

ERIO141A
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vlans-enabled
vs-index 44

}

Connectivity / rewrite-portal profiles: Use Default
Required iRule configuration:

when HTTP_REQUEST {

set tmm_apm_rewrite_request O

}

when REWRITE_REQUEST DONE {

set tmm_apm_rewrite_request 1

if { [HTTP::header exists Upgrade] && \

[string tolower [HTTP::header Upgrade]] contains "websocket" } {

# TNV S &)\ IT> R RL A TEHR

HTTP::header replace Origin "https://[HTTP::host]"

#USA N - TS30A0> 7 8t. BEURVVGEFYIIX ME
IEUEFET

REWRITE::disable

}
}

when HTTP_RESPONSE {
if { 1$tmm_apm_rewrite_request } { return }

set tmm_apm_chunked 0

if { [HTTP::header Content-Type] contains "javascript” } {
if { [HTTP::header Transfer-Encoding] == "chunked" } {
set tmm_apm_chunked 1

} elseif { [HTTP::header Content-Length] == 0 } {

return

}
HTTP::collect 1
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when HTTP_RESPONSE_DATA {
if { I$tmm_apm_rewrite_request } { return }

set tmm_apm_patch {

function wsWrapper(F5_orig) {

var wrapper = function WebSocket() {

if (typeof(arguments[0]) === "string’) {

arguments[0] = F5_WrapURL(
arguments|0].replace(/*ws/, http"))

replace(/"http/,'ws");

}

var socket = new F5_orig(arguments[0], arguments[1]);
socket.constructor = wrapper;

return socket;

%

if (Object.setPrototypeOf) {
Object.setPrototypeOf(wrapper, F5_orig);

}else {// IE10

Object.keys(F5_orig).forEach(function (key) {
wrapper[key] = F5_orig[key];

D;

}

wrapper.F5_original = F5_orig;

wrapper.prototype = F5_orig.prototype;
wrapper.toString = function toString() { return F5_orig.toString();};
return wrapper;

3

if ((typeof(window.MozWebSocket) !=="undefined’) &&
lwindow.MozWebSocket.F5_original) {
window.MozWebSocket = wsWrapper(window.MozWebSocket)
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}
if ((typeof(window.WebSocket) !'=="undefined’) &&

lwindow.WebSocket.F5_original) {
window.WebSocket = wsWrapper(window.WebSocket)

}
}

if { $tmm_apm_chunked } {

set tmm_apm_ patch "[format %x [string length
$tmm_apm_patch]]\\n$tmm_apm_patch"

}

HTTP::payload replace 0 0 $tmm_apm_patch
HTTP::release

}

when HTTP_RESPONSE_RELEASE {
if { [HTTP::header exists Content-Security-Policy] } {
HTTP::header replace Content-Security-Policy \

[string map {"data:" "data: blob:"} [HTTP::header Content-Security-
Policy]]

}
}

5.8.3 SSO MDERFE
SSO ZEA I DHE. SSOMRUS —Z2F7 IR - IRUS—RN(THE
UK EEWEERELCKDIBFANERDFT, EFRLTVWDHE
DADI)—=>2 3y hESRUTIIZE0Y),
BUF DE&(&. Ericom Connect - >4 —2J 1 — XA F5 SSO 7/RU
S —%ERR S BAEDHIERLUTVET:
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Access Policy » SSO Configurations » apm_sso_FORM_ERICOMCON

General Properties: | Advanced ¢ |

Name apm_sso_FORM_ERICOMCON
Partition / Path Common
SSO Method Forms
Name
Value
Add
Headers
Credentials Source
Username Source session.sso.token.last.username
Password Source session.sso.token.last.password
SSO Method Configuration
/EricomXml/AccessPortal/index.html
Start URI
Y
Pass Through ¥ Enable
Form Method (POST %)
Form Action [EricomXML/AccessPortalSso.aspx

Form Parameter For User Name | Username

Form Parameter For Password | password

redirect yes

Hidden Form Parameters/Values

Successful Logon Detection

e TR0 SRR
Match Type | By Presence Of Specific String In Cookie ¥

Successful Logon Detection

legaConnectSessionId
Match Value

V.
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6 HiR—b - H1 K

6.1 Ericom Connect (CE89 dE @ EDEREIR

ZD RF 1 A > hDFBEE(L Ericom Software (CE L. BEZREIHDN D] (C
Fesb BN Tz Ericom Connect D1—YZXIEI D EDHZEHNELT
WET. TORFIAZBIERHENTVNDY I MITTFHELU R+
X RERE SAEPREZROTTRHESNTOWET, VIITITH
KO RFIAS MM BHORF(CRDSBETZFEDICXDIFFRIEND
BEDHIIRD ., ERIXLFERTEFT,

CZICERBNTNDIERIGE. SHRLKEESNDZEN DD, [HRIRD
FF] EUTRMEN, BN EZRISNTOFERA. BDZR
DIfEmE. BHEICTITIHRELSEEUN,

CZTEIFESNTVDHID—EBE. BIRDIZHDHFHCTRM =N, HF(TE
HDIRVEDREDEDTY . EROBHZBHESECDVWTHEAENDE
D. FEFHEAENBIREZTEDTIEHDERE A

CORFIAADRTIE. E=ZFENSOO>FT2VY, HE H—EXEFIA
9D EMNHNDET . Ericom Software B KUEDEERTE (S, EE=EHD
a7, i B—EXCALTODRDERZENDT. IRTDOR
iz —tERsbFEE A. Ericom Software BLUZDRIER(E. E=FD
a7, & U—EXDFERICKDEUZVLNRDIER. BRFEC
(FEECEEZEVFEEA.
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Ericom & PowerTerm (&, Ericom Software OEFREHIETYI . Ericom
Connect, Ericom Blaze. Ericom AccessNow. Ericom AccessToGo.
PowerTerm WebConnect (&. Ericom Software OFEET I,
TDOMDEZINIENENDFIBEBEDEIE CHDIBENHDET,

Copyright © [2016], Ericom Software.All rights reserved.
EC_AdminMan20160406
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AccessNow

NN T -2 3> 0F R0 by TIAD
T (ERETNSD HTMLS N— X DT, 7~k
Z MANC TAccessServer] "W ETY,

AccessPad

Windows & Mac BDRAFT« T - O5A47> &

AccessPortal

T2 RI-UMNEIDHTENIZEVY-INT O
RFBEHDWeb XN—XBA>A> - IRA>
b EBBILIZZTUS—232EFRI YT
Tld AccessNow HTML5 - >&F—J T —X HM&E
FAEnZxEd,

AccessToGo

iOS & Android THIFERIEEIRRA T« T - B/\A
L 7Y)

gEI>Y-)L

Ericom Connect MEzfR. :&E. BIEZ(TO/C®d

D Web R—XDEEA>2HF—-TT—X,

AWS (BIE Web H—EX)

J—HH. Ericom Connect Z&EIE 9 B/=sHD
Web R—XDOEEBI> Y )L =SB IB30D% 0]
BEICUZET,

EC (Ericom Connect)

FEBDFT/I\A R - GO —F LD TV
—2 3> BIUOTRI YT ZERIT D, T4
—TJS5A4X - S AD¥ERRIO— 1.

EC BL (Ericom Connect
Business Logic B —E X)

> bO—-35 - U—EXREEREND. EZF

317




ERIO141A

X -OZYTEAAEY - T—H-—R-RXZEH
PAA> - T—EX,

Ericom Connect
Configuration Tool

Connect D1 > X b—)L#Z(CB&H (CRREISND
Windows R—XDF7 T J4r—=3>, Ericom 2
Jw REF—HIR—XDOYEREETEDWER (CER U
ia_o

ESG (Ericom Secure
Gateway)

TJ7ATIA=ILONBISDOEERUE— -
7Ot X &EBREICT D SSL N—XDFERET —
L s 8

EUWS (T> RI1—H Web
H—EX)

D547 > N Web H—EXEBFEEINET .
Ericom 754 7> k& Web 7R—47)L% Ericom
Connect (CIEHt 9 D EZblEE(CLET .

JUw R

INRTD Connect BEY —EXZEEITDH
DEBERDTVY R - R-ADTS5wy hTA—
e BTVYER - A2)\=(CIF. T—HIR=-X
DT —INDTV I AENSEZ5NET,

II—T - 1B

[ABTIL—T 1 ([CKD. ’REENz7TUT—
23 ETRI MY TESLCZDOTO/INFTAHE
HENnx9,

IIWN—T -2 5L

[SXF - TIL—=T1 (KD, FEUTSTON
TAZFH DI AT LADAL TS 3 > NEEEINE
¥, NRHIIL-TTREEMFSNZEIT TV —
232 EDIATLANSEE T INEIEET D
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Iz S RF L DIL=THRRITIL—T(CE
DNHTENET,

RDP

UE—bk - FXOMvZ - O3 M L(Remote
Desktop Protocol)e <O MULIE. F—R—
R, ¥YOX, BLUT—FRRDIZHIC,
AccessNow & Blaze 7O ML TERENT
WEY, BN —/I\ED—-OXF7—23
> ETccorOd MULAFIATIEE TH DEN D
NFEI.

RAWS (RemoteAgent Web
H—EX)

47 2 D Remote Agent ZEIR I BT=HD
Ericom Connect RemoteAgent Web B —E X,
JUw RDO—EFT3H D RemoteAgent (&, 51
1 EUTHESN. Web U—EXRZFERAULFEE
Huo

UE—hF-I—>1x>b
(RemoteAgent)

BERENrUE—b - U—/(TS/IRDS)&ET—2D
AFT—>3> =8 - BRI B/ D Connect
Agent, RASDREEMET7OT4 ES+ (CEAT
D Ericom Connect 7 —4 &ML FEIT . FLL)
RemoteAgent (&. LLRID/\—=3 > ®D Ericom
Connect —/\EB#MENG D FEEAMBI: 7.5
RemoteAgent (& 7.3 Ericom Connect TI(IEEL
FEA).

SQL 7—ANR—X

LiR— b EDTRDRERET — 578N D1z D
Microsoft SQL > —~/~X—X, F/z. Ericom
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Connect DICE) & BIEEBIIFICFERINIIBMRT —
SEBIMUET

v 3> - /RXA b

ttwv> 3> - IR hOEEINBEME =N
Windows 2008 A D —/(, Ericom Connect
TF OB DOHFMEDEESNTND Z ENBE
THD. fdD Microsoft RDS > R—2> M#I:
TSGateway) (I EH D T A

SSO

> >)L - B+ > A>(Single Sign On)

H—=FIL- 5=/ UE
—h~-FTROMYT - B
AN

BEOI—Ih S0 RDP YOI NEZETD
CENTEBIARL—Fa>2YT - X5 L. B
(&, Windows 2003, 2008. 2008 R2. 2012 T
9,
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DU—-X-J)—h

6.3.1

Ericom Connect v7.6.1
[UU—XH(GA)]

2017 &£ 2 H

[Ericom Connect #£5E]

Linux T®D URL US4 L2 MLinux BIEFHR—FUTEDEEA)

Linux TO7 TV —>3>ORE(Linux BIEFYR—MUTHEDE
BA)

Linux Ty >3>ThOtzy >3 >HB((Linux BIEEFYR—-FULTED
FEA)

AccessPortal F—7/R— ROOT—)LZT /A X L(ICO—HIURF
FEELHNDLFTDI R EINS A= DI

d—5 -y 3> ThOF—/R— REFOEHERE D EX
BEY—)L: F11 OFTRAO-TDFHLUVERTE

BIEY—)L: F—IR— RREEFBEOFT UV \KTE

B —)L: FTUL Blaze 5%E & [True Lossless] E— RDOA T 5

~

~

CLI(EndUserSessions) ¥ > RTI1—HmIFDR—FILEZY S T
S D—EZRR
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RDP (19702) (C&D. TOTSLDT 4 —IL REE%Z 256 XFI(5%

=

E

REFAD RemoteAgent B —EX(LB/RB)ZT J )L hTHERNE
(19995)

RADIUS @ [$EHGENEKDONE Uzl DI\ ZEERERRE
CA0000030979. CA0000031435)

RS CA DRSRE: CA0000029922, CA0000031271.
CA0000032348

RN T= AccessPortal CA DftldE: CA0000021667.
CA0000031612

[AccessNow]

AccessNow W= 3> TOF—/R— REEBOEIERE VDB X (A7
REFH: CA0000027367)

AccessNow FIRIT>=> D7 v 5 — NERRZEFH: CA0000027126)
H—EX - U5V (CREET D/ T DRRERREH
CA0000031844, CA0000032064)

R ENTZ CA DRERE: CA0000030558. CA0000027262,
CA0000031844. CA0000032645

[AccessPad/Blaze]
Ubuntu 14.04 FADFT UL Linux x64 /\—=3 >

[ True Lossless] E— ROELREZ BN

TILAOY —> D8/ \—DEe%z 3 EO)ULE

322


http://varzi:8080/tfs/Ericom/CloudConnect/_workitems/edit/19995
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R ENTz CA DfERE: CA0000010088. CA0000001106.
CA0000029266

CA0000029267. CA0000027817

[AccessToGo]

MLUWTIAII N RILFIYF - E— REFME

LW IAI M mEZZEEITDIEDOIINRI)—->DUBA X%
auit

F—IR— RZIFRRICUTER DRD IR AR — R Z R
(CA0000022001)

R ENTZ CA DRERE: CA0000027842, CA0000029228.
CA0000008976. CA0000031158. CA0000032211

6.3.2 Ericom Connect v7.6.0

[UU—XH(HF)]
7.6.0.15799
2017 &£ 2 H

Chrome 56 TEIET DD AccessPorta D HTTP E— RZE{EIE

[UU—XH(GA)]
7.6.0.12954
2016 £ 10 A

[Ericom Connect #8E]

#rUULY AccessPortal 1—H « TOXRUT > X

TULLWEEIO>Y )L - TOARUTI X
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Windows 2016 UE— bk - Tw= 3> - 7R X M(RDSH) D E#a%
Windows 2016 SQL Server & DE 4

ttyv3a> - SvROA>D

v a>oOdADd, tdLlUoUuty b

B> Y —)LTD RDP TUARY I ADEE
SRMERRESNIZZED SQL T —HIR—RDERZEHR— k
RADIUS - @ Z{ERA LT [Send Client IP] ZiENN

RADIUS — [<domain>\] F£/z(& [@<domain>] ZZ T ANDKD
FIAILEL - RAAZZEE

2008R2 MEMMN S SP1 DEMH7ZHIbR

Ericom RDX Linux xRDP
Linux Tw >3 > ORI &EA—F 1 ADOBR— hZBH

FUWSF v aR— REZR: T —AIXR—XDFEAIRT. RemoteAgent
DAF—4 X (Windows. Linux)

AccessPortal CIEEBZBSICAD EUTIREFI D ENT]EE
BEOBRMAUEIDT —IR—R « T—H%ZHETBIHD CLI

DAV - FATCEDVWTRHEII—-TZEET DD
CLI(SetConnectionRule)
TRONYT - 2w 3a>nF4 ML - SNIVEEET DD CLI

BR— 2B E LT dogmon DFFliEFRRT DT26HD CLI
BAT J 7 A )LODIF

AccessNow Zw< 3> T CTRL+P Z#J OV U9 B DERENTE
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LR—b: 15| UE—-bEv>3> ]| TRETOIRTDTTS
Do —23>ZRR

DS54 7> N2DIRF (Preserve Client Name)ZBH&ME L. = XF A
RTEMSHIBR

RDP_WithExplorer #gEDHR— ~

BAR—FR> NTERSNTZIRTOEBEBAIIAS(C
SHA256RSA = {3

AccessPortal EEIE Web R—=®D IE 10 DH7/R— hDBELE(N1 20
VT NZ LB MSIEL0 DHR— MR T LTz/z8)

Linux RIBIEHR—BMUTHBDOEFEA

LI D CA #:RMDIEND: CA0000027476, CA0O000009580,

CA0000011254, CA0000012806, CA0O000013556, CA0000014653,
CA0000014731, CA0000017781, CA0O000018073, CA0000018444,
CA0000018861, CA0000018915, CA0000019440, CA0000019480,
CA0000019828, CA0000019872, CA0000019919, CA0000020173,
CA0000020240, CA0000020733, CA0000021667, CA0O000021738,
CA0000022059, CA0000022295, CA0000022442, CA0000023090,
CA0000023124, CA0000023397, CA0000023457, CA0O000023497,
CA0000023554, CA0000024676, CA0000025372, CA0000025412,
CA0000025509, CA0000025574, CA0000025998, CA0000026201,
CA0000026963, CA0000027124, CA0000027203, CA0000027312,
CA0000027534, CA0000027543, CA0000027749, CAO000027866,
CA0000028394, CA0000028564, CA0000028840, CA0O000029061,

[AccessPad #EE
Mac iz /\—=3> 76 (CT7VvI5— b
Mac lRDT7O0tZS L —>3> - E— RTO NLA DYR— ~

Windows MR COFF X b EBHRO I E —/IR— X bDeE
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[AccessToGo DHERE

[AccessToGo DHLRE]

Android 6.0 &DE#4%

7.6 LIETIE. TIAIRTIILFYYF - E— REBEDEL

[AccessNow]

R EEVEFDT7Y TF7— b
DYV FWETINA A@TDIIY T « FZA—=3>
v a>ADIE— - R=X MTTFFXRX hDOERZRIF(16584)

6.3.3 Ericom Connect v7.5.2
[UDU—XH]

2016 £5 H

[Ericom Connect #8E]
RE7ZTIVT—23> ETIL—TH—ED ID Z§FD
VIV 3> DEEHICTI>O— RSN ID LEREVELTD
Lo+ - ATZ3>
70 - I« > 3> ToiEgnin'FIFAeIEE
[Preserve ClientName] XYVw RDEM. AT 3>0D [“CCHI A
A
ConnectCli resourceDefinitions IEN

AccessPortal D)\ TR - J\X DT — R(CHEHXF = {FH0EE
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Linux RIBEYR—MUTEDFEEBA

[AccessPad #EE]
URI #gE%{E A U= Windows AccessPad Dt E)
Windows AccessPad DOEHIEXERIRE/RS 3 — MOw &

estp URL ZEERIT DDA TS 3>z > A =S (TEM

6.3.4 Ericom Connect v7.5.1
[UU—XH]

2016 & 3 H

[Ericom Connect #8E
Ericom Connect Linux v =3 >DOH7R— MLinux BEIYR—k
LTEDHFEEA. )

AccessServer for Linux (BIEMRE— RDH) (Linux BIRITYR—b
LTHBEDHEEA. )

RemoteAgent for Linux (F-1 7 2)(Linux BiEFHYR—KMUTHEDFE
BAo )

24~ 2 RemoteAgent FAD#T L L\ RemoteAgent Web B —E X
T—HDEZ2ATIULEEDRR - 42T U2 T > XAD Ericom
Analytics (L>45—754X)

T—INR—RZ)\y OV T8t d DizhdD CLI A K
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INRTCOOAVR—FR hOFEAEZST I AL MIUZY b T DD
CLION> R

7TV —23> - URMDREALANIVCRARIAIINSDI T
W% ZR<AJHE (AccessPortal, AccessPad. AccessToGo)
FTES—2 3> - )LD FTVZERIDEBEELET VLD [CHT
Bx

JUw ROFULWTIAIL NS A—=5:1, 0. 2 (LLFIE215)
3DDFILWL TOT1 >R | BiRIEHROAE(AccessPad 7.5 B
ERRE). RAA > OEEE LU HRSE L

FNER/ (SA-HZRITID. BIMD SSOR—=: PTUT—<
A%, IAINFE. TILROU—-> - E—R

I>AH—TSAX - SACATHAESNDT > MIDFT T AL b
Z 10 H5 1,000 A&

EndUserSessionReportingView (CHT LUV (S X —57ZB1
BIRBEH AT LADARST I - 7 RLUAER— b IETFE T DHEEZE
il

BEES A LY —>DILIE(11740)

Win2008R2 \(®D Ericom Connect M-1 > X b—)L

AccessPortal [CF—/R— R - OF—)LEEATS 3 > %ZiEN

LA D CA fiZRMDENN: CA0000016532, CA0000016607.

CA0000017772. CA0000018188. CA0000018930. CA0000019240.
CA0000016384. CA0000013377. CA0000017013. CA0000018568.
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CA0000019072. CA0000020912(2016 £F 3 H(C 8522 NI A &
EN1)

[AccessNow #4EE]
AccessNow VY —)L/\—N®D ALT+Tab 7/R5 >

BEERGEENEE T DT TS — 3> FHD [Scale to Flt] D&
J=2

Chrome &O0—AJL + 5/ 4 X (Windows)BIDEZEIE —/R—X b
F I A )L hDOER/NFHERE % 768 x 600 (CEE

BUF @D CA #ROIENN: CA0000011389. CA0000016173,
CA0000016352. CAO0000009575. CA0000009580. CA0000011463.
CA0000014455. CA0000017781. CA0000018715. CA0000018812.
CA0000001109. CAO0000008917. CAO0000009640. CA0000016102.
CA0000017701. CA0000019039

[AccessPad/Blaze]
AccessPad R F— K AZ1—D>3—bAOv bh - 74>

AccessPad BL I EHEK T 7 1LY R— b~

LUF D CA fERDIEN: CA0000018720, CA0000009603.
CA0000017172

6.3.5 Ericom Connect v7.3.0
[UL—XH]

2015 F 10 A
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[EEHAE

NIVFFTF

HAIIA XOJRe/RERE DRI R ER

ESG [C. O—AIL - U—N\ZERITDIAT 3> %EN

ESG (C. BIDHTBNIESRT LA - JIL—TDHIEHRIT DATS
3 > 7B

ESG ###:tDd*(C RADIUS ZBMIC T DEFLWLAT S 3 > ZENN
RADIUS DT 3> Rt

Configuration Analyzer 1—7« U7« Z{EBISF D> 00— K& U TH
FAm]gE

>S5+ > T RemoteAgent & 7.2 W5 7.3 ([CPVITITL—RIBCZ
EME]EE(C

LWAT>a>o@em@l: MRuzOJ1>1)

RemoteAgent (C Windows 2008 32 v hdDH7R— N&ENN(9347)
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FiUWISA 7>~ [Access] R—Z%&E1N

Configuration Tool DS A 77>k - U>OZEFH UL [Access R—= |
(CF5EH(9006)

BEO>Y—ILTD Ink 771 )LDIFH

Microsoft Azure SQL DB 7R— MAWS RDS MS SQL (JiBM)
JUw R« O2R—2> & RemoteAgent FHDET U UWEIRRDIRAE
AD RFE T+ —)L R%& 50 XFZHY7R— b9 D LD (CHLIR(9209)

Secure Active Directory DERRIBHRZFERA LTI U REHHAET D
$ikae

RemoteAgent A IET(C Windows 10 (CHFAS

Uy RONSOY]EES(C RemoteAgent DIEREHET DA T3>

BIES=N=/I\J:
HEEY N W O XDEEZ =9 &S Ericom Connect Pro Z 77w
T — 1 (9472)

w3 > DY (ICEEIMI(C AccessPortal X =1 — - J\—%XR
(9649)

dA—HYEUFTa@EEDZDHICT T AIL bDINA > REZEFT(9007)

[NNAD— REZEITDINENDDFET | %FEICRIET DFREDELE
(9002)
Active Directory #&ZAER TDIIL + F— LAFKR(9211)

ESG B EDIEEDNE(8982)

[PT)EFRO YT | TO)G o | 55l (C TUSA L2 MMERK
0> 3> 7ZEN0(6543)
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[AccessNow H#£EE]
FvFI)INy R« YT
Chrome N"50O—HIILADEZEIE—

IIWV—T - RUS—&2BMELTE NLA DBR—

[AccessPad #&E

AccessPad Windows TDT XU v - > 3—hkhwy MNPZ4I>2D
HiR— b

AccessPad Windows CTOO—73JL Windows OS 750 SSO MH7R
— bk

AccessPad Windows x64 Hh\FlFEaIEE (C

AccessPad TD NLA/TLS OB /R—NO7OESL—23> - E—R
7)

Mac AccessPad (C Uniprint 517> %) \> R)L(9620)

6.3.6 Ericom Connect v7.2.0
WU —XH]

2015 & 8 H

[EIRHLRE

Windows AccessPad TDOH—/\ - 7 RLADZ T AN
Windows AccessPad MSI ZH5—/\ - 7 RL X THRIEZEAJHE
Windows AccessPad ' Windows 10 (CXTh&
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Windows & Mac A AccessPad T Uniprint X35
Amazon AWS SWL Cloud Database MH7R— ~
BIEESNZ/I\T:

9007 - T I AL bdDJ\A > RMBEDEH

8978 - (AN) 7 U4 —>3> « E— RT®OD CTRL+ALT+DEL Z3FFK
b

8026 - RemoteAgent DFBEENE(C [ O E1—5 ] OEE=HMH
¥

8750 - (AP) D TI)LHL - A7 OO0 &IERRICTDIZHDF TV
NEIP & s =)

7442 - (AN) U X MMC&HDF—7R— R%Z Auto-sense T I7+ J(C
L7

7460 - (AN) A — hF—/R— RE®D 2 BIOT ) v O%ZiBEH 9 D i0S £
DAY T —TZFRR

7888 - (AN) W—)LI\— A =3 — - \—DTF (BN DHEEZ R
6860 - (AP) BEIHD/NEWVWT/I\A X TDF RO YT - Ly 3>T
DBz iR

7356 - (AP) Juniper EDEEMZIENN

477074 7431 - (AP) MSIE 11 TD [T SO MHR— hanTuy
FA] 700 DREZFER

7884 - (AP) XZ”1— - IRYHUHER DRIEZ AR

7984 - (AP) EZA D)\ T A —~<X > A% [ L

8464 - (AP) $TL L) PIN J— RODMIER 2R

8276 - (AP) S AT DREIBEZ AR

8162 - (AP) Firefox TDZEMRA T —> DEEZ R
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8028 - (AP) D7 TV —> a3 >hSHlUIEISEICU X haEER
=

8029 - (AP) X I RAD/)\w T « IRF>Tw > 3 > Z I L7

6.3.7 Ericom Connect v7.1.0
[UU—XH]

2015 F 6 A

[EXEHLEE

BEO2Y—ILOZEEY/R— b - 8 SBZIEN
EJL k-1 > ®D Configuration Analyzer
PR7ADZZE I DIZ8HD ConnectCLI AN B
BIDSA > RFHlNRREND LDy ITF— hEnNfies X5
TARRAVI 7 ERVE G4

7Y IO — RIEBEMEE

SSO THES{L/\RD— R ZFERTDIAT> 3>

7 A MNAD AccessPortal HTTP 1 > —J1—X
[T> RI—HEE

U <R &EMNJ= AccessPortal 1 >5—J T —X

AccessNow 7.1 7w 5 — ~

AccessPortal URL (&, 7.0 T®D [<ty—)\J7 RL-X>/AccessPortal |
s [<b—)\07 RL X>/EricomXML/] ([CZEEE

[E1]
AccessPortal (C(& IS MBS IADFE U
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RemoteAgent (& Windows 10 L TR hEEMULE UL
AccessPad & AccessPortal (& Windows 10 F T X MEEMBLUEL
1=

6.3.8 Ericom Connect v7.0.2
[UU—XH]

2015 F 4 H

[(A>FF X - )N F]
AccessNow DB XZE/)\J%(EIE

6.3.9 Ericom Connect v7.0.1
[UU—XH]

2015 3H31H

[EEHLEE

B>V —)LIC RADIUS ZiEhN

BEOSY-ILOEREC. AT A - LR)LDREZIEN

d—H - UX b, BFREHS AT . Connect U—EXRHDEFH LT
1 ILFY > e

—EDY —ILF Vv T DFFX haigik

A > RF7ZO> D RemoteAgent TD LUS DHR— ~

INTHELE

FTEEE(C DLW CEIIcSNIZE R X2 b
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[T+ U5+ #EE
i =NJ= XTEA BBS1L

6.3.10 Ericom Connect v7.0.0
[UDU—XH]

2015 3 A 15 H

[EXEHEEE

Web XR—XDEEI>Y—)L
NILR « AF7—=HX - T421TV
Y — XEB DT

TUIEMIR L 7TR— SRR

ConnectCLI AN¥> R S14> - A2 —=—T1—X

[L> RI—HHEEE

AccessNow v7.0 HTML5 - >~ —J 1 —X

AccessToGo v7.0 E/\AIL - OS> b

AccessToGo Connectv7.0 €/\AJ)L - IS4 7> &

AccessToGo Sector v7.0 €/\AJ)L - IS4 7> bk

AccessPad Windows 3.4, AccessPad Mac 3.1 %17+« - 51
7

SIS - 220 - BA>2AY - A2HF—-T1—X
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AccessPortal O 1> - 7R—4)L

[T+ U5« HEE

HTTPS Bt

UE— b - 771 XHD Ericom Secure Gateway DIEE
RADIUS 2 ERRFEHEDYR— b

Y — R 1 DEBRNIZEEAZEOY/R— b

1> TSRS OF v HEe
PoC EABRIBEOAN A N—F - AT>3>
SaIAMEDZSHDE)L b > =Nz Ericom U w R

[Z4F]
Microsoft Active Directory

Microsoft SQL &E7/z(3 SQL Express 2012

Microsoft 1S 8 I\t

Ericom Connect ZUw R - J>/R—=> D Windows 2012R2
H—ZFHIL - B—)NEVUE-b - FROMYT - B—)NC(E
Windows 2008 A EZ&SEIDHULFT

D—DOXAF—>3> « POTAWR - RIES XD b IN(TE
Windows 7 A EZHENSHUET
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6.4 Y—)\.HBA1RKRDFAQ

6.4.1 Ericom Connect D1 > A M—=JLBICH—)\ZIREET D

Configuration Analyzer % Ericom Connect Configuration Tool & (35!
(CEEENTDZENTEEFI ., . Ericom Connect Z-1 >R b—
LI BRI & 55 ZMNTBEIC, Ericom Connect TERAT 20—/
ZIREL T DD(CIZIIEF T

6.42 IPv6 ¥ >&IVUY RICES8mMEE3

IPv6 AL TWBNSI T UwY RICESIEES(C(E. Lookup
Service Hosts] 7+« —JLRICIPv6 7 RLXAZADULET, IPv6 L
NDT RUAPMERESNTWLWRISE., TS —HINERRSNET,

Settings
Grid Mame EticomConnect?? 7]
by Host or IP ted0:6d?0:bd1:6h0f.a93a2:3
Lookup Service Hosts fedl:6d70:bd1 Bb0fbI a3
Tenant Info

643 IIRAMDIP P RLADEE

IRABRD IP 7 RLAEZEUIEIBE. RemoteAgent &2 1w R(CIE
I D ENTERRLIRD, Configuration Tool I FOIS —HFRR
SAESER

Updating configuration files ... done.
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Searching for grid EricomConnect ...
*** Cannot find EricomConnect ***

CNZEfERY B(C(E. RemoteAgent @ Configuration Tool ZFCE) L.
[%COMPUTERNAME% | ZFERHAUEXI (S AT AIC2DUEDIP

7 RLANGFET DHE. COEBICEDIELWV IP 7 RLANGEE

SNBJTEEERLUTLLIZEW)

6.4.4 EAID Connect EEHZEIDYHTEHIILEMNTERWN

RAAEBEI-H(CE. I—Y - OTABERXAZENINESR
SNRWNBENSHDET, [Active Directory 1—H &> E1—4 ]
(CZEL. BROEEEI YD [77HD> b TADINTODIA
BAEESN TV EZER LT IZEL, fi:

M | #FF | POOYE | Toge() | BE | B | RIS
2—H- 0HAVE):

I admin ‘ ’ @corp.jx3.com v‘

I—H— 04AVE (Windows 2000 SDAT(W):
’co&sz } ’ admin ‘

6.45 DUV R..ADR—FR>D MNMCRAUN—23>%ERITS

Ericom Connect > 7R—3> MM BIC/\—3 > HNTEMET DK
SEEEtaNTULEYT ., HLI—=3> D RemoteAgent & FHTL LW
—Z3>0JVy RiCER TS DHBENHDFIN. AL/I—->37
SERBEDICINTOIUY R - OR—R> baFPyvTTL—R
LTLIEZEV@II:EUWS), FJUw R« OZR—3> MU0
Bma. [I\SGA=FDHT> bOFR—E] OIS —HIRRENFT,
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6.4.6

Parameter count mismatch.

a2V =3 >0V y REDEBREDRL

RemoteAgent

ERIO141A

FLLW =23 > D RemoteAgent T LV \—>3 >0 U w RICHE

rRATBE. YO TIS—HARRESNET,

E Ericom Connect Remote Agent Configuration - O X
Settings
Grid Name EricomConnectforscreen
My Hostor IP 126.0.3.4 "

Lookup Service Hosts

Tenant Info

IAgent software is installed

Grid software is installed

IAgent service found

Updating configuration files ... done.

Searching for grid EricomConnectforscreen ... found.

™* This remote agent cannot inter-operate with a server earlier than 7.2

Grid: Found Host Not Registered

| Connectto Grid | Exit

—

RemoteAgent #2 Uw R « A2 R—R> hEAUN—=23 (L7 Y
T7—hUTLIZEN,
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6.4.7 SQL TO Windows &aalk

SQL 771X (C Windows R5EZEA T D155, BAZRAI(C Ericom
Connect EIEE 1 —HZEEBEIIL—T(TEMIDZENMRETT,
=5(C. Ericom Connect AT LANEHRSNTVND RAACIC, €
DEBEI-—IYNERNTVDIRENHDFT,

6.48 EJLINAEIASZDETT

ESG. B Web H—EX, SXUVI> FI—Y wWeb H—EXR®D
TTDOBECEBLIIAEZEtd B(C(E. Ericom Connect H—/VTIRD
ON> RZEERITUET:

ConnectCLI ConfigureCertificates FindByExtension

1.2.840.113556.1.8000.2554.57748.52896.21682.18417.45066.8514
989.679433.1

6.4.9 AccessPortal HTTP 7R-1 > FODERIL
MfEmt—EX] | [I>RI-—Y WebH—EX]| (CBBLET
THTTP B3] &= TLWWR ] (CEREULET,
CDEFEZ(ICEUWS H—EXZBIREUET (7.1)
HTTP RT3 &EICKD, RO NS IILSa—Fa 20D

SSL IS —ZEECTEEY,

6.4.10 AccessServer iIR— FDZEHE

AccessServer Tld. T JA4JL T 8080 /R— h=EfER U TEEMT
PNE9I, ZOR— MEE. RDOLZSZAKNUDNSEEIBZIZENT
=X
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[HKEY_LOCAL_MACHINE\SOFTWARE\Ericom Software\Access
Server\CLIENT Side]\"Port"=

AccessServer [CHRASINMBEZFERTB3i5E. BRAUEEELN 159
THEIM(C RemoteAgent (CEREESNE T, BEEICWEELEINDY
—)\ - B ROBINETEEHDFEFE A,

6.5 H—)\ .1 ROBLMDENE
6.5.1 Database Server User (FRFEBEDEZBI THIBENSHD

X

[Database Server user name] (&, RFETHDINENDHDFEIT. T
TAILRTIE. CDERTVY RERUXFITHESNTSESD, R
BOXFHEMERAUTBANTIRENHDFET, (Connect 7.0.x
NHERTT)

652 LiR—: Access Server I« LD ICIE RemoteAgent
HNBETY,

AccessServer X —4 X (C(&. RemoteAgent " ETY,
RemoteAgent B —E XM [EITH] TRWEE. AccessServer X7
— AR (FENETRDFRT,

653 90X - RAA> - D)I—TFBR—bhEThFEA

PDORRRA> - D)I—T + A2\—=2w T FHBR—- bE=nNTLFEE
Ao BIRIE. BBDRAAZDI—HITIL—THBIRXA>DT)L—
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TDOAIN—=THDHEE. BIDRAA(CEIDETENZYY X,
BDRDIL—F/TI—ThS 70X TDIENTETEFEA,

6.5.4 LR—MDBRICHBITDIEDE

Ericom ZUw ROIARTHOYSI 2, @B DYA L - V— X %={FH
UTCHEREIITDINENSDNDFEI., IS NEEISNTULRWLNES, L
R— ROBRERINDIER (CAEODENRRESNDIGENEDET,

6.55 {SRSNIZEEAEC K DINR—DH

SATALCA DA M—)LENTZEFESIZEEAE & Connect (CfEF
IdHA. TOIAEE TTOXRR—bagEl EULTEAFACA>
AB=ILFTDRENGDDFT ., FAEMNEYICA A h—ILENT
WRWMBE. BOR—RD MIFIECRXTBTENTERLRDE
9. sEAEMNEYIICA >R h—IleNfcC & &R I DT,
HTTPS 7O ARD IS TEDRAEZRELEX I, IS TLAE
NEMET DS, Connect TERIFRICEMELE T,

6.5.6 EUWS 9'0O0—/)VLSEAZEDRIRE
EUWS TDZJ 00—/ VULEEBEZM:ESE (CRE I DEIMDORIEITIRD & H
NTY:EIEEEXI)0O—/)VUL - LNV TEHREUREBAEIC. I3 > 0i.
NTRIBENMNFRE T BaEEN DD, FTLLYH—/NC [Unable to
function] EWLWSIS—MERRESNFET .
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6.5.7 RemoteAgent BEELRVEEDOEYS 3> - USAS
Lok

RDS J7 —AZERIT %S, I-—Uhtev 3> ZRiEUIERIC
v a>oUFAL I MIRETDIHEENDDET.

BIZ(E, OTA>9F D1 MBORR b E(CHfrenizzy>3>
ZRDOIBETY ., UFA LT RMTONIZY =Y b - IR KIC
RemoteAgent H' -1 > X b—)LENTL\BIHE. Connect EIF(1—H)
Y —=)LICIA—YDRDP Ty>3> - T—HHNEUSKRRSNE
ER

LU, USFALT STONIZSY =5y b - IRABIC
RemoteAgent MFELRWEE., 1—HYDttv> 3> - 7—H(E=E
(C/RDZFET, MIETDLIR— DI MUTIE RIEBIGRZ b - 77
RLRAEHRRESNFELAD. wDUSF A LT SFEE UTZRX bEER
RENFEFT, ULIEMND>T. USFALT MERTELY ICEITESNDE
DD, LiRk— DT —FICIFRIEBIIRIRA |~ - 7 RL AN RRENE
TBA.

CDLR— bOA—E 7z T D, BJREIRR D IR TDIEH/RA b
L (C RemoteAgent Z1 > A R—=)LF D EZHENDLET,

6.5.8 Cloud DB C@ Configuration Analyzer DL 35—

Amazon AWS SQL & Microsoft Azure SQL TDF A bDEER,
Configuration Analyzer (CKD [User is not a database
administrator(1—HYHh'FT —AIR—IABEETIIHDEEA)] EW1WVD
TS5—MRENZFET, Ericom Connect (&BEYREEIRIRZHEA LT
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SQL T —AINR—RXEERCBETETDLDICRDEH. CDIS5—
(FEERLET.

w UETanase ConneECtviTy
® Database administrator User is not a database administrator
(! i ¥

Db | S al

659 B—EXDOBREBEICEBENATSA> LD

Admin B5—/U. S —EXZBEH LR, TOY—EXADERES
NISEEAENA > XA h—=)LENTUVIRVMBE (. ROIS— - Xtz
—IMRRENET:

OJ4> - JO>7 hZEHET B ICIE. Web R—ZZ @ HI8 (CEH
LET., SEBIOBENRETDOZEITDC(E. Admin B—EX
ROEESNIZIRAEZ > A M—ILUET.

6.5.10 RemoteAgent WMI T5—

RemoteAgent Configuration Tool (CKDRDA Y Z—IMNEKREND
=V SE S

Unable to retrieve all the required information from WMI. Please see
the documentation on how to proceed.(3 /N TDWHER(FHRZ WMI H
SEEIdCENTEFRA. HHATIDAELCDONTEF Y2177
ILWEBRLUTIEEW)

DAY E—T(F, SRFTALET WML URS SUDIE L TULDE]
BEEZRULTVET,

SEHR(CDULTI(E. WMI Diagnosis Utility #E47LUTL ESEULN:

https://www.microsoft.com/en-us/download/details.aspx?id=7684
RemoteAgent Tld, ZXF /L« LNRILDANRZ MI: CPU [HHER)
ZEERIDIEHIC. WM IMERENZET .
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6.5.11 w3 >0 ClientName @ CC# &(&

Ericom Connect 7.5.1 8 XUENUFID/\—>3>T(d. RDP tZv
> 320 [ClientName] DFXRE(C [CC#] ELWDXFFIHBENMEN
TWELUE. ZOXFHE EBHOZHCEES 3 > ZHAl T
(CERENEY., —8DI7T U —>3>Tld. [ClientNamel (&
[CC#l SNILDIR, AT+ TIMREBZHRF T DIHENHDFET,
Ericom Connect 7.5.2 LAf#T(d. Ericom Connect B —E X,
AccessPad. RemoteAgent D/\—=3 27 7.5.2 BIFETHNIL,
[CC#] SNIUEIEIRSIADFLUE, /\—=23> 752 T [CC#]
A FOERAZEMETDC(E. [ RFTLRERK | SRATLEE] (C
BEL. [RDP U547 h&%ZR¥EF(Preserve RDP Client Name) ]
Z [(EU\(Yes)| [CEBREULZET,

[RDP U5+ 77> h&%Z R (Preserve RDP Client Name) | HVE%H
ften. HW=>3>005177> MMERESNDEBE. LETEE
¥k TCC#] 7 IClientName] (CIEBAIENET,

IN—==3> 76 LETE. CC# DEFEIIEETHRESN. FEFRTE
[FEHLDFEA.

6512 JIF7—ILENLATIP ZPRULARAZERTS

Ericom Connect ZfEH L T. NLA ZBZ{EUE/RA R RDS J 7
— LB tYvS 3> ZiiEE) I DHS - FQDN TIIR<ERN IP Z{HH
9 BLS RemoteAgent NEEESINE T,
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ZDOEEFE. DNS H—/NCKD2TIT 7 —L&NT 7 —LDRA S IP
D 1 DNELRIFFRENDIZHICHEELE T, KRIFERENZ IP (&,
& DNS MU U E(CERDIGENHDDFI ., J7—L%BICLDT
BIRENTZRZA M. ERDY—/\ - 77 RL- X (AccessServer DI
) ERIRBDIBE. NLA SREEIELMUET,

6.5.13 IPv4 (L IPve DEEB(EBES5Hh—FHEDH)

Uy ROOR—FR> ME. BIBEE2ARCOIZE> T—EBURVZRLX
(CKDCERHNDIMBENDDFI ., ZAFTALLDEU NIC 258
LTWBIHEETHDTE. IPv4 & IPV6 D7 RLRERELT—EHE
granT<rEEw.

Ffe. BIERIK(CHDTZ D TZEE %COMPUTERNAME% D77 J1Z X 5%
NEIUTHDCEZERLTIEEV, HIX(E. Business Logic
Controller H—E X (C KD T ESG gateway.acme.com % IPv6 J7 KL
AICEERLUTVWD—7T, ESGH—/UCELDTE

1 %COMPUTERNAME% % IPv4 77 RL ANEFER L TUL\DI5E
CD2DDI> MUKEHRAEMNTG. Business Logic Controller (CKD
T ESG AT LMR#ENFEE A

6.5.14 AZIN\—H)L - PTUH—33 > HTER

JAoOV I s - 1)) (Metro ELTHBRSNTLET)(E.
NHTDCENTETEE AL Microsoft Edge TS5 IH(E, CDED
R7ZTVT—23>0—fFITY,
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6.5.15 Ericom Analytics TF —HNR—RXAZHRIHADEMNT
~32qA

Ericom Analytics T Ericom —4ANX—X (CiEf CERVVEE(E. IS

7IUT—23> - T—)UINT—INR—RDFHHIAFHINEIREIR 7 1D

>R THESNTLDCEZHRLTLSIZEW. UTOFIEZET

LT, 77HD> bR - SRELET

e Global.aspx (C:\Program Files\Ericom Software\Ericom Analytics)
DT —HINR— IR X FIN =MD - HELFT .
AdHocSettings.SqlServerConnectionString = @"server=<SQL t
—) >=<5F—ANR—X%&>;Trusted_Connection=SSPI;";

o ISYR—ZvZEEFL. [7TUT—23> T-)L|
EricomConnectBIAppPool| "&1LE9,

« [EricomConnectBIAppPool] ZH0UwoOU. [5FMlRE] =
BEIRUET,
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2,9 = 32 Eyb 7Ar—23 0L False A
Q) 7257l L it ]
R V-3 ST E-F Integrated
AIEHERIFEN, 1 2B EOT -3 RBE-F OnDemand
BT EricomConnectBIAppPool =
D4 2 4 4 CPU i
i a JTOtyHEROEIML False
2 NET v4.5 TOeyHEEIRY 4294967295
) .NET v4.5 Classic TOUyHESETAY (64 EyhiR) 4294967295 |
FIR (%) 0
22 EricomConnectBIAppPool BIERFE (53) 0
FIFREME NoAction
4 JOEAETN
ApplicationPoolIdentity |
Ping True
ping RIIE (7) 30
Ping BACERMA (1) 90
FAEI 94 LTI NDIRIE Terminate ]
PAEIREEDAA LTI (4) 20 | ¢
ID
[identityType, username, password] 77UWr—33> 77—l A\ Application Pool Identity
(#2). Network Service, Local System, Local Service REQEILM > PHUPELT. &
REFEOI—H- ID ELTEFENALIHBALET -

ID D [£88

INF2ZT IV IULET,

PRB I THI> =21 wI U, Ericom Connect 7 —4/\—

RACFOCRTEDRI—YOFRZANLET.

O B> 7HUvHB):

‘ ApplicationPoolldentity

® HREL FAIUMC):

|

IS Z2Utzw U T (iisreset.exe)
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6.5.16 Windows 7Dtv>3> - Sv RO

Windows 7 /RXA M LTtV 3> - v ROA>I%HFRI T BIC
(&, UTOEEMNMBRSNTWD S EZMHERUET:

o MR—bM445 LD TETCP ST v OZEHFOITDLD. RA b
DIF7ATIA =) ZZKEUEXT
e BUTOLZXKY - F—DfE%Z 1] (CHEUET:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\T
erminal Server\AllowRemoteRPC

6.5.17 MS A=)\—YJ)L/Metro PV —<3 > DLH

XAoOVI s - AZ)\=Y)L - PTULS—> 3> (Metro & U TH
5NET)E. LINK KZFEXE J7AMILELTRABMIBRCENTE
FtA. IT/)\-DIL - 7TUT—2 3> HI BT,
explorer.exe 277 ) —>3> & UTARUL. AppUserModelld %
IV =2 32D\ GA-—FELUTANDULET,

explorer.exe
shell:AppsFolder\Microsoft. WindowsReadingList_8wekyb3d8bb
we!Microsoft.WindowsReadingList

AppUserModelld 3 XUZ 1% Windows T U —=3> - 23
— Ay RZVERR T DI2HDFFMIRTFTEC DT, 125 —RY b
TRFELTLIZEL,
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6.5.18 SQL F—HAN—ADERIBIREEEI D

Ericom Connect 7 —AINXN— X ([CERASN TV ERIEHREZZEFEIT D
(ClE. ULTFZFEITUET:

e IANTDConnect JUwY R - H—EX&EFEILUET
o BOUYR -IILET. ROT7AIERELE
9 : c:\programdata\ericomconnect\dbconnection.xml

o« J7AIUBEIL. UTDLIICRRSNET:

<?xml version="1.0" encoding="utf-8"?>

<DatabaseConfiguration>
<Server>.</Server>
<Database>ConnectionBroker</Database>
<User>ConnectUser</User>
<!I-- Replace EncryptedPassword by Password to change the password -->
<EncryptedPassword>aslkajgoiwlgnas</EncryptedPassword>
<Timeout>300</Timeout>

</DatabaseConfiguration>

e FTULULVIRT—R@#: abcl23)Z AT BIC(F.
[ <EncryptedPassword>] DiT%Z
[<Password>abc123</Password>| (CEZ#XET,

o FUWLWXMLAHBDYZ NS, JUv R - B—EXZBREHL
Fz9.

o SRXTLDEEENE. [<Password>] DfE%Z.
[<EncryptedPassword>| [CESEMX D ENTEFT,
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6.5.19 m/IN\RAD—RE

Ericom Connect Tld, J\XXTJ— FOREHFREK IXFHETI. 1
—H ®D Active Directory /\XJ— RH' 2 XFTHIHEE. R—F)L
(e.g. AccessPad)(C(ZOTA>TEFEIN. PTUT—> 3> %iLH
ITRRICIS—IEELET,

66 IRI—YDORSITN>1—F1>0
6.6.1 MSTSC/RDP Z{ERUIEFTA M

Ericom 547> MME. FiLWy S 3229 $726(C RDP
DOEAMICIFLTULET, RDP [CT7TTZRATERNIES. Ericom
DSAT > MR I DIENTETFRA. EHRORREZ Ericom (C
5T DAIC. mstscexe ZEALZT7IOECANIE— b - R KT
fEFATIEE THD T =R L T ITEUN,

6.6.2 h— MERODOHE:R

R— hDEIAMKE. telnetexe AN R -S> - I-FaqUF+ %=
FRUTCHER CEEY. OV R-JO>IT T, =)D kL
X%z telnet U, HERID/R— hZIBELE I telnet.exe
server.ericom.com 443), ICENZEINLHBE. TDR— MM
telnet N> RZEITUTCVWBDS AT LANS 77O ABIfETY ., —Hb
DARL—F 4 > - ZRXF AT telnet.exe NEFEN TR &
(SEBLTLZEL,
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JECENZMESTNIRVNSEE. Ericom Connect IRIBAA T > RI1—H - 5
INAZANST ORI THD 2R UET, —AIRRED.
UOTIZXRENR— b2 Ov oL TV I 74 7oA —)LINEBE
BCEFEELCTVWRZETT,

6.6.3 IERATLTDIbM

T >— - Xwtz—=: Connection timed out (code 99) Please check
that port 443 is available. If you want to use a different port, you need
to specify it in the Server Address field of the Login dialog.(3&#t(3%

ALT7IRUFELLZ(O— R 99) /R— b 443 WMEATIRETH D &%=
BERLTIZEW) BIOR— hEERT3HEF. OJ1> - 9147
OJDY—)U- ZRLX - T4 —J)LREZIEEITDIRENSHDFEY)

Reason: Connection timed out (code 98]
Flease check that port 443 is awvailable,

If wou want to use a different port, you need to
specify it in the Server Address field of Login dialog.

EZZ B5N3EHA: Connect H— )W 7O XTERAVVREICHDET,
7 RLRENR— bDIEGZEHERE L TS IZE0),

6.6.4 AccessPortal DZEBIDISIY - FrvS10DHY
r

AccessPortal (CBIET BREZZE I DHEH: EUWS 7/R— hETz
(Z ESG /R— hDZEH), BEZKRRIBEHIC. T RI-—HEFTS
Y - FrvSamOUTIRINRENRSDDET,
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6.6.5 |ETRETFAMZREIRTERWN

Microsoft IE Z7/z(d Edge T AccessPortal Z{FH 9 3155, &R T+
—I)ILRICADUETFRAIZEYIRAT/I\ASA D ENTEFE
o CNUFTSIOYDHIICKDEDTY,

!

(7.1, 7.3)

6.6.6 Firefox E@ AccessPortal DX O—JLHYNEL

AccessPortal D7 T UG —23> - U MOXoO—)LINEL 2D
&S Firefox OEIAIDEIRENH D F T
(https://github.com/cubigfiscrolliissues/577)o  Firefox T Z MDEXRNDENME 7z 8¢
3BT BIDTSOYZERL TS0,

6.67 ¥MI—TooOIA>htlicnsd

chniE ty>3ar - RAMDSEEITES—ALR - 7 TUT—2
A (CHEITDIBIRDBETT .

BEOM DTy 3 Y - ARA NI FEENTHS. #FiL
WI—Y - TJOT 7 A ILDIERRICH I DR R UIEGR 7 8
2B ENBD, HBERELTRY S a > MIienEzd, 15N
BES—ALR - 7TV 3>zE#TdE. CORERTEI—
Y. JOJ70hM v 3> - IRAMIFRET D). By a>
NIESE(CERSNFET,
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ERERIE. [2—ALRXE—R] Z [Microsoft] 55 [Ericom] (C
EEIBETY,

—hHULAE—F

T:  Microsoft

Microsoft

6.6.8 EIRIZ RA> TOERIMDTER0N

—EBDY— R)\—F BT RA> - YU 11— 3> (Tricerat,
Net2Printer IR E)T(E. TUH - OSATF2 hDEY - LAN)LZ
AccessPad DEW b « LNILE—ESEIRENSH D EI (32 bit D
AccessPad Tl& 32 Ev hDT U5 - USA 7> b TINE
H'H D FET) Uniprint ZEA T DERCEHISNSHBD. Ev - LA
FOSAT> hE—BTDIRENDDFFA. BRELT,
AccessPad(32 bit) (&. x64 OS _tE® Uniprint x64 &I (CEMERIBET I,

6.6.9 AccessNow T L v NOFRKEM 800x600 [CERES
n3

AccessNow T(&. 18800 EUILEBE 600 ETILUT OFERE
DF)ARICHNT. 800x600 ET )L DE/NHFENMERENE

9. CNSDfE(E. Ericom Connect EI 21>V —)LD [FRiE] &
[FRrm] DINSGA—HZEZEITDCETEECETEI. CDHIE

ZITDICE, [EEFDODRXIU—2F—R] I /=)L) (CEES
NTVDIRENSHDFET,
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RO Y —F—F

tm o —7)

Forim (/—2 IR OY— F—F)
t= 800

Form (/—ZILRADY— F—F)

t2 600

6.6.10 Firefox 44 TE&BEHMHAETNIRL

Firefox /\—=3> 43 & 44 £ ® AccessNow Tld. A—F 1 AB4&
(FHEELEEA. /=32 A0NRITH. =232 45 ATV
L —RIBCETTORRAIIHRLUET (2016 &£ 3 A 1 HEF=RT.
IJN\—==3> 45 (IR—FIRTT),

6.6.11 USB RSATJDUSAALL I

HA4F=Zvo - RSATWl: Ly a>aglcTISod4a4>ansde
BEUDHD RS D) 2BR—h3D3LDTYS I >ZHREITDICIE.
[Ericom Connect 121>V —)L] | [E857T]1 | TUSFAL O

IBRSAT] (CHEHL. 1B [DynamicDrives] Z AN LZET,

6.6.12 10S EM AccessNow (F1DDTI 77V 0O—RD
7

AccessNow D i0S 1—H(F—EIC 1 DDOTI7A)Luh 77y O—R
TEEEA.
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6.7.1

sl NSNS 1—F 1 >0

OJ4>: RAA > DES

ERIO141A

Ericom Connect (CH-1 > - > 9 B Active Directory 1—H (&, &1—

.

PAOL D [TO/G o | TRAAZHAERSNTLDIREN

HDFEF. ERSNTUWRWNEE, B2 12 (TR I DHEEMENSD

NFEI,

O/« | BEEERE.

RAA > %5%FEIBIC(E. Active Directory TIL—H D [

[77HhD> b T&ERUET,

T-—OJA> 2] OBCHREI D RAA 2 Z2ERUET,

2—H— OFAVEU):

UserlFONT(
sty | mm | wzay | uE-rEm
| VE-hFROMTH-PZ0U0OPOL | coMs hF
2h | @m | Poovh | Jooe | BE | #m | AESAOL-T

l userl

l

J

6.7.2

OJ4>: 1—Y - QA2 ADES

1

J—YH Access IAR—FR> hDO—ERC T IOTCATERVGES., €
DI1—Y - FHI> D [1-—H—DOTJA>%] NEESNTLS
MNESIHZEERLTLSIZESUN,

A2 FBDBTENTEFEA.
S A= RN E

— i 2
CEEFR

IXRDBTIE,

-9~ DAV

i

| @mt.local

ov¥

DAL, . |

2-%— DHAVE (Windows 2000 ZORT)(W):

admin

[ o).

[admin] 1—Y(F0O5
[demol] 1—H(&k. 7HDO> KX
TNTWBEs, OTA>helgeTc9,

admind TG4 demo 10707 [
BAYIA > E-T) | ez | vetem Sy | =8 [ twzay | uE-rEm
YE-EF20byT H-E207007 L | COM+ 2% YE-b FASNT H-E20T0P 0, | come+ 2T

2 @/ | ok oo [ RS | Bm | RIS e | @m | ThOvh [ Joreq | BB [ mm | mEesiL-—T

24— DOAVEU):

|dem01\ | [@mt,local

v]

2-H- 0OAVE (Windows 2000 £DAT)(W):

|cvx ] ‘demol

[ osAomm.. | [ oot |
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6.73 el —)\DIS—

T = —: Unable to connect to <J7 K L-_X> Ericom Authentication

Server error (code 16): Invalid credentials. Check your account name
and password.

Unakle to connect to https:/f/connect3dbvm.coudapp.netBd43

Reason: Ericomn Authentication Server error (code 16):

Imwalid credentials, Check wour account name and password.

EZXS5NDHEMR:

o I1—YRE)RT-REZBEHERLET,
o IFUWRXAZEMEESN TSI EZHERLET,

6.7.4 Windows 8/2012 TDOJ 1> - TA—IY MNOREIRE

Windows 8.0 & 2012 (R2 AN TI(E. UPN JA4—<Xw ha&nfz1—
B2 Tuser@domainy OEIWEZIAITD. ARL—F+4 >0 - 2 RXF
LDINTRNHDET, NetBIOS A2l [domain\user] (FH7R— haEn
TWEY, COMEEIL. 8.1(Server 2012 R2) TIHMEIEESNTWLET,

C DEIFDEEADIRE LT, UTFD 2 DDFENSDFT:

o Access 517> bOWINHZEHER LT Connect [T >
>935BE.  [user@domain] R TIFAR< . NetBIOS 2
(domain\user) ZEHALE T,

o Connect BIBO>Y—ILZFERAULT. SRXFAFREIIL-T -
LALD TEEf] #T(CBEIL. O TA—XY R D
REZITUVE T, NetBIOS P& AT B(C(E.  [NetBios B X4

358


mailto:'user@domain'
mailto:user@domain

6.7.5

ERIO141A

A>1—Y] ZERUFT,
A9 A &E—

3 =) 2L
NetBiost X2 —*
T A0 = B
F XA DEBE
h22 LD &R 53R

SSL RIS I—> 3>kl

Secure Gataway #2EH T AccessNow ZFERHLTCFZITUo— 3> F
12 EF RO by IOz RAHITIHZEE. ROIS—HIRRESNDH
BN D ET: [Gateway:SSL negotiation with host faile. (&'— k=
TA:RAREDSSLRTIST—2 3> (CKRBRUELR)]

Gateway: SSL negotiation with host ¥
failed.

| oK |

CDIS—ZFRIBICE. UTFOFIEZERTLTIZS0N,

AccessServer B>V —)LZHEET

« [Generall] 7T AccessServer H—ERXZEILUET
o [Security] T (CBEILET

o [Restore Default] RF>Z T IV IOUET

o [MMC] ZBiE. [EERE] DX FYITA > ZHEFET
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m—A2)La>Ea1—45—1| MEAN] OTFT. [Ericom Self

Signed Certificate] ZRDlF. ZNZHIBRLET .

o AccessServer B—EXZBIEE T D & FAASNBERSNE
ER

o ESGZREHU CEHmzEITUET

6.7.6  Windows 2012 T® RDP 7t AFa]lDRIEE

Windows 2012 Tl&. I1—H% Active Directory @ [Remote Desktop
Users] JIL—T(CBMT BT TE. ZXFTLAAND RDP (F1—H
(CEFRENFERA. 1Y (EEFI-—TYDJIL-)CE O—75
IV POCREBBEEENET T, COFREZITDICE:

« Windows 2012 B—/{T TO—HJ)L tFa1UF+ /RUS—] O
SIR—FR NEREET,

e O-HILRUS—] ZEML., [D1—Y—EFDEIDHT] =&
BERUFT, RUS—D—BRRRENET., [UE—FFTRD
by HO—EXREESZO0%ZHF] ] EWSERIORUS —2hH
oUv oL, [Z0/F«] ZFEIRUET,

SN A e NI C F AT 7 TN

4 _-ﬁ E#lu;’(@?ﬁi K= j?,”mfgﬁ‘;

~ 1S, —
; : g?;)/b "’Tzi/_ )R- LORTIRY AR

: G Jo) XEURDA—-Z00vY
B ' ; \
B T RROEHET 5 UE- P T -5 HS0REIS b
> 03 ZH1Ue 4753y B~ FR91T B ERRBROS A RE

b ] TH2UT HRMEENk Windows | || 0 i R ) e P )

7 RyMI-5 YRR TR-Ty— AUz || DO DOAVRIES
b AEE-ORYT— |O-7lL 05 A ESFT]
b [ VIMIIFOFIBORIL — | KENEEAT ST OVERL
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BROI-YFLFTIL TR —(TEMULET.

YE—h 7RO NT H—EREROIASEREIOT 4 |2 R
| O-Tu TRUTORE 2B |

é. UE-b FRIMT H-E2ZE DI A ZEFE]

Administrators
Remote Desktop Users

| a-Y-sr@iL-Toemu).. |

6.8 NSA—HELIS—I—FK
6.8.1 I\SA—AD5HIALE
) i FIA
HTE 2tEH {BDEEH
JU
EBIE Web Y |[H—EX®D Keep v RED Keep
\ 3 ~ 10 10-3600
—/)\ Alive fEibm (12 Alive ODfE]Pr
X #»cOdr7o
Connect Admin J7 NUET] EWVD
. e ) < 10-
ARIVIALT DN | BEXAVvEZ—2% | 300 2678400
() FRIDETDF
1 R)LBFRI
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Connect Admin J7-1
RIVES (D)

XRCEEETY
>3>wEOJAD
IDFETD [X#
TOJ7ohUE
9] EVWDES

vyt—>0ho>
N > R

10-

30 2678400

EUWS

T> RI1I-—HR-%
JLZw =3 > @ Keep
Alive fEbm (72

I>RI-—HDR
—9I)L - tzv=>3
SETUY RD

Keep Alive

300 10-3600

H—E XD Keep
Alive felfm (32

I>RI-YD
Web B—/{&JU
v R Keep Alive
lis]i]

10 10-3600

ESG

J—EXRA> b
12D DEKAiEkE

ESG &P —EX -
N1 > MNB—-E

RRA> b =

EUWS 77 RL X+
MR— M) DETH<
ZLEDTED =K
EEF HTTP Twv S

3> %

32 2-FRK
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HTTP UOTI X R

DOTZARYEDOD |ED, IS—%K
BEAY—EXRA> |TETICYU ST |3 1-]2 K
NI TER 9B EUWS DEREX
5
. ESG ¥—/{&JU
H—E XD Keep
B v R Keep Alive |10 10-3600
Alive [EIfE (F2 B
DRIbE
FrLUULYRDPZwY S
FTUWEGRDS A I .
I>HDOFEEE~M— |60 2-Ex K
70 ~FD) N
27> DOBEMEARE
RDP ww=>3>H
BIERAYIAMLT I o
e FADEREE b— |60 2-Bx K
(#)) .
27> DOBEMEARE
RDP twv=>3> -
DAAL O RNIA L |UFA LT NED
o 60 2-F] K
7770 ~(FP) SEE—2T> D8
SHEARE
HoP U e CUP &EXEVUHEE
RemoteAge ~ o sOR—U>TD |1 1-]2K
nt () _
EilE
NS> TUSTL |CPUIXEUDY> (60 1-]2 K
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— ()

TUIONEEE
NEBRECIUY R
(CEH T DAV
— 2 O/ \E PR
Eii

AccessServer B>~

Access Server DX

. F—HR%&MZRI |20 1-B]x K
U>JL—k ~
2
CPU DZEEZIXE
IDEICINET D
UY—-XXB>TU>
5 CUP EXEUEE (30 1-B2K
DY T )LD
I\
B hUHTD
AEUFXEZIE CUP
BN L &L ME(%) ) 25 0-100
DEEE()\—1z>
F—2)
) Remote Agent B —
H—EXD Keep N
3 JNETUw RD 300 1-3600
Alive fEfRm (2 _
Keep Alie Dbz
XTI os
Uy—-XB>TU>
. ) LDBHIZEZIEH {300 10-FK
L — bR o
BERMMTON I Z
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IREE S D ER

6.8.2

I5—1—RDER

OJ+14> - I5— - Xvtz—=>

EZBNDER:

OJA > (CKMUFE LUK - BiglE

RO T I (Login Failed —
Invalid Credentials)

I—HRABRIWEEEF/I\RDT— RHNMEE
DCWVWEXT

OJ1>(CkBUELE -OvY

E=NTLVET (Login Failed —
Locked out)

ZTO1—Y - 7HD> MIOvIE=NTH
T, I DI 7HD> ~oOv Y
ZRERUE T

OO+ > (CKBUZE U - Radius
KX D — RpESENFELE

(Login Failed — Radius Password
Rejected)

RADIUS F2iEIC AN UTZENES ENZE
Lz,

O+ > (CKBUZFE UTE - Radius

DT ICAMMEEENE U

(Login Failed — Radius Access
Rejected)

RADIUS SREEND 7 I ANEEEINZE
Uiz, I—UHWE{EESNTNDBC &E&HER
LTLIEE0N,

OJA > (CKBMUELE - 51t

SRAZEREIT DT ENTEFEA

(Login Failed — Unable to obtain a
license)

H—IN\LEDSAER - TS—Dfzs(CO
DA EKBEUFE U, S INER
THDCEZERLTLIZESU,

OJA > (CREMUFE LTz - 385N

IEEENZE UTZ (Login Failed —
Authentication Rejected)

_ERE’J d\l:IL-I:I.I—.EIj b\%ﬂf L/i L/j_:_o <
DIS—DHIELTIE. I—5D)\RXD—
ROBRNEAEATINTWBICEREN ST,
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JN\RT— ROZEN T —H(TEFRIENTLY
BRWNSEICEELF T FHHlICDULTIE.

[1—4 | KBaL7=0 - > (Users |
Failed Logins Report)] DL7R— ] ZHE
L TLIZE,

OJ4a>(CKBUE L -OT4

SEFICIS W REELFLUL

(Login Failed — An error occurred
during login)

O0A DRCFHURBRWIS—MRELUE
Ufze H—/)DIS— - L/IR—KT, COD
TS —DFRERHAZHER L TS0,
FOZHIL - BIR— hETHRVEDEL
ZE0,

BRTCRIDFTF+> bMcOd1> L
CLYE 9 (You have previously
logged in to a different tenant)

Zo1—-YF MEICRIOTF> MOy
A>UlecERBD,. o> MOy
A2 TESRVEENHDFT., BEEEN
Connect CLI EndUserTenantReassign 1
N2 REEALUT, BInETonZ7r>
hzUtLy hIDZEMNTEFET,

Your session is no longer valid.
Please login again (w3 >M

BHMTRESHDEEA. BEOTA
SUTLEEL, )

DS54 T7> htzw < 3 > A ERRRYIN(C R
STWBIEH, OTJATLTBEOTA>
FTIAINENSHDET,

JXRD— Ro@Ex

HH

ISR D — ROBZNEABRLEINT

L\E 9 (Your password has
expired)

ISR D — ROBZEARMNIN TS Tz,
EEITDINENHDFT,
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OJ4 >3 BRIC/I\AD— Rz
ZEIDNENHDFT (You

must change your password
before logging in)

CDTFHI> NE. OTA > ORISR D
— REEEITDIRENHDET.

2 DD)\RAT—RA—UFE
A (The two passwords do not
match)

KR T — RZZEETDERIC. 2 DD/CRT
— FA—=HUTVLEEA

B0/ RD— RO ERED TOE

9 (The old password is not
correct)

JINRDT— RZZEEIDERIC. ABLZEW
JXRAD—RAEEDS TULET

The password does not meet the
password policy
requirements.Check the
minimum password length,
password complexity and
password history requirements

VSR D= R(F/(RDT—RK - 7RU
S—DEGFZMIZUTVEE

Ao INRAD— RORIEDERE.

KR T — ROEHME, BRI
A — REROEH =L T
<IZEWY)

ABUTZEFR UV IR D — RiE. AT —R
DEHZHBZLTVEFEA, /(IXDT—R

(CDWTIE, S RTFLAEBEECHEKRLTL
JEE0\,
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